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By Mr. William C. Dahms

Protection

“It is a myth that military organizations tend to do badly in each new war because they have studied too closely the last 
one; nothing could be farther from the truth. The fact is that military organizations, for the most part, study what makes 
them feel comfortable about themselves, not the uncongenial lessons of past conflicts. The result is that often militaries 
must relearn in combat and usually at a heavy cost; lessons that were readily apparent at the end of the last conflict.”  
                                                                                                                                                                   —Williamson Murray1 

During Operation Desert Shield/Storm in the early 
1990s, the U.S. Army was unquestionably at its 
highest level of readiness. During the ensuing years 

leading up to 11 September 2001, Army forces gradually lost 
their overmatch advantage. That was a time of tranquil cha-
os. Our adversaries continued to examine our capabilities, 
attempting to better understand the magnitude and reach 
of our combat power. As a result, these adversaries began 
to formulate alternative means to threaten America. It was 
then that the world changed and a new era of threats that 
were not restrained by the previous global wars of World 
War I and World War II emerged. Improvised explosive 
devices (IEDs)—which, according to the National Security 
Strategy,2 are one of the oldest forms of weapons that can be 
employed against any superior force—became the weapon 
of choice for the enemy against the United States in Iraq, 
Afghanistan, and South America. Our experience with IEDs 
and other explosive hazards (EH) had been limited to the 
Vietnam War and World War II.3, 4, 5, 6 

History tends to repeat itself. For example, the recent 
Russian incursion into Ukraine was preceded by the Rus-
sian invasion of Crimea in 2014. However, with a return 
to large-scale combat operations (LSCO) and the advent 
of multi-domain operations, the next conflict obviously 
will not be like those of last 2 decades. Although our ad-
versaries will likely continue to employ IED capabilities, 
they will improve their effectiveness through the use of 
unmanned aerial vehicles for gathering intelligence, per-
forming surveillance, conducting reconnaissance, and de-
livering lethal payloads. When coupled with more advanced 
robotics, autonomous platforms, artificial intelligence, and  
cyber/electromagnetic warfare operations, the protection 
challenge will be significant. 

 Our peer adversaries have already revealed how they 
intend to challenge us. They have created multiple layers of 

defensive standoff through their antiaccess and area denial 
systems. U.S. forces have superior weapons—maybe not in 
quantity, but in quality and reliability. The training profi-
ciency and skill of U.S. forces are also superior. But what 
about our most vulnerable support areas, where there are 
fewer tactical units? 

The solution to this issue most likely lies in the shaping 
of the environment, through the calibration of our forces, 
and the degree to which unified action partners are integrat-
ed. Protection, like any other response to a threat including 
IEDs/explosive hazards (EHs) is not a linear activity. It is 
dependent upon our ability to plan, prepare, execute, and 
assess our protective posture in a continuous and enduring 
manner. The key to success is sustaining a balanced protect-
ed support area, layered by depth, and an echelon enabled 
with speed and sufficient combat power while maintaining a 
high operational tempo. 

Responsive and mobile sustainment must also keep pace 
with maneuver forces over extended distances. Let’s set 
aside the discussion of tactical forces in our support areas 
and Threat Level I, II, and III concerns for a moment and 
focus upon the obstacles to our freedom of movement that 
we are most likely to face in our support areas. Let’s focus 
on IEDs and EHs like unexploded ordnance, conventional 
mines, explosive booby traps, and explosive remnants of war 
in the battlespace. IEDs were unquestionably a challenge 
over the last 2 decades, and there is no clear indication that 
their use will be discontinued in future conflicts. IED at-
tacks still occur daily, both abroad and in the homeland—
yet, the terms IED and EH are mentioned only one time 
each in Army Doctrine Publication (ADP) 3-37, Protection.7; 
the likelihood that EH will be encountered along routes is 
implied—but not specified—within the terms of area secu-
rity and routes. So, what are we missing? We’re missing the 
capacity for EH mitigation in our support areas and its inte-
gration into our area security activities.
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Our strategic and operational support areas are vulner-
able in a way that is similar to the vulnerabilities of our sup-
ply convoys of World War II. According to the March 2006  
Defense Science Board Report, 
“When there are no front lines, 
all forces are at risk and logis-
tics convoys, like merchant ship 
convoys of World War II, be-
come ‘movements to contact’ or 
are targets for loosely organized 
enemy actions.”8 

Many IED/EH employments may not be traditionally ad-
versarial in nature (as when we are not at war) but tend to 
be more criminally or politically motivated and are reported 
with frequency. It is clear that our strategic and operational 
rear areas or support areas will continue to be vulnerable.

Lucrative locations, such as those containing transporta-
tion hubs, power or electrical substations, water supplies, 
sewage systems, administrative facilities, infrastructure, 
communications equipment, and religious convergencies 
will remain soft targets. This vulnerability affects our abil-
ity to project power and to sustain force tactical operations. 
In the past, we focused upon the effects to tactical opera-
tions. We now need to consider expanding the threat envi-
ronment to include our support areas. Events in Ukraine 
serve as a recent example of how a combination of IEDs and 
technology can be employed against a superior force in order 
to delay, disrupt, deter, and deny operations and command 
and control. Other examples include the fighting in Crimea 
in 2014 and the little-known Karabakh War of 2020 between 
Azerbaijan and Armenia. A key theme of recent and histori-
cal events is clear: It is essential to have consistent sustain-
ment flow to forward support areas in order to maintain of-
fensive momentum.

During the February 2022 Maneuver Conference at Fort 
Benning, Georgia, 1st Cavalry Division leaders provided an 
insightful review of how they intend to initially fight in a 
LSCO environment. The vulnerabilities of our support areas 
were specifically called out during this conference. Opera-
tions in Crimea in 2014, Azerbaijan in 2020, and Ukraine 
in 2022 have made it clear that mines, IEDs, and other EH 
will remain a part of the future battlefield; where and how 
these explosives are used are what we need to prepare for 
now. It is clear that, for successful operations, the Penetra-
tion Division requires a protection brigade and substantial 
reinforcements. This includes an engineer brigade just to 
mitigate risks associated with gap crossings (LSCO Gap 8) 
to set conditions for operational success. The general nature 
of a heavy-division fight is as a high-risk/high-reward op-
eration. U.S. Marine Corps leaders are also advocating for 
the reestablishment of counter-improvised explosive device 
(C-IED) programs and training before deployments.9 Natu-
rally, commanders are in favor of risk reduction and advo-
cate for what their experiences have shown to be effective 
ends-ways-means risk. Risk mitigation and force structure/
budgetary restrictions are two parts of the Army and Marine 
Corps challenge. The ability to balance threats against force 

structure with the reality of our budget and manpower limi-
tations will remain a significant challenge to both Services. 

 When considering how EH 
may be viewed on the future 
battlefield in the context of 
protection, some specific ques-
tions come to mind. We have 
an opportunity to address 
identified shortfalls, while 

preparing the best we can for future conflicts. With some 
modifications, the protection brigade for EH operations is 
needed to augment LSCO operations. To that end, the fol-
lowing thought-provoking questions should be asked and 
addressed: 
•	 Has the Army adequately designed the protection bri-

gade to conduct C-IED operations for corps and divisions? 
•	 Does the Army have enough capacity to mitigate the ef-

fects of EH in our support areas in terms of route clear-
ance companies, explosive-ordnance disposal, engineer 
brigades/battalions, or EH coordination cells or organiza-
tions? 

•	 How would adversaries most likely employ IEDs during 
LSCO? 

•	 Is the United States adequately training Soldiers and 
combined arms formations to mitigate the effects of EH 
in support areas? 

•	 Where can commanders receive attack-the-network/net-
work engagement, military search, and site-exploitation 
training? 

•	 Will military search (intermediate and advanced) and 
site exploitation operations be needed? 
Fortunately, the purpose of the Counter Explosive Haz-

ards Center (CEHC), Fort Leonard Wood, Missouri, is to 
preserve the fighting force by providing EH awareness to 
deploying forces, assisting in identifying and fielding viable 
countermeasure solutions and technologies, and develop-
ing the intellectual and situational superiority of combat 
units. CEHC also collects, analyzes, and stores C-IED/
EH information in such a manner as to allow easy access 
by warfighters. The repository is aligned with the current 
U.S. Army “C-IED Strategy Lines of Effort.”10 Each line of 
effort is organized with knowledge from past conflicts and a 
mix of historical, current, and technical resources. Commu-
nity resources for C-IED/EH Army professionals are avail-
able at: <https://www.milsuite.mil/book/community/spaces 
/apf/counter-ied> (common access card-enabled/protected).
Endnotes:

1Williamson Murray, “Thinking about Innovation,” Naval 
College Review, Vol. 54, Issue 2, 2001, <https://digital-commons 
.usnwc.edu/nwc-review/vol54/iss2/11>, accessed on 9 September 
2022. 

“Many EH attacks may not be traditionally 
adversarial in nature (as when we are not 
at war) but tend to be more criminally or po-
litically motivated and are reported with fre-
quency.” 

(Continued on page 15)
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which allows the Soldier to deploy it while on mission. Dur-
ing MSSPIX 22, the system was used by a mix of military 
police, engineer, and infantry Soldiers to demonstrate its 
minimal training burden and its reconnaissance capabili-
ties against personnel, vehicles, and areas of interest under 
operational scenarios. The ability of the system to deploy a 
reconnaissance robot into a facility of interest was also dem-
onstrated during MSSPIX 22. 

Finally, during MSSPIX 22, the U.S. Army CBRN School, 
Fort Leonard Wood, assessed four different technologies de-
signed to provide personnel-carried detection of chemical 
vapors and provide users with alerts of a suite of chemical 
agents at greater sensitivity and lower false-alarm rates 
than those of existing Army systems. These technologies, 
referred to as compact vapor chemical agent detectors, 
were developed by N5 Sensors©, GE Research©, Teledyne 
FLIR©, and Collins Aerospace©. The focus of the assessments 
was to determine the burden on the warfighter payload 
and any interference with Soldiers’ primary mission. All  
vendor-presented devices were compact and lightweight and 
could be strapped or clipped onto the Soldiers. CBRN and in-
fantry Soldiers compared the variants of the compact vapor 
chemical agent detectors and provided feedback on the de-
vice interfaces, functional controls, and control limitations 
that could be assessed while in personal protective equip-
ment.

The assessment of emerging prototype systems is an im-
portant component of the capability development process. 
Capability developers learn about the latest state-of-the-art 
advancements and how new technologies may be able to fill 
capability gaps in order to better define key performance 
parameters and system attributes, leading to more-refined 
requirements and improved capability development docu-
ments. At the same time, science and technology develop-
ers receive crucial feedback from military users, which helps 
ensure that the new systems are not only relevant but also 
operationally useful. Army focused warfighter experimen-
tation events play a critical role in Army modernization by 
providing a learning venue where military problems and 
potential solutions in a multi-domain operations-relevant 
environment may be better understood.

Captain Batton is the experimentation officer for the Maneu-
ver Support Battle Laboratory, Fort Leonard Wood. He holds a 
bachelor’s degree in physical education from the University of 
North Carolina, Pembroke.

Training on an InstantEye UAS with attached payload
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