By Mr. Matthew K. McLaughlin

States has realized the benefits of fighting its wars on

the territories of other nations. With the exception of
the raid on Pearl Harbor, geography has enabled the United
States to prevent attacks with major military impact at rela-
tively low cost. We have enjoyed a secure bastion from which
to project national power in support of our national security
and that of our allies. Even the 11 September 2001 attacks,
although similar to the Pearl Harbor raid in that they tar-
geted unaddressed vulnerabilities, caused no disabling dam-
age to major military capabilities.

Since before the turn of the last century, the United

The United States can no longer count on the advantage
of the homeland as a secure sanctuary from which to project
power. An ever-more accessible world continually increases
the vulnerability of domestic capabilities that support war-
fighting. Attempts by North Vietnamese and North Korean
actors and their allies to leverage a free press and undermine
American popular support for U.S. engagements in South-
east Asia are well-documented. Soviet leaders in the 1980s
conducted extensive studies of American power projection
capabilities and dependencies and developed plans to attack
them with a range of options.! More recent documents, in-
cluding the latest U.S. Army Training and Doctrine Com-
mand (TRADOC) operational environment publication, The
Operational Environment (2021-2030): Great Power Compe-
tition, Crisis, and Conflict,? outline the likelihood of attacks
on the United States to deter, degrade, disrupt, delay, or
destroy U.S. forces before they can depart the homeland and
highlight the need for improved intelligence, protection, and
coordination capabilities to address the threats. Continually
increasing access to, and dependence on, space, cyberspace,
and global information and transportation networks prom-
ises to accelerate the growth of both threats and vulnerabili-
ties into the foreseeable future. Due to these realities, it is
imperative that Army professionals recognize protection in
the homeland as a critical enabler of great power competi-
tion across the continuum of conflict.

TRADOC Pamphlet (Pam) 525-3-1, “The U.S. Army in
Multi-Domain Operations 2028,” referred to as the multi-
domain operations concept,® describes a future operating
environment that is substantially more complex and chal-
lenging than that of even the recent past. The concept out-
lines the need for the United States of the future to expand
the competitive space, win in competition, deter escalation
to armed conflict and, if necessary, win in armed conflict and
return to competition on more favorable terms. This strat-
egy depends heavily on the credible ability to synchronize
the projection of military power from the homeland in all
domains, the information environment, and the electromag-
netic spectrum to decisive spaces across the multi-domain
operations framework in response to aggression.*
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The projection of military power from the homeland is
key to the coordinated exercise of the diplomatic, informa-
tional, military, and economic instruments of national power
to achieve national strategic goals. These elements of power,
particularly the military element, are heavily dependent
on public- and private-sector capabilities in the homeland.
Military, public-sector, and private-sector capabilities com-
prise the power projection enterprise. This enterprise draws
its effectiveness and resilience from the Service members,
employees, and decision makers who make up the organiza-
tions. In short, it is the people of the United States who are
the source of its strength, as it is the people of the United
States whose interests are represented by U.S. strategic
goals. This relationship is illustrated in Figure 1.

Adversaries challenge our multidomain power projec-
tion strategy by effective execution of antiaccess strate-
gies against the homeland to create and maintain layered
stand-off, denying friendly multidomain access from the
homeland. They thereby intend to achieve strategic aims
below the threshold of armed conflict before friendly power
projection can be brought to bear. Unlike in forward areas,
however, much of this activity is directed against the people
who enable power projection, many of whom have no direct
connection with the military. Adversaries conduct cyber-
space and information activities to reduce resilience by at-
tacking societal cohesion and confidence in the government
during competition, escalating activities to more damaging
measures as they progress along the competition continu-
um. Intelligence collection, the development of sympathetic
populations into clandestine actors, and the resourcing of
criminal elements provide means for adversaries to stymie
friendly power projection.

None of this is new. Adversaries have always attempted
to compromise home front support. Similarly, there has al-
ways been a need to protect the homeland power base from
these actions. The difference with the emerging and future
operating environment is the extent to which modern tech-
nology enables adversarial efforts. The interconnectedness
of infrastructure and society enhances the potential reach
and impact of adversarial efforts. Ready access to, and the
rapid diffusion of, information via the Internet/social media
amplify and accelerate interactions between people, govern-
ments, militaries, and threats, as observed with the Russo-
Georgian war of 2008, the Arab Spring of 2010-2012, and
the ongoing Russo-Ukrainian conflict. Artificial intelligence
and deep fake technologies allow adversaries to dynamically
distort perceptions of target populations while optimizing
well-disguised cyberattacks against critical power projection
targets. This emerging ability to execute optimized and co-
ordinated attacks across the many military, public, and pri-
vate components of the power projection enterprise requires
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Figure 1. The power projection enterprise

a new approach to protection in the homeland. Power projec-
tion mission assurance must be a key factor in the develop-
ment of future plans and capabilities.

U.S. Army Futures Command Pam 71-20-7, Army Fu-
tures Command Concept for Protection 2028, describes how
the force will execute protection in the future operating en-
vironment.® The concept identifies three central components
of the solution for the Army protection warfighting function:

e Preserve commanders’ critical capabilities, assets, and
activities.

e Deny threat and enemy freedom of action.

e Enable access to achieve protected windows of superior-
ity.

This list recognizes that the operational Army requires more

than the traditional solution of passive protection mea-

sures—the future force must proactively deny and defend

against enemy action. This proactive approach comes natu-

rally to warfighters in forward areas, where action and ini-

tiative are key to survival and success. The Army protection

warfighting function is a robust toolbox that commanders

can use to preserve and ensure the availability of operation-

al capabilities in this environment.

However, the Army protection warfighting function
doesn’t address the operational and resiliency requirements
of the domestic power projection enterprise, particularly
in the public and private sectors—nor do other protection
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programs and capabilities. Army Regulation (AR) 525-2, The
Army Protection Program, addresses the protection require-
ments of homeland installations, but it neither prioritizes
support to combatant commanders nor addresses public-
and private- sector enablers.® Homeland defense, homeland
security, and defense support of civil authorities programs
address the protection needs of the homeland as a whole,
but without specific consideration for power projection re-
quirements. Joint Publication (JP) 3-0, Joint Operations,
discusses domestic installations and related capabilities un-
der the joint protection function, but only in general terms.”
Our allies also contribute protection capabilities; but again,
without a focus on U.S. power projection. Figure 2, page 28,
illustrates the various needs and solutions/programs for the
protection mission space.?

While the Army protection warfighting function address-
es the needs of operational forces, the resiliency and respon-
siveness requirements of power projection form the basis of
argument for the application of its components across the
power projection enterprise. The application of these com-
ponents in support of power projection mission assurance
requires a deliberate approach. The Army must integrate
these components into its power projection capabilities, and
it must team with its power projection partners in the pub-
lic and private sectors to support the development of these
characteristics in their supporting capabilities.
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Figure 2. The protection mission space

The Army must be able to execute multidomain pow-
er projection against a near-peer threat by pushing
ready-to-fight forces in concert with effects in multiple
other domains. This must be accomplished from domestic
facilities under various levels of multidomain attack. From
a protection perspective, this requires the ability to deny the
threat freedom of action against—and ensure preservation
of—critical capabilities, assets, and activities across the
power projection enterprise while enabling persistent access
to all domains, the information environment, and the elec-
tromagnetic spectrum.

Installations must be “operationalized” to enable expe-
ditionary maneuver from threatened installations, through
contested lines of communication, to strategic distances in a
matter of days, while protecting tenant organizations from
enemy action. This requires the transformation of the in-
stallation enterprise culture from one with an administra-
tion- and management-based focus to one with an operation-
al focus that makes it an integral partner in the warfight.

Power projection platforms require a significantly in-
creased ability to preserve critical capabilities, assets, and
activities, including tenant and transient units in the case
of installations. They must also have built-in resilience
and redundancy to enable persistent multidomain access
in support of combatant commanders. They must provide
protection against surveillance and reconnaissance as well
as against attacks in all domains, the information environ-
ment, and the electromagnetic spectrum.
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Installations, facilities, and infrastructure must be mod-
ernized and resourced to provide intelligent, robust, and se-
cure power projection. These updates must emphasize the
continuity of operation under conditions of attack or disaster
and the ability to be rapidly restored to full operation follow-
ing adverse events as well as the capacity for cost-effective
incorporation of emerging advanced technologies.

The successful execution of multi-domain operations
requires public- and private-sector enablers that possess
mission assurance characteristics similar to those required
by the Army. Similarly, the resilience of individuals and
Families that is considered fundamental to expeditionary
Soldiers is also required of enabler work forces, which are
now subject to threat action. The Army must develop a deep
and well-documented understanding of its dependencies on
external partners, their limitations in supporting these de-
pendencies, and the threats to which they may be subjected.
The Army must then communicate these requirements to its
partners in a straightforward and convincing manner and
cooperate with them in developing security solutions and
protection measures while supporting updates to contract-
ing requirements and interagency policy. In many cases, the
Army must develop ways to encourage and incentivize these
enablers to invest in these capabilities, which are not inher-
ently profitable to their daily activities.

Power projection mission assurance requires the full in-
tegration of the key ideas of the Army protection concept
across the entire power projection enterprise. The Army
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and its partners must preserve strategic projection capac-
ity against robust oppositional action in the homeland and
deny enemy freedom of action through the development
and operation of multidomain resilient capabilities. This is
fundamental to persistent access for multidomain strategic
maneuver in support of mission commanders. Army power
projection mission assurance will continue to heavily depend
on the Army Protection Program and joint force protection
capabilities, which must evolve to support the operational-
ization of the installation enterprise. The synchronization of
these aspects of protection and the extension of the military
protection mindset to the Army’s public- and private-sector
partners are critical to power projection. Army leaders must
integrate these homeland considerations into their strategic
calculus to provide the firm foundation required for victory
in emerging and future operating environments. @
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(“Scaffolding the Future . . .,” continued from page 25)

navigate the course (as should be the case). But that doesn’t
mean that the training developers aren’t busy behind the
scenes; they absolutely are!

The Protection Training Development Branch, Pro-
tection Division (Force Modernization Proponent), FFID,
is hard at work, developing the tasks that will ulti-
mately underpin the PIC terminal period of instruc-
tion. The overall goal of the branch is to generate
20 new Army tasks; so far, 11 new tasks have been gener-
ated. Each task is uniquely designed to address those gaps
associated with the original DOTMLPF-P analysis and as-
sessment. And in case you're wondering, task development
is a long and technical process, often consuming upward of
100 hours per task to complete.

Finally, from our perspective here in the Protection Divi-
sion, we are proud of the things that we have accomplished
so far and are excited as we look forward to the things that
we know are to yet to come. Each day, we see evidence of an
ever-changing and more complicated operational environ-
ment and world. It is that evidence that propels our forward
momentum. Perhaps most striking is the realization that
protection training development capabilities are not only
a pragmatic function of the protection domain; they are in
fact, critical. @
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