
Im~rouina Diaitized 
Engineer Communications 

By Captain Daniel R. Smith 

he Army has pushed its advanced guard into the 2 1 st 
century. The past decade has seen extensive 
experimentation at all levels, with the concept of a 

computerized (or digitized) Army of the future. Units 
involved in these experiments are known as Task Force 
XXI. 

Recently, I served as supply officer (S4) and senior battle 
captain in the engineer battalion Administration and 
Logistics Center (ALOC) during the Task Force XXI 
Advanced Warfighting Experiment. For the 299th Engineer 
Battalion and the rest of 1st Brigade Combat Team, 4th 
Infantry Division, the AWE was much more than a two- 
month exercise in the desert. It was an 18-month learning 
experience. The daily lessons learned, problems solved, and 
challenges met provided Army soldiers, numerous defense 
contractors, and our senior leaders with valuable feedback to 
use in charting our course into the future. Ironically, 
communications-the very thing Force XXI was supposed 
to improve and the lifeblood of any tactical operations center 
( T O C t b e c a m e  our biggest challenge. This article 
discusses four communications problems experienced by 
the 299th Engineer Battalion S1/S4 section and recom- 
mends some possible solutions. 

Communications Problems 
he experiment was conducted through a train-up and 
brigade-level training rotation in March 1997 at the 
National Training Center, Fort Irwin, California. 

Preceding the train-up were various computer instruction 
classes, computer equipment installations (known as 
appliqu&), and new equipment training to familiarize leaders 
and soldiers with initiatives we were expected to use and test 
in simulated combat operations. 

Numerous problems plagued our communications. Most 
grew out of the contractors' misunderstanding of engineer 
logistical operations and communications requirements and 
how they differ from maneuver logistical operations and 
communications requirements. Like other members of the 
brigade, we in the engineer battalion ALOC faced a myriad 
of technical, training, and architectural problems with the 
tactical internet and other experimental initiatives. 

Officers of the 299th Engineer Battalion (Task Force XXI) 

company first sergeants or TOCs and the engineer battalion 
ALOC. The command sergeant major, the three company 
first sergeants, and each company TOC continually sent 
applique messages to the ALOC from their respective 
vehicles (known as platforms), but the messages never 
arrived. Digitized message acknowledgment logs inside the 
applique showed neither a machine acknowledgment of nor 
an operator response to the messages. 

Possible operator training andlor communications and 
maintenance problems were exhaustively investigated and 
corrected when necessary, but we determined that they 
weren't the main problem. Continued investigation showed 
that the digital messages had to move through other platforms 
called sewers or nodes to get from one vehicle's appliqd to 
another's. If a message had to "hop" through more than four 
nodes, it disappeared. 

Lacking understanding of engineer operations, the con- 
tractor had arranged the vehicles in the tactical internet so if 
engineers tried to send a message to the battalion ALOC from 
one of the vehicles, the message almost always had to pass 

Problem: Digital message traffic between the ALOC and through more than four nodes. In addition, whenever a server 
specific engineer vehicles, which was essential to combat became overloaded with digital traffic, messages reaching 
sewice support (CSS) execution, was virtually nonexistent. that server were ignored and disappeared. While a few 

There was no digital message traffic between engineer messages were received, digital message communications 
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Second, current architecture does not 
allow the ALOC to monitor the engineer 
battalion command net. The ALOC is a 
battalion command post and an alternate 
TOC for the battalion TOC. Thus, the ALOC 
needs the capability to monitor, track, and C2 
engineer combat operations. The A&L net is 
not effective for this purpose because the 
architecture dictates that the only platforms 
on that net are the ALOC, the company first 
sergeants, the command sergeant major, the 
support platoon, and the headquarters 
company commander. The architecture does 
not allow the Maneuver Support Company a 
single radio on the A&L net. If the ALOC 
could monitor the battalion command net, it 
would have voice communications with the 
battalion and company TOCs and 

A soldier shows the applique inside his vehicle. commanders, which would facilitate battle and 
from each of the platforms remained inconsistent and CSS tracking. A third radio is needed so the 
unreliable. ALOC can monitor the engineer battalion command net. 

Recommendation: Continue to investigate the software Third, current architecture doesn't allow the ALOC to 

for problems and revise the architecture so that the engineer monitor the brigade A&L net. The engineer battalion is the 

command sergeant major, company first sergeants, and only battalion in the brigade not on the brigade A&L net. As 

TOCs have a direct route for messages to the ALOC. a result, the engineer ALOC is out of the loop for essential 

With few exceptions, engineer units must maintain effective CSS information and coordination necessary for brigade 

communications with maneuver command and logistics nodes mission success. The nature of engineer operations requires 

as well as with their parent battalion's command and logistics detailed coordination and cross talk among the engineer 

nodes. It is essential that digital systems allow the company to ALOC and the brigade and task force ALOCs. For example, 

communicate as effectively with the engineer battalion ALOC Class IV resupply operations and task organization changes 

as it does with the task force. require detailed coordination to effectively distribute assets 
and materials. Allocation of a fourth radio would allow the 

Problem: The modified table of equipment (MTOE) and ALOC to monitor the brigade A&L net. 
applique architecture allocate an insuflcient number of 
radios to the ALOC to monitor all essential nets. Recommendation: Allocate the engineer battalion 

The MTOE allocates the engineer battalion ALOC only ALOC two additional radios and change the architecture to 

two radios. The applique architecture forces the ALOC to allow the ALOC to monitor the proper nets. 

use those radios to monitor only the engineer battalion Typically, Force XXI maneuver battalion field trains 

administration and logistics (A&L) net and the forward command posts (FTCP) and headquarters company combat 

support battalion (FSB) A&L net. This architecture is not trains command posts (CTCP) are colocated and have a 

tactically sound for several reasons. First, the FSB conducts seven-net capability. They monitor task force command, 

command and control (C2) and all other business on the FSB A&L, brigade A&L, FSB command, and three other nets. 

command net, not on the FSB A&L net. Therefore, the The engineer battalion ALOC is required to perform both 

engineer battalion ALOC is out of the loop and does not roles and, as a minimum, requires four-net capability to 

receive essential information. Examples of missed monitor engineer battalion command, engineer A&L, 

information are enemy contact reports in the brigade support brigade A&L, and the FSB command nets. 

area (BSA), jump or movement C2, changes in the Problem: The applique architecture does not allow the 
mandatory operational protective Posture (MOPP) level, air Maneuver Support Company to monitor the A&L net ,for 
defense artillery status, and all net calls. As a memberitenant ,,ice traffic, 
of the BSA, the engineer battalion ALOC must monitor the The Maneuver Support Company lacks even one platform 
FSB command net, not the FSB A&L net. with voice communications with the ALOC; the architecture 
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dictates total dependence nn digital mewage ccommunLntion 
with that cnilipany. I)i_ritnl mes5age traftic. evcn if de- 
pcnd:thIe. is not sirfficienr for hattle or CSS tracking and does 
not support the AI.OC's role as alternate battalion TOC. 

I'rohlrm: TI113 /~r r r r r r [ io t r  rrrlri ror~tprrrli~ TOC'Y crr~ no( 
C I I / O ( Y I ! L Y /  [ I  rr~dio 10 I I I O I I ~ ~ O I -  t/1(* !~tirt(ifioti A& L 1 ; ~ r .  

Aucor(ling to current nrchi~ccrure, the engineer bnttal ion 
and company TOCs do not have cnglnuer A&L net 
capnbilisy, anti the curront MTOE doec not allt>catc a radio 

lu monitor the A B L  nct. As a rcuult. tllc ALnC's only l ink  to 

thc cngincer bi~tlalion iind cornpanics is through one or six 
plntli>rn~s: l l l c  commnnd sergeant major. thc foz~r company 
liml ~crgcants. or thc headquarters rompiiny commander. In 
addition, cacll vcl~iclc is n l i~ht-skinned, Inw-mrvivnhility 
vcl~iclc t h a ~  is easily killed, firrthcr dcgmdii~g thc ALCIC's 
ability tcl cr>~n~nu~licxtu. This problcrn is ~ntcnsified hecn~lse 

the cnginecr conlpnny TOYS arc tho prnnnry h t t l u  and CSS 
trackers t i ~ r  the conlpnny [not t hc company 17rsl sergeant as 

in n maneuver company). Wirli no A&L capability in the 
TOCs. I hc enginccr ha~tnl ion and compnn y TOCs cannot 

talk to t t ~ c  onglnccr ALOC ~~nlcxs onc platlbnn or thc othcr 
d e v i ~ t c h  I'rtrm thc urchitcctr~rc by changing ncls. This is not 

practical hccnusc chnn~ing ntl.; Tor any lolgtli 01- tinit 
dismpts rhe flotv of digitar ~rnrlic and tithcr pulls ;I major C2 
nodc olTcnrninand ncls or cluttcrs thcm with AJZL traffic. 

Rccommendiation: Cl?ott,qr rlw rljlTOE n? rrlloc.nrt~ 
~ngi:irrrw hrlttrlliorl mltf cmnrn/)rrr j j .  T0C.r (111 rrddi~ir~r~cil rotEirl 

tr t id  (,lt(i~;,yc* 11w ~irt~/iiti~r/~tt.c= fo ~ ~ l l o ~ j *  !lie T0C.i ro I ~ Z O P I I I O I .  

fhc . I&L ncr. 
Summary 

hc technological advancemt.nts tested hy Force ,LYI 
arc cxciling nnrl point lo a new en of conibal 
operations. As comhrit engineers, wc musl he able ti1 

communicnlc and coa-dillare C'SS issuus in suppun t'astrr 
mob ins. more ttcxiblc mnncuvcr Forccs. Solviny thc 
shortcon~inys (hat hindcr cngincur ALOC co~nlil~~niuntions 
will help cnsurc our dipifizcd Army of thc fuhirc. 

I 

Note From the Directorate of 
Cam bat Developments 

I 
I By Mike Bonomolo 

In essence, Captain Smith is correct. The inltial 
version (7.0) of the Force XXI Battle Command 
Brigade and Below (FBCB2) software had the six- 
node limit, which included the initiator and the 
destination. This problem has been solved through 
the application of role-based functionality. Now, if a 
first sergeant sends a logistics message, the 
FBCB2 software configures the network so that the 
message will not "hop" through more than four 
nodes. The FBCB2 system no longer sends the 
message up and across to reach a destination, 
therefore eliminating lag and reducing handling 
errors. 

The shortage of radios within the battalion 
ALOC Is a much more difficult problem to solve. 
The ALOC is authorized a fax, an Enhanced 
Position Locating Reporting System User Unit 
(EPUU-V1 ), a mobile subscriber receiver/ 
transmitter (MSRT), a lightweight computer unit 
(LCU), a Unit-Level Logistics System (ULLS)-S4, 
and a VRC-89D radio. The maneuver battalion 
conf~gurat~on can monitor up to seven FM nets 
between the FTCP and the battalion task force 
CTCP. Because the engineer battalion is not 
authorized a battalion task force CTCP, it is 

I 

required to perfarm both roles from the engineer 
battalion FTCP. At the next command, control, 
communications, and computers (C4) con- 
figuration board in early FY99, w8 will recommend 
addlng a single-channel, ground-to-a~r radlo 
system (SINCGARS) with dual-net capability. 
Although operational requirements show that 
divisions need approximately 700 SINCGARS, 
there are only enough available to fill 535 of these 
requirements. 

A joint tactical radio Is being developed that 
passes voice and digital traffic simultaneous4y. This 
radio, which is scheduled for distr~but~on in the 
FY03 time frame, should align the requirement of 
radio nets monitored with the capability on hand. 
In the Interim, voice-based logistics messages 
must move to a digital format. The CCU can move 
digital message traffic within the battalion. The 
success of this option weighs heavily upon fielding 
the updated Maneuver Control System. 

I 
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