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System Administrator

Candidate will work as part of a small team who operate and maintain the networks and computer systems supporting the Arnold Engineering Development Complex (AEDC) aerospace ground test facilities.  Support, maintain, repair, and install a mixed environment of Linux-based and Microsoft Windows-based workstations and servers, peripheral equipment, and software applications related to the operation of the test facilities. Performs computer and network troubleshooting to diagnose basic system and desktop problems. Performs configuration, installation, and troubleshooting of networking hardware and services. Analyzes hardware and software functionality; identifies, locates, resolves and repairs problems according to IT standards, guidelines and procedures; documents call records and results. Manages hardware and software maintenance and licensing contracts, and local licensing services. Based upon experience, candidate will act as primary System Administrator for facility test support servers and workstations with responsibility for server, workstation and storage upgrades and enhancements to meet current and future end-user and facility requirements, System backups and processes. Configure, monitor, and maintain system security. Support the DoD Risk Management Framework (RMF) authorization process to obtain the Authority to Operate (ATO) for test mission networks. Develops, maintains, and promotes standard operating procedures and work instructions. Maintain detailed and organized notes and documentation of activities. Adheres to all safety, security and other company and Air Force policies and procedures. It is a condition of employment to wear company issued PPE (personal protective equipment) in accordance with supervisory direction and company policy. Performs other duties as assigned.

[bookmark: _GoBack]Required: B.S. degree in a C.S., IS, or other related technical degree or a sufficient number of specialized courses in relevant or appropriate disciplines to meet job requirements. At least two (2) years relevant experience in IT field. Specific experience working as a Linux or MS Windows System Administrator. Experience with installation, configuration, and troubleshooting of operating systems. Configuration and Application of security policies and templates for system hardening. Configuration, Monitoring, and Tuning of server applications and performance. Storage Management and Services, including RAID, LVM, NFS. Scripting environments and shell scripts. Specific experience with computer hardware, including Troubleshooting and Replacing or Repairing internal components and Upgrading internal or external components to meet user or system requirements. Specific experience with networking topologies, hardware, and cabling. Possess or be able to obtain a Security+ certification within 6 months of hire. Ability to work with others and on multi-disciplined teams.

Desired: Experience with DOD Computer System Administration requirements. M.S. degree or post-graduate coursework in a relevant field. Industry certifications related to computer system administration (i.e. Windows, Linux/Unix, Security +, etc). Installation, Configuration, and Troubleshooting experience with the following operating systems: Sun Solaris, Windows XP, Windows 7, and Windows 10, Linux. Experience in programming languages (e.g. perl, php, java, javascript, etc.). Installation, Configuration, and Troubleshooting of server, storage, and desktop hardware. Experience with firewall hardware and software, including generating and implementing rules for network security and hardware requirements definition and configuration. Experience with virtualized environments. 

Security Clearance will be needed but is not required to start. Candidate will need to be able to pass a background check that will result in the issuance of a Common Access Card (CAC).  

Citizenship:  Candidate must be a U. S. Citizen or Permanent Resident. 
Pay Rate:  $ 28.00 – 32.00 per hour 		Location: Arnold AFB – Tullahoma TN   

If interested in more information regarding this position, please email your resume to anne@hi-tecsolutions.com
Review all openings posted at www.hi-tecsolutions.com/jobs
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