DEPARTMENT OF THE ARMY
HEADQUARTERS, 3D INFANTRY DIVISION AND FORT STEWART
942 DR BEN HALL PLACE, BUILDING HQ001
FORT STEWART GA 31314

AFZP-CG 25 August 2025

MEMORANDUM FOR SEE DISTRIBUTION

SUBJECT: CG Policy Letter #12: Storage of Controlled Cryptographic ltem (CCl)
Communications Equipment in Tactical Vehicles

1. References:

a. Army Regulation (AR) 380-40 (Policy for Safeguarding and Controlling
Communications Security (COMSEC) Material}, 09 July 2012.

b. Technical Bulletin (TB) 380-41 (Procedures for Safeguarding, Accounting and
Supply Control of COMSEC Material), 16 November 2012.

¢. Technical Manual (TM) 11-5810-268-13 (Technical Manual for Platform
Encryption Device (PED) KGV-72), 01 November 17.

d. Amy Regulation (AR) 190-51 (Security of Unclassified Army Property (Sensitive
and Non-sensitive), 27 June 2019.

2. Scope: This policy memorandum applies to all units assigned to the 3rd Infantry
Division at Fort Stewart, GA and Hunter Army Airfield, GA. Commanders will ensure full
compliance with this policy.

3. Purpose: This policy establishes the guidelines to maintain, train, and improve the
posture of all vehicular lower tactical internet (L Tl) communications equipment while
vehicles are on Fort Stewart cantonment and in-transit via line-haul, rail-haul, or ship.

4. Policy: The performance and management of maintenance and a unit's ability to
sustain operations over an extended period of time are the foundation for a ready unit.
No unit, no matter how well trained in the execution of its tactical mission, can expect to
fight and win on the battlefield if it cannot maintain its equipment. All C4ISR systems,
from ASIP Radio configurations, to Mission Command Systems (MCS) to multichannel
signal terminals, are user-owned and operated. They are complex, and they require
operator proficiency, continuous maintenance, and validated system configurations prior
to employment to ensure units are trained and ready to deploy, fight, and win at first
contact.
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5. Unit Requirements: Units will maintain radio systems and JCR/JBC-P systems
installed in assigned vehicles with proper security devices, in accordance with (IAW)
Army Regulations (see AR 380-40, TB 380-41, TM 11-5810-268-13 and AR 190-51), to
facilitate unit maintenance and readiness. Installed CCl communications equipment will
not be removed from vehicles for the sole purpose of providing secure storage. The
frequent removal of CCl equipment, and subsequent reinstallation, increases equipment
failure and degrades operational readiness. When vehicles are not in use for training or
operations, radios and JCR/JBC-P encryption devices (KGV-72s) will be zeroized, and if
line-hauled, rail-haul, or on ship CCl and external equipment (KGV-72s, JBC-P hard
drives, radios, radio antennas) will be removed from the vehicle and stored in
accordance with Army Regulations ( see AR 380-40, TB 380-41, TM 11-5810-268-13
and AR 190-51). All internal cables, radio mounts, and auxiliary equipment (hand mies,
speaker boxes, etc) may remain in the vehicles. Units will conduct weekly preventive
maintenance checks and services (PMCS) and communications checks with all
JCR/JBC-P and radio systems.

6. The point of contact for this memorandum is ACofS G6, LTC Cloninger, Adam at
(571) 801-2605.

AW
JOHN W. LBBAS

rigadier General, USA
Commanding

DISTRIBUTION:
1st Armored Brigade Combat Team, 3d Infantry Division
2d Armored Brigade Combat Team, 3d Infantry Division
3d Division Artillery Brigade, 3d Infantry Division
3d Division Sustainment Brigade, 3d Infantry Division
3d Combat Aviation Brigade, 3d Infantry Division
All tenant units and organizations on Fort Stewart
All tenant units and organizations on Hunter Army Airfield



DEPARTMENT OF THE ARMY
3D INFANTRY DIVISION AND FORT STEWART
OFFICE OF THE STAFF JUDGE ADVOCATE
944 WILLIAM H. WILSON AVENUE
FORT STEWART GA 31314-5039

AFZP-JAA 1 Qctober 2025

MEMORANDUM FOR Commander, 3d Infantry Division and Fort Stewart, Fort Stewart,
GA 31314-5034

SUBJECT: Legal Review — Fort Stewart/Hunter Army Airfield Storage of Controlled
Cryptographic Item (CCl) Communications Equipment in Tactical Vehicles Policy
(2025000741)

1. Legal Opinion. | have reviewed the proposed Fort Stewart and Hunter Army Airfield
Storage of CCl Communications Equipment in Tactical Vehicles policy. There is no
legal objection to its implementation. | recommend the proponent review the policy
letter to ensure compliance with AR 25-50 requirements.

2. References.

a. AR 190-51 (Security of Unclassified Army Property (Sensitive and Non-
Sensitive))

b. AR 380-40 (Policy for Safeguarding and COMSEC Material)

c. TB 380-41 (Procedures for Safeguarding, Accounting and Supply Control of
COMSEC Material)

d. TM 11-5810-268-13 (Platform Encryption Device KGV-72)

3. POC for this legal review is the undersigned at karolyn.m.kerwin.mil@army.mil.

Digatally signed by

KERWIN KAROLYN- KERWIN.KARDLYN.MARE 154095

MARIE.1540934514 -I;sa:: 20251007 16:00:23 G400°
KAROLYN M. KERWIN
CPT, JA

Administrative Law Attorney

This opinion contains attormey work product, information protected under the attorney-client privilege, or information
otherwise protected under Exemption 5 of the Freedom of Information Act, 5 U.S.C, § 552. Do not release this
document without approval of the Staff Judge Advocate.



