USAG RHEINLAND-PFALZ
Foreign Travel REPORT

Section I - Contact Information

Last Name, First Name,
MI:
Section/Organization: SSN (last four) or
Passport #
Section II - Travel Details
Purpose of Travel (Official | o eore Number of Personnel
or Unofficial: Traveling:
Military, DA civilian or Security Clearance Level
! --SELECT-- --SELECT--
Contractor: (SECRET, TOP SECRET, N/A):
Name of other Travelers
i [ Sea Emergency Contact Name:
Mode(s) of Travel LlAutomobile =220
O Airplane ] Walking Phone: Email:
Destination Country / City Physical Address Arrival Date Departure Date
1
2
3
4
Section III - Foreign Travel Briefing
ReYieW DoD Foreign (_:Iearance https://www.fcg.pentagon.mil/fcg.cfm S S —
Guide (FCG) for Requirements DATE OF TRAINING
Register & Record Travel Plan into https://step.state.gov/step
the DoS STEP Program DATE OF TRAINING
Register and Submit an APACS https: ilcl il
Request (If required by FCG above) ps://apacs.milcloud.mil/apacs DATE OF TRAINING
Country Specific Information &Alerts . .
: https://travel.state.gov/content/passports/english/alertswarnings.html
and Warnings by country AT OF TRATNING
Antiterrorism Level 1 Training/JS- https://jkodirect.jten.mil/Atlas2/page/desktop/DesktopHome.jsf
USOO7 DATE OF TRAINING
Antiterrorism Pocket Card Supplied by USAG RP via E-mail
DATE OF TRAINING

Section IV - Traveler’s Certification (Bring Signed Copy to your Supervisor for Verification/Accountability)

I certify that I have a contingency plan for the following situations while traveling: terrorist attacks, coups,
anniversaries of terrorist events, election-related demonstrations or violence, high-profile events such as
international conferences or regional sporting events, civil unrests, natural disasters, and emergency
evacuations. I have received the Threat Awareness and Reporting Program (TARP) briefing and
understand that I am required to report any unusual contact experienced during my travel.

Traveler’s Cell Phone Number:
Traveler’s Personal Email Address:

Date Signature

Section V - Supervisor Accountability Information

Last Name, First Name, MI:

Email Address: Phone Number:

Date: Signature:
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Section VI - Foreign Travel Briefing Statement

e Know the rules of the countries through which you are traveling. Pay close attention to duty
requirements, currency laws, bans on importation, customs declarations, etc.

e Do not carry any letters/packages, on behalf of any third party.
e Carry only essential items of identification. Do not bring government access badges, building
passes, or other official paperwork.

e Your hotel room may be searched sometime during your stay. Do not leave any official items or
papers unattended in your room.

e Beware of overly friendly guides, interpreters, waitresses, hotel clerks, etc., who’s intentions
may go beyond being friendly.

¢ Do not discuss official business outside of U.S. government controlled areas.

e Never attempt to photograph military personnel or installations or other restricted/controlled
areas. When in doubt, ask an official.

¢ If you suspect you are under surveillance, it is best to ignore it. Do not try to evade or lose
surveillance agents. Report surveillance to the embassy or consulate security office.

e Avoid moral indiscretions or illegal activity, which could lead to compromise or blackmail.

Carefully avoid any situation which would provide a foreign service with the means for exerting coercion or blackmail.
The Department of State, Bureau of Consular Affairs webpage, http://www.usembassy.gov, provides links to all U.S.
Embassies, Consulates & Diplomatic Missions. Consider printing embassy emergency contact information prior to your
departure to avoid not being able to access it online.

- Ihave emergency contact numbers for my chain of command and pertinent services (e.g. airline, train, bus Tour
Company).

- I'have provided my supervisor with my travel itinerary, modes of travel, lodging arrangements, and contact information
prior to my departure.

- Thave an individual AT/FP plan in place and ready to execute in order to mitigate and reduce the risk of becoming a
possible target of opportunity or an easy target.

- T'have incorporated my individual OPSEC measures at part of my individual AT/FP plan.

PRIVACY ACT STATEMENT

DATA REQUIRED BY THE PRIVACY ACT OF 1974
AUTHORITY: 5 USC Section 301.
PRINCIPLE PURPOSE(s): This information will be used by supervisors, and the Security Manager/S2 to track individual foreign travel as required by
AF 380-5 and AR 381-12.
ROUTINE USES: Ensure that adequate contact can be established and accountability maintained in the event of an emergency.
MANDATORY OR VOLUNTARY DISCLOSURE AND EFFECT ON INDIVIDUAL NOT PROVIDING INFORMATION: Last Name, First Name, E-
mail, Telephone Numbers, Emergency Contact Information, Destination Address, Last 4 of SSN or Passport Number.

DISCLOSURE: If information is not provided, the individual jeopardizes his/her possibility of notification or assistance in the event of an emergency;
additionally failure to report foreign travel may adversely affect Security Clearance determinations.



USAG R-P/IMCOM-E SECURITY OFFICE INFORMATION SAFETY BRIEF

(1) KNOW EMERGENCY NUMBERS AND POTENTIAL SAFE AREAS. HAVE A REALISTIC
EMERGENCY ACTION PLAN. KNOW HOW TO CONTACT LOCAL OR HOST NATION
EMERGENCY SERVICES, IF NEEDED. EUROPEAN WIDE EMERGENCY PHONE NUMBER IS 110.

(2) BE AWARE OF YOUR SURROUNDINGS AT ALL TIMES.

(3) PLEASE MAINTAIN ALERT/VIGILANCE & AVOID ANTI-U.S. CONFRONTATIONS IN
LOCATIONS - CURRENT COLLATERAL THREAT TO US PERSONNEL IN EUROPE
(BARS/DISCO/NIGHT CLUBS/OTHER PUBLIC GATHERING AREAS & ADJACENT LOCATIONS).

(4) ALWAYS LET SOMEONE KNOW THE DETAILS OF YOUR DESTINATION, DEPARTURE,
ARRIVAL, AND RETURN TIMES.

(5) TRY TO BE INCONSPICUOUS. TRY NOT TO DRAW ATTENTION TO YOURSELF. DON’T
DRESS IN A MANNER WHICH MAKES YOU STAND OUT AS AN AMERICAN. BLEND IN WITH
THE CROWD AND REMAIN LOW KEY.

(6) AVOID SPONTANEUOS GATHERINGS AND DEMONSTRATIONS.

(7) IF YOU COME UPON A DEMONSTRATION, REMAIN CALM AND DISENGAGE FROM
SITUATION. AVOID SPEAKING LOUDLY OR DRAWING ATTENTION TO YOURSELF, STAY
AWAY FROM OTHER LIKELY AREAS FOR DEMONSTRATIONS/CIVIL UNREST OR UNSAFE
AREAS.

(8) TRAVEL IN SMALL GROUPS AND (NEVER ALONE) VARYING MOVEMENTS.

(9) STAY AWAY FROM HIGH RISK PLACES AND KNOWN HIGH-CRIME AREAS.

(10) ENSURE YOUR VEHICLE IS IN GOOD WORKING ORDER AND FUEL TANK FULL. NEVER
EXCEED BELOW HALF TANK, IF POSSIBLE.

(11) ALWAYS USE LOCAL MAPS OR GLOBAL POSITIONING SYSTEM, IF AVAILABLE.

(12) IN THE EVENT OF AN INCIDENT AT YOUR DESTINATION OR ANY LOCATION ON YOUR
ITINERARY, NOTIFY YOUR CHAIN OF COMMAND OF YOUR STATUS ASAP.

(13) MONITOR LOCAL TV, RADIO STATIONS, NEWS AND GOVERNMENT WEBSITES AND
SOCIAL MEDIA NETWORKING SITES FOR UPDATED INFORMATION. AFN, IF POSSIBLE.

(14) CONSIDER JOINING AN AUTO SAFETY CLUB IN THE EVENT OF A MECHANICAL
BREAKDOWN OR VEHICLE ACCIDENT (ADAC).

(15) DON’T DISPLAY LARGE SUMS OF MONEY, ESPECIALLY US CURRENCY.

(16) WHEN TRAVELING BY TRAIN, SELECT A WINDOW SEAT IN THE MIDDLE SECTION OF
OPEN COACH CARS.

(17) WHEN TRAVELING AWAY FROM US INSTALLATIONS, CONSIDER STAYING IN TRUSTED
HOTELS THAT DO NOT HAVE DISTINCTLY AMERICAN NAMES OR SERVICE PREDOMINANTLY
AMERICAN GUESTS.



USAG R-P/IMCOM-E SECURITY OFFICE INFORMATION SAFETY BRIEF

(18) AVOID TAKING STREET-LEVEL ROOMS WITH DIRECT ACCES TO HOTEL GROUNDS OR
STAIRWELLS. IF POSSIBLE, STAY IN A ROOM LOCATED BETWEEN THE FOURTH AND TENTH FLOOR.

(19) USE EXTRA CAUTION IN HOTEL LOBBIES, NIGHTCLUBS, AND OTHER PUBLIC PLACES WHERE
BOMBS MAY BE PLACED. BE AWARE OF EGRESS POINTS IN THE EVENT OF AN ATTACK.

(20) MILITARY UNIFORMS WILL NOT BE WORN WHILE ON LEAVE OR PASS FOR UNOFFICIAL TRAVEL.
UNIFORMS WILL NOT BE WORN ON PUBLIC MASS TRANSIT SUCH AS PLANES, TRAINS, AND BUSES.

(21) CONSIDER JOINING THE USAREUR ANTI-TERRORISM’S STAY SAFE FACEBOOK PAGE.
(22) CARRY A CELL PHONE AND PREPROGRAM EMERGENCY CONTACT PHONE NUMBERS, IF POSSIBLE

(23) THE EUROPEAN-WIDE EMERGENCY CONTACT NUMBER IS 110.

“YOU COULD BECOME AN EASY TARGET OR A TARGET OF
OPPORTUNITY”. You need to be aware of your surroundings at all times during your
travel. Watch out for personnel that will attempt to gather information related to
military missions or operations, solicit your services to join or promote a local party or
cause, seek classified or sensitive information, pick your pockets, involvement in
scams, cause bodily harm and/or attempt to kill you. Try not to stand out,

rather blend in as much as possible. Do not draw attention to yourself and

always conduct yourself professionally, respect the host nation laws, customs and
courtesies. Always remember your individual OPSEC and Force Protection measures.
Do not discuss unnecessary military information/operations with anyone because if
someone knows you are an American and work for the Department of the Army they
may attempt to secretly probe you for information. If there is trouble in your immediate
area, remove yourself as safely and quickly as possible and always be aware of your
surroundings (situational awareness). Maintain control of your passport, ID, and
personal belongs at all times.

PRINT NAME:

SIGNATURE:

SECURITY OFFICE USAG Rheinland-Pfalz

Have an enjoyable, fun, and safe trip. Please implement your individual OPSEC and
AT/FP measures prior to your departure.



Foreign Travel Debriefing — To be completed and submitted to the USAG RP Security Office
immediately upon the return from your travels.

Country of Travel: Date of Travel:

<
D
(2]

1. Were any problems encountered at the time of your arrival or departure from the foreign country?

2. Did you have any unusual experiences while traveling (to include harassment, suspected surveillance, detention,
unusual customs inspection, searches of hotel room or trash, listening devices found, telephone monitoring, etc.)?

3. Were any probing inquiries made relative to your job, duties, studies, and/or company or organization? (If yes,
contact your Security Manager and Military Intelligence Office).

4. Did you experience any blatant indication of possible approach/efforts to obtain information by a Foreign Intelligence
Service Officer?

5. Did you meet a foreign national who requested future contact?

6. Has any other agency or official debriefed you? (If yes, please list)

7. Were you a victim of a criminal act? Were you detained or arrested? Did you witness any acts that may be
considered terrorist like? Were you approached by anyone offering to exchange currency?

8. Did you lose/misplace any official materials or personal luggage? Did you take any personal pictures of foreign
government, military installations, or equipment? Were you hospitalized during the trip? Did you check in & out with
the local embassy or consulate?

O OO 000 0O O
O O 0O O 0 0 0O 0O

*If you answered yes to any of the above questions, contact your Security Manager.

DATE: SIGNATURE:

RETURN TO:
Attn: Unit Security Office or ATO

POST-TRAVEL SECURITY INVERVIEW CONDUCTED BY:

DATE: SIGNATURE:

Z
o
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