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1. PURPCSE. To describe policy, responsibilities, procedures and
standards for the Physical Security Programat the Installation, unit
and activity |evel.

2. APPLI CABI LI TY.

a. This Standard Operating Procedure is applicable to all units,
activities and personnel |ocated at the Defense Language Institute
Forei gn Language Center & Presidio of Monterey which includes mlitary,
civilian, Non-appropriated Fund (NAF) and contractor activities. |Its
principles are applicable to governnment property including funds,
suppl i es, equi pnment, consunabl es or expendabl es.

b. Cdassified and nedically sensitive itemsecurity procedures are
outlined in other appropriate regulations, such as AR 380-5 or AR 190-
50. See AR 190-11 for weapons and sensitive items security and
Intrusion Detection Systens (1DS), DA Pam 385-64, Ammunition and
Expl osi ves Saf ety Standards.

c. Tenant and NAF activities subject to regulatory requirenents
fromtheir higher headquarters will follow such guidance. Contractors
will follow contractual agreenents and/or gui dance promnul gated by the
Presidio of Monterey. In any area where specific guidance is |acking,
this Physical Security SOP will prevail

d. “Supplenmentation of this SOP by Units, Activities and Personne
is not pernmitted.”

3. PCLICY.

a. Commuanders, supervisors and individuals responsible for the use,
transport, accountability, security or possession of governnent
property, will ensure adequate security, is provided for that property
at all tinmes. |If doubt exists, Presidio of Monterey Police Departnment
Physi cal Security Branch will determ ne what the "approved standard"
will be. The standards set forth in this SOP are m ni mumrequirenents.
Checklists provided in Appendix A of this SOP contain questions to
ensure conpliance with m nimum standards. In the absence of specific
gui del i nes commanders, supervisors and individuals, will exercise
prudent judgnment and enpl oy whatever neasures are available that wl|
reasonabl y saf eguard governnent property from any possible |oss,
conprom se or destruction. Construction standards set forth in this SOP
apply to new work, nodifications or repairs. Existing structures and
standards will not be changed to conformto this SOP, unless approved by
Presidio of Monterey Police Departnent (POWD) Physical Security.

b. Physical Security nmeasures enpl oyed nust be adequate, reasonable
and econom cal. They nust prevent or retard unauthorized access to
i nfornati on, material/equipnent, and prevent interference with the
operational capability of the installation. Wen deficiences exist,
conmanders must initiate reasonable protective nmeasures until the
deficiency is corrected. The subm ssion of work orders al one nay not be
sufficient. In those cases where a weakness nay exist, and property or
equi pmrent may be exposed, the use of constant surveillance (guards) is



t he best conpensatory neasure. Nonstandard nethods and devi ces nust be
approved by the Physical Security Branch to ensure there is a resistance
or surveillance factor equivalent to that of an approved standard.

c. Geat care nust be exercised to ensure security is not
sacrificed for the sake of convenience. Protection of the Governnent's
interest and | oss prevention is the goal of this Physical Security SOP.

I nefficiency, procrastination, fraud and abuse |ead to | osses and create
crime conducive conditions. Detection and prevention can only be
acconplished if all concerned are alert and pro-active. Conmanders,
Directors, and supervisors are charged with ensuring conpliance with the
ternms of this Physical Security SOP within their areas of
responsibility. Failure to do so may result in pecuniary liability or

ot her adverse actions should | osses occur or if violations are

di scover ed.

4. RESPONSI BI LI TI ES.

a. The Installation Conmander wi |l appoint a Physical Security
Counci | conprised of concerned nmenbers of the Directorate of Law
Enforcenent (DLE), Directorate of Public Wrrks (DPW, Directorate of
Resource Managenent (DRM), Directorate of Security (DSEC), Directorate
of Logistics (DOL), Crimnal Investigation Division (CID), and other
units and activities as deened appropriate or necessary.

b. The Installation Physical Security Council will be chaired by
the Deputy Garrison Conmander. The council will neet annually or as
otherwi se directed to review the security policies and posture of the
installation. The Council nmay establish budgetary and policy priorities
for all matters related to security on the Presidio of Monterey,
ensuring such priorities are properly considered at the Installation
Mast er Pl anni ng Board, or Working Program Budget Advisory Conmittee.

c. The DLE Physical Security Branch will:

(1) Serve as the principal staff agency for the Physical
Security Council.

(2) Miintain and update the Installation Physical Security Plan
(PSP) .

(3) Program and conduct periodic/annual Physical Security
I nspections and Physical Security Surveys of the Conplex, M ssion
Essenti al / Vul nerabl e Areas (MEVA) and other activities to remain
cogni zant of security changes or requirenents inpacting those areas.

(4) Manage the Installation Intrusion Detection System (IDS).

(5) Provide Commanders and unit Physical Security personnel with
support and gui dance on Physical Security matters as needed.

(6) Plan, direct and nmanage the Installation Physical Security
Programin its day-to-day operation, to include nonitoring new
construction/renovation projects/plans to ensure Physical Security
features have been incl uded.

d. The Director of Contracting (DOC) will ensure that requests for
contracting action, which are security related, i.e., lights, CCTV,
fencing, vaults, IDS etc., are returned w thout action if prior



coordi nati on and approval have not been made with DLE Physical Security.
Requests for contracting action related to classified information or
equi pnment purchases shall be coordi nated with DSEC before processing.

e. The Director of Logistics (DOL) will ensure that no equi pnent
purchases for security itens such as, caging, safes etc., are nade
wi t hout prior coordination with DLE Physical Security Branch
Cl assified equi pment purchases will be coordinated with the DSEC before
processi ng.

f. Commanders and heads of activities/units are responsible for

(1) Reviewi ng appropriate portions of this Physical Security SOP
and inplenenting its standards within their organizations. Wrk orders
for maintenance or purchase of security devices will be coordinated
t hrough DLE Physical Security prior to subm ssion to DPW DOL or
Contracti ng.

(2) Unit Comuanders/Activity Managers will appoint in witing, a
unit Physical Security Oficer/ NCOin the grade of E6 or above.
Alternates nay be in the grade of E5. Civilian appointees should be in
the grade of GS-5 or above, and have direct access to the
Conmander/Director or activity head

g. Unit Physical Security Oficers/NCOs wll conduct wal k-through
vi sual inspections of all unit/activity buildings, sheds, storage roons
and areas on a periodic basis to ensure operating personnel are aware of
standards and policy, and that they are in conpliance with those
standards. |If applicable, the checklists should be used when conducting
wal k-t hrough inspections. Oher simlar inspections should be conducted
bef ore weekends/ holidays to ensure the area is prepared and secure.
Conmanders may desi gnate other unit personnel to conduct these
i nspections. Discrepanci es and suggestions nust be reported to the unit
conmander in a tinely manner to ensure they can initiate appropriate
corrective action. Seek advice and guidance fromthe DLE Physica
Security Branch. See Appendix A, for sanples of checklists.

h. I n cases where buildings and areas are shared by nultiple units
or activities, one unit/activity will assune overall responsibility for
security natters therein. This unit will be referred to as the
landlord. Al others will be referred to as tenants and, will defer to

the landlord all questions of security. Landlords will establish an SOP
which outline responsibilities, security neasures, |ockup procedures,
access controls, key control, and energency responses to bonb threats,
fire, unsecured buildings etc. Coordination nust be nade between
occupying unit/activities.

5. EXCEPTIONS TO PCLI CY. Exceptions to the provisions of this SOP may
be granted on a case-by-case basis when correction of a deficiency is
not feasible, or when security afforded is equival ent to,

or better than that provided under standard criteria. Al requests for
exceptions will be routed directly to the DLE, Physical Security Branch
for consideration and approval .

6. PERI METER BARRI ERS
a. A perimeter barrier is a nedium which defines the physical

limts of an installation, area, building or room and, which restricts
or inpedes access thereto. Perimeter barriers may be of two genera



types, natural or structural. The installation perinmeter barriers for

t he Conpl ex generally consist of both types, with large portions of the
peri meter being wthout substantial structural barriers. Wen needed,
standard 9-gauge alum nized chain link fencing, with a 7 foot fabric
topped by a three strand barbed Wre top guard (FE-6), will be used in
all fencing applications. Periodic inspection and nai ntenance of the
installation perinmeter barriers and fence lines is the responsibility of
DPW See Appendi x B, for exanples of fence details.

b. The structural perineters of individual activities and buil dings
shoul d be defined and points of general access identified. Periodic
i nspection and identification of needed repairs to these perineters is
the responsibility of unit commanders and activity heads.

c. Openings in perineter barriers (windows gates, doors etc.) wll
be kept to a minimum Al openings or entrances will be secured when
not in use. Openings, such as wi ndows or doors, that are not needed, or
necessary for energency exits or environnmental purposes, should be
| ocked or bl ocked/ covered by screens or simlar material. O her
openi ngs, such as vents and utility holes, greater than 96 square
i nches, through which unauthorized access to a building or area m ght be
gained, wll also be blocked/ covered as necessary. Air conditioners

and vent covers will be secured to the structure. Wen plywod covers
are used, they will be at least 1/2-inch thick, secured to the structure
by carriage bolts. The interior ends of the bolts will be secured with
nuts that are peened or otherw se secured to prevent renoval. Stee

nmesh or wire coverings nust be 10-gauge expanded netal or wire mesh or
9-gauge chain link alumnized fencing, on a netal frame that is secured
to the structure by carriage bolts as described above; or, by another
approved nethod. See Appendix C, of this SOP for an exanple of a
standard wi ndow screen installation.

d. As nuch as possible, one door to an activity will be designated
as a |l ockup door. This door is the first opened and the | ast closed,
all other doors will be locked fromthe interior of the building using
slide bolts, hasps, etc. All exterior doors will, at a mnimm be 1-
3/4" solid or |amnated wood, and be secured by | ocki ng devices as
i ndi cated above. The exterior |ockup door will be secured by I ocking

devi ces which have a 1-inch throw deadbolt. Deadbolts will be 5/8" x
7/8" with a conceal ed hardened steel roller. The use of double cylinder
| ock sets is not approved except in classified areas. Anti-friction
lock sets or inter-lock sets with deadbolts nust conformto the ANSI
A156. 13 Standard. Existing doors will be secured as prescribed by this

paragraph and will not be secured solely, by the key-in-knob | ocks.
Strike plates will use plate reinforcenents that are secured with 3"
screws. Cylinder rings will be provided with hardened steel inserts.

e. Oher exterior doors which are not solid core (with the
exception of commercial alum num and gl ass doors) nust be secured in an
approved manner, i.e., thin panels will be reinforced with plywod on
interior sides; glass panels in thin wooden doors will be covered by
screens or plywod. In lieu of reinforcement, paneled doors will be
repl aced by solid core wood or netal doors. Commrercial al um num franed
or steel doors, with or without glass panels, will be secured by
approved pani c devices; nortised, heavy duty | ami nated hook bolts; or
ot her approved hardware. See Appendix D, of this SOP for exanples of
approved and non-approved | ocks, padl ocks, and hardware.



f. No brass shackled or brass bodied | ocks will be used for
exterior applications on gates, doors, or in conjunction wth hasps.
Only approved case hardened padl ocks and devices will be used to secure
government property (except in those areas where non-spark brass is
required by safety regulations). (See Appendi x D)

g. Padlocks on gates or exterior doors should be protected agai nst
force by use of netal shrouds. Were this is inpractical, hasps and
stapl es shoul d be of substantial construction and be firmy affixed to
the structure or gate. Padlocks will be secured to the conpani on staple
when not in use, or, will be secured and controlled by the individua
with the key. Padlocks and hasps will not be used on any door which may
be used for fire exit or energency purposes. Approved pani c hardware
will be used in all such cases. (See Appendi x D 4)

h. Doubl e doors, not otherw se securely |ocked, will have
deadbol t s/ cane bolts (1/2-inch dianeter or larger) installed on interior
sides of one or both doors, top and bottom wth a nminimumthrow
(recess) of |I-inch. Flush/extension bolts built into doors are
accept abl e devi ces, although not as strong. Dutch doors will be secured
inasimlar nanner. The use of padl ocks and hasps al one is
insufficient for Dutch doors. Security devices must be installed that
connect the two hal ves of Dutch doors, as well as the top and bottom
(header and threshold) of each half. The use of Dutch doors should be
strictly limted. An astragal of nmetal should be firmy affixed to the
exterior of any door(s) which have a gap between the door and frame (or
ot her doors as in the case of double doors), through which the |ock or
latch may be attacked or mani pul ated. Astragals should run the length
of the door, top to bottomor side to side; but, if inmpractical, for the
sake of cost not |ess than 24-inches when used in vertical applications.

i. The use of wire nesh or chain link covers on wi ndows or other
openi ngs (10-gauge metal or 9-gauge chain link), unless otherw se
specified by Regulation, will be linited if nore economni cal means can be
used, i.e., the use of key operated sash | ocks or sash pins (see pages
D2, and D-3, Appendix D, of this SOP). Depending upon the threat, the
criticality of the property, and the vulnerability of the activity, such

screens may be necessary. Screens that are capable of sw nging outward
to open and to facilitate maintenance, will be |ocked in an approved
manner on interior sides.

j. Panic hardware used on doors will be of the type that all ows
instant exit in case of energency However, where devices used are not
| ockabl e, they will be applied only to solid doors that have no w ndows.
Every precaution will be taken to protect non-locking | atches from
mani pul ation. |If doors are |ocked or chained together after duty hours,
speci al precautions must be taken each duty day to ensure exit doors are
open and functioning properly. Exit doors in troop billets or
activities where personnel are working or living around the clock wll
not be padl ocked or chai ned.

k. The preferred panic devices are those with vertical rods
(extension bars) to the top and bottom of one or both doors. Wth any
door, the | ocking devices may nal function if not properly installed.
Deteriorated and abused doors are another cause of malfunctions.
Responsi bl e unit/activity personnel should be continually aware of the



condition of doors and | ocks. See page D-4, Appendix D, of this SOP for
exanpl es of panic hardware

. An internal |ockup procedure will be inplenented in each
buil ding and activity. Personnel will be assigned to this duty at the
begi nni ng of each duty day, ensure that all doors are unl ocked and
prepared for energency exit, if necessary and, at the end of each duty
day, ensure all doors, w ndows and equi prent are secured.

m Exterior door/gate/w ndow hinges that are not already protected,
wi Il be wel ded, peened, bradded or otherw se pinned to prevent easy
renoval . See Appendix E, of this SOP for exanples of security hinges.

7. KEY AND LOCK CONTRCLS.

a. Al units and activities will establish mnimmkey and | ock
control neasures as described below. These nmeasures are applicable to
adm ni strative keys only. Control neasures described in other pertinent
regul ations for sensitive itens and nedical or classified itens have
precedence. In the absence of guidance el sewhere, the m ni num standard
neasures described herein are to be applied in every case.

b. Admnistrative Controls.

(1) A key and | ock custodian and alternate(s) in the grade of E5
or GS-5 or above, will be appointed in witing. Custodians and
alternates shall be responsible for the proper accounting and security
of all keys to the activity. Persons w thout unacconpani ed access to
property and storage areas will not be appointed as custodi ans or
alternates. |In those cases where keys nust be available at any tineg,
aut hori zed Charge of Quarters (CQ, or Staff Duty O ficer/Staff Duty
Nonconmi ssioned O ficer (SDO SDNCO) may be designated to secure, issue,
and/ or receive keys.

Under no circunstances will personnel who have been relieved of duty or
who are subject/pending disciplinary action be assigned as CQ or

SDQO' SDNCO duti es with unacconpani ed access to unit keys and property.
To the greatest extent possible, CQ personnel should not be given
unacconpani ed access to activity or government property keys. Their
sol e function should be to provide surveillance of the area and nonitor
access to the | ocked containers in which property keys are stored.

(2) Where multiple functions exist within an activity, multiple
custodi ans/alternates may be assigned, with separate key boxes and
functions at each |evel.

(3) The nunber of personnel authorized to possess and use keys
will be limted to those persons who have an absol ute need, as
determ ned by the unit conmander/supervi sor responsi ble. Persons
designated to have access to a key systemor separate keys therein, wll
be identified in witing. Access forns will show the nanme, duty
position, and key nunber/area authorized. The access form shoul d be
kept by the custodian/alternate who issues keys for ready reference.

(4) No keys for locks protecting governnment property will be
i ssued for personal retention or removal fromthe installation. Keys
for office buildings and individual roons in troop billets may be issued



for personal retention. Keys for mai ntenance buil di ngs, supply

bui | di ngs/roons, nmotor parks and property storage areas will be secured
after duty hours in the custody of an established SDO SDNCO, or, in an
approved depository. Arm Room keys will be secured separately from al
ot her itemns.

(5) Al keys, when not in use, will be secured on the person to
whom assi gned, or be secured in |ockable container, such as a safe,
filing cabinet, or key depository made of at |east 26-gauge steel, that
is equi pped with an approved 5-pin tunbler |ocking device or conbination
| ock/ padl ock. Depositories/containers that are easily renoved will be
securely affixed to the structure. The key depository will be |ocated
in aroomwhere it is kept under surveillance around-the-clock, or in a
roomthat can be securely | ocked during non-duty hours.

(6) Portable key containers will be secured, when not in use, in
| ocked steel cabinets or safes. QOher nethods for securing portable key
contai ners rmust be approved in witing by the DLE Physical Security
Branch. Requests for approval should be made on a standard Menorandum
whi ch describes the container, the procedures in use, and the reasons
for exception.

c. Accountability Procedures.

(1) Al keys in the possession of a unit/activity will be
strictly accounted for at all tines. A conplete witten inventory of
all keys by serial nunber and |ocation will be nmintained on a Key

Control Register and Inventory DA Form 5513-R The formw || be

retai ned by the Key Custodian until najor changes occur and a new one is
made out, at which tine the old formmy be destroyed. See Appendix F
of this SOP for an exanple of this form

© (2) A nonthly visual inventory count of all keys in the system

wi || be conducted by the custodian/alternate. The count will be
recorded on DA Form 5513-R, Monthly Key Control Register and |Inventory.
The conpleted formwi |l be kept in unit files for one year. See
Appendi x F, of this SOP for an exanple of this form On a sem -annua
basis, a 100% serial nunber inventory of all keys in the systemw || be
conducted by the custodian/alternate. Personally retained keys will be

returned to the key custodian during each nonthly inventory for
accountability.

(3) Monthly and semi annual inventories of keys, to include daily
changes, will be recorded on DA Form5513-R. I n cases where keys are
mai nt ai ned by the CQ and SDO SDNCO on a 24-hour basis, a single line on
DA Form 5513-R Key Issue and Turn-In, nay be used to record the
inventory. DA Form5513-R will be kept in unit files for one year after
conpletion, at which time it may be destroyed. See Appendix F, of this
SOP for an exanple of this form

(4) Keys issued for personal retention and daily use will be
signed out on a separate DA Form 5513-R Key |Issue and Turn-1n, which
wi || be nmaintai ned by the Custodian

(5) A daily 100% visual count of all primary keys (those

operational keys secured in the daily use key box/depository) wll be
conducted by the custodian/alternate at the start of each duty day and
prior to any keys being issued. The inventory count will be conpared

agai nst the closing visual count that was annotated on DA FORM 5513-R as



the last entry for the previous day. 24-hour sign out/in logs will be
cl osed at 2400 hours each day. Discrepancies between the closing and
opening inventory counts will be investigated and resol ved before

i ssuing any keys. Keys that are still out should be accounted for prior
to closing. In those cases where CQ and SDQO SDNCO are securing and

i ssuing keys on a 24-hour basis, inventories will be conducted by those
personnel whenever a change of custody occurs between them These
inventories will be recorded on the DA Form 5513-R which is retained at
t he depository site

(6) Duplicate keys may be secured at the unit's next higher
headquarters if desired, otherwi se, they will be secured in a separate
contai ner/seal ed envel ope or safe in the unit area. Duplicate keys may
be secured with other items in the same contai ner provided the keys are
in a separate box, envelope, or simlar container, sealed, with the
quantity listed on the outside. Duplicate keys can be inventoried by
contai ner, provided there is no evidence of tanpering with the seal

(7) Duplicate keys secured at the next higher headquarters, or
in the unit safe, do not have to be inventoried daily, but nust be
i nventoried by the custodi ans during nonthly and sem -annua
i nventories.

(8) Key control records will be secured with the custodi an. Key
sign out/in | ogs may be secured in the key box/depository. Access to
t hese docunents nust be controlled in order to guard agai nst tanpering.
The use of whiteout or correction tape is not authorized, Instead,
errors will be lined out and initialed and the next |ine used.

d. Lock and Combi nati on Control s

(1) Conbinations to padl ocks and safe locks will be strictly
controlled and protected to prevent | oss or conprom se.

(2) Conbinations will be recorded on SF Form 700 (Security
Contai ner Information). The information copy of the formw Il be posted
i nside the container/vault, out of direct view by the public whenever
the container is open. The form may be destroyed upon change of the
conbination. See Appendix F, of this SOP for an exanple of this form

(3) The record copy of the combination will be sealed in the
envel ope provi ded.

(4) The envelope will be sealed in such a manner that wll
al | ow easy detection of any attenpt to open the envel ope.

(5) The seal ed envelope will be secured at the next higher
headquarters

(6) 1In case of loss, theft or conpronmise of a | ock or
conbination, the lock will be changed. In addition, changes of
conbinations will occur annually; or, upon relief or rotation of the
person possessing the conbination. Lock rotation or replacenment should
be consi dered under simlar circunstances.

e. Locking devices/padl ocks and hasps. See Appendix D, of this
regul ation for exanpl es of such devices.



f. Lock replacenent or repair nmust be identified by the unit on a
Navy Form 9 ( Work Request) to the DPW High security padl ock and
cylinder repair is acconplished by the General Equi pnent Repair Shop
Units nmay coordinate directly with that shop for work. Replacenment or
repair of IDS control panel |ocks and keys nmust be coordinated with the
Physi cal Security Branch first.

g. Wth the exception of DPWutility room access, the use of master
keyed | ock's and set |ocks for the security of government property is
prohibited. 1In the case of existing buildings (such as troop billets),
where master | ocking systens nay have been installed, office doors and
supply roons in those buildings will have the | ocks changed to ensure
government property areas are on a separate key systemfromthat of
personal property and rooms. CQ personnel will not be given building
master sets for government property unless a clear and i medi ate nission
requires it. DPWprojects will ensure that no future installation of
| ocks use a master key systeminvolving government property areas. In
troop billets, personal roomlocks nmmy be individually keyed and
mastered to the buil ding master only.

8. BUILDI NG SECURI TY CHECKS.

a. Unit/activity Physical Security Oficers/NCOs will perform
security checks of storage and unit areas on a periodic basis.

b. After duty hours, unit/activity security personne
(CQ SDO SDNCO) wi Il | perform periodic security checks of all
unit/activity storage areas | AWestablished SO s.

c. Wien closing a building at the end of a duty day, designated
persons will nake a security check of the building to ensure all doors,
wi ndows and ot her openings are properly secured. SF Form 701 (Buil ding
Security Check Sheet) will be posted at the | ockup door. The conpleted
formw Il be kept inunit files for 90 days. See Appendix F, of this
SOP for an exanple of this form

d Al'l buildings, used principally for the storage of government

property, will have an energency notification card posted on al
entrances of the building or on gates |eading to the building.
Notification cards will be no smaller than 3"x5"; and, will have the

followi ng printed thereon:

“I'N CASE OF EMERGENCY OR I F BUI LDI NG I S FOUND UNSECURED NOTI FY FEDERAL
POLI CE AT: 242-7851/52/53"

e. Notification cards will not contain the name, address or hone
t el ephone nunber of responsible personnel. Police nunbers will be the
only nunbers used. Police nunmbers will not be used for

bui | di ngs/activities that which have mlitary personnel assigned as CQ
or SDO' SDNCGs. | n case of energency only CQ SDO SDNCO or police
personnel will call response personnel, who in turn, before responding,
will call back to verify the existence of an energency.

f. Emergency notification numbers of response personnel will not be
gi ven out over the tel ephone to unknown persons/callers.

9. PERSONNEL ACCESS AND CONTROL.

10



a. The Presidio of Monterey and the Annex is operated as an open
post. The post should be closed only when necessary to protect Arny
assets from sabotage and destruction, on in protecting personnel from
terrorist actions.

b. Unacconpani ed access by non-DOD personnel to unit areas, such as
barracks and storage areas, will not be granted. Such visitors nust
have an escort fromthe unit, or have clearance fromthe unit or
activity Commander to visit the areas unacconpani ed. This precaution
shoul d apply to non-unit DOD personnel as well. Police and fire
personnel are exenpt fromthis provision during the performance of their
official duties.

c. The use of access lists fromvarious installation staffs is not
to be construed as unlinmted access. Regardless of any access roster
provi ded, such personnel will coordinate with the unit Conmand before
entering the unit area. In case of unannounced inspections by DLE or 1G
personnel, the identification of such personnel will be verified before
they are all owed access, either by phoning their headquarters, or upon
presentation of authorized DA Credentials.

d. The identity and destination of visitors in wrk areas, spaces,
roons or buildings, should be ascertained. No such individuals should
be allowed free access to the facility or area, or to find their own
way. They will be challenged and escorted to a supervisor or Comand
Post where their access need can be verified.

e. Activities will arrange office spaces (if possible) to ensure
active public entrances or gates are under surveillance, and that
visitors can be identified, escorted or otherw se assisted. Comon
areas, such as snack and vending roons, will be controlled or be under
observation to the greatest extent possible.

f. Visitors entering through unmanned gates or entrances will be
war ned by posted signs before entering, and/or restrictions they nmay be
subject to as a condition of entry.

10. MATERI AL CONTROL.

a. Personnel and vehicles entering, exiting or traveling within the
boundari es of the POM Conpl ex are subject to search or inspection when
aut horized by the Installation Conmander or other appropriate official
such as subordinate conmanders, U S. Magistrates or Mlitary Judges, in
accordance with established | aws and regul ati ons.

b. Conmmanders or supervisors working with vendors/contractors wl|
provi de such persons w th adequate gui dance concerning the security of
their property and that of the U S. Governnent. Care will be taken to
ensure that contractor property is not mxed with governnent property.
Areas will be designated for the consolidation of contractor tools and
materials. Security of contractor construction sites will be provided
for in contractual agreenents, and should include direction for the
mar ki ng and recordi ng of serial nunbers, registration procedures, on-
site security guards, lighting and fencing for the site.

c. Governnment property will not be renpved fromthe installation
wi t hout proper docunentation or authorization, such as hand receipts,
property pass, or other simlar docunentation. Responsible officials
will ensure drivers, or other individuals in possession of governnent
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property, obtain the proper docunentation prior to exiting the
installation. These conditions may be exenpted during nmilitary unit
trai ning conditions.

d. Hand recei pt holders and/or operating personnel nust be
cogni zant of the condition and disposition of property in their area on
a daily basis. Visual inventories should be conducted each duty day and
at the close of business before weekends/holidays. Failure to be aware
of what property is present: its condition or location; or, to see it
only during periodic inventories, invites | osses and makes tinmely
detection of |osses nore difficult. Comranders, supervisors, NCOs and
managers, nust becone active and aggressive with property control and
security. AR 710-2, outlines the Conmmand Supply D scipline Program
(CSDP). Commanders, supervisors, NCOs and nanagers responsible for
property, should becone faniliar with this program

e. Cassified shiprments will be | AWapplicable regul ations.

f. Locks and seals will be used on all shipnents to the greatest
extent possible. Seal accountability will be | AWAR 190-51

11. PACKAGE CONTRCL.

a. Packages, containers, carrying cases and simlar items within
t he boundaries of the POM Conpl ex are subject to search of inspection
when aut horized by the Installation Commander or other appropriate
of ficial, such as subordi nate comanders, U S. or MIlitary Judges and
Magi strates, in accordance with established policies.

b. Ml packages are subject to search under either DOD Arny or
DOD Postal regul ations.

c. Commanders and heads of activities are responsible for
est abl i shing package controls to nmnimze the |oss of property, and to
precl ude sabot age and/ or espi onage.

d. Activities should provide procedures for the control and
restriction of enployee owned packages at the work place (excluding
lunch items). Enployees shoul d, upon entering and upon | eaving the work
pl ace, inform supervisors of the contents of privately owned packages
brought into the work place. Activities should provide suitable and
secure | ocations for personal |ockers and package storage areas.

12. VEH CLE CONTROLS

a. Wen parked, such vehicles will be | ocked and the ignition keys
renoved by the responsibl e person or dispatch office. Wndows will be
roll ed up and | ocked.

b. Contractor vehicles authorized entry to the installation wll
conformto installation policy and regul ations.

c. The operation, storage and parking of POV s on the POM conpl ex
will be IAWw th established policy.

13. Pl LFERAGE CONTROL

a. Commanders and supervisors should ensure one individual does
not have control over all transactions, such as shipping, ordering,
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receiving and transport. Limt Blanket Purchase Authority (BPA).
Ensure BPA officials do not also control inventory and accountability.

b. Ensure trash disposal activities are nonitored.

c. Enmploy spot checks for cargo vehicles.

d. Mrk all tools and high value equipnment as U S GOVT., or US
PROPERTY. The practice of hot branding vehicle tires or the use of
paint to mark tires is not authorized. A yellow, chemically self-
vul cani zi ng | abel marked U. S GOVT. (NS 2640 01-108-7256) will be used

e. Enploy frequent unannounced inventories of property and
records.

f. Establish effective package controls for enpl oyees.
g. Prevent enployees from parking POV near doorways and docks

h. Establish appropriate perinmeters and control of gates and
doors.

i. Investigate actual or suspected |osses inmediately.
14. SICNS.

a. Conditions of entry, and warnings pertaining to search and
seizure while on the installation, will be posted at entry contro
points of the installation boundary.

b. To mnimze unauthorized entry or trespassing, and to assist in
t he prosecution of offenders, the boundary of the installation will be
clearly posted with signs at such intervals that at |east one sign wll
be visible fromany approach to the boundary. Such signs are a DPW
responsibility.

c. Restricted Area signs will not be used unless authorized by the
appropriate regulation or as designated by the Installation Conmander.
To prohibit entry to areas where use of the term"Restricted Area" is
not authorized, use the term "AUTHORI ZED PERSONNEL ONLY", i nstead.

d. Storage areas and buildings will be posted with appropriate
signs directing visitors to the proper entry point.

15. PROTECTI VE LI GHTI NG

a. Protective lighting is a primary aid to security. The degree
and intensity of lighting will vary according to circunstances and
locality. As a general rule, the following will be considered:

(1) Lights of sufficient intensity at main gates and entrances
that are controlled by security or responsible activity personnel

(2) Lights over all |ockup doors.
(3) Lights for restricted areas and sensitive item storage.
(4) Lights along renote buildings and interior fence perineters

and, in parking lots for Crine Prevention purposes.
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(5) Exterior lights on buildings that are exposed to breakage
will be provided with | ens covers/screens.

b. Specific lighting requirements will be established by DPW and
DLE.

16. SECURI TY OF FUNDS

a. Supervisors of activities that handle, store, and transport
funds are responsible for all such funds and will take precautions to
ensure the protection of those funds. This will include, but is not
limted to the foll ow ng:

(1) Adequate storage sites and containers, with |imted access
to fund storage areas, and keys, are in effect.

(2) Adequate cashier's cage or di sbursenent point.

(3) Adequate arned guards and procedures for the transportation
of the funds and negoti abl e i nstrunents.

(4) IDS for fund storage sites and duress alarnms for cashiers,
with IDS signs posted on the entrance to the alarmed room Signs wll
be posted on exterior walls only if the alarned area/room has an
exterior wall.

(5) Established funds handling procedures will be followed.

(6) Proper fund custodi ans appointed, with separation of
functions and or access.

(7) Witten authorization for change funds and size thereof.

b. The follow ng m nimum neasures will be in effect for al
activities that store cash or negotiable instrunments on their prenises
on an overni ght basis, unless otherw se provided for in other
regul ati ons.

(1) Al funds, that are secured on an overnight basis, that are
Appropriated Funds or are NAF funds in excess of $200.00, wll be
secured in a tool resistant safe that is provide with a built-in three
position dial conbination lock that is equipped with a re-Iocking
devi ce. GSA approved security containers with Underwiter's Laboratory
(UL) tool resistant ratings of TL-15 or higher may be used. If too
resi stant noney safes are not avail abl e, GSA approved C ass 1 through 2,
two-drawer security file containers may be used for the security of
funds that are not in excess of $500.00. GSA approved C ass 3 through
Class 6 security file containers, weighing in excess of 750 pounds, wll
be used for the security of funds that are over $500.00, but not in
excess of $3,000. Security file containers are authorized for fund
storage only when there are no better containers avail able and when
purchase of new tool resistant containers would not be cost effective.
See Appendix G of this SOP for exanples of security containers and UL-
Ratings. Fund containers will be secured in a | ocked room building of a
secure storage structure as described in AR 190-51; or, be in a room or
structure that is under constant surveillance of duty personnel
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(2) Funds that are |less than $200, that are to be secured on an
overni ght basis, nust be secured in an approved, |ockable safe or stee
container. Safes and containers that cost nore than the anount of nobney
bei ng secured within, will not be purchased solely to conformw th this
regul ation. Two-drawer Class 1, 2, and 6, security containers, and,
Arnmy Field Safes with built-in conbination | ocks, should be used for
funds in these ambunts. The storage containers nust be secured in a
| ockabl e room of a | ockable structure or building as approved by DLE
The use of small portable cash boxes for secure overnight storage is
prohi bi ted, when portable cash containers are used during duty hours,
such as in dining facilities or at NAF cash collection points, they wll
be kept under the control and surveillance of the cashier. Wen not in

use, or when business is conpleted, the boxes will be | ocked by padl ocks
or built-in locks, and will be further secured in approved safes or
containers in an approved structure as described in AR 190-51. | f

doubt exists, DLE Physical Security should be contacted.

(3) Padlocks will not be used to secure fund safe doors after
non-duty hours.

(4) Safes weighing | ess than 750 pounds will be secured to the
structure by approved nethods. Hardened steel padl ocks are approved for
use. One nethod is to secure the safe to the structure by use of stee
eye-bolts anchored in the floor, with short I engths of chain (5/16
t hi ckness) beneath the safe that are secured to the anchor by Harden
St eel padl ocks; or, by welding the safe to the anchor. Safes that are
on wheels will have the wheels renoved or will be bolted/secured to the
structure wall or floor.

(5) Approval to secure appropriated funds in governnment offices
or buildings nust be obtained in witing fromthe Installation Finance
Oficer. Funds will be kept to a m ni num when overni ght storage is
necessary and, only in those ampbunts necessary to support a change fund.
Fund custodians will ensure that adequate neasures are put into effect
to have all cash receipts or other negotiable instrunents, that are not
aut hori zed for overnight storage, deposited wthout delay.

(6) Structural and security standards will be approved by DLE
Physi cal Security Branch before funds are secured on an overni ght basis.
NAF approved funds nust be identified to DLE for inclusion in the
Installati on Physical Security Plan

(7) Al cashiers and register points with change funds in
excess of $200, will have duress alarminstalled for their use. Ful
IDS will be considered for any site storing in excess of $500, if

alternative security neasures cannot be net.

(8) Keys and conbinations to | ocks and fund safes will be
saf eguarded 1AW this regulation SF Form 702 (Security Contai ner Check
Sheet) will be affixed to each fund safe, and will be annotated each

time the safe is opened and closed. See Appendix F, of this SOP for a
sanple of this form

(9) Safes shall be secured in roons with | ockabl e doors.
W ndows and other openings will be linted. |f needed, such openings
will be | ocked, covered or sealed, in an approved nanner

(10) Authorized signature stanps/dies, validating stanps or
indicia plates, used to certify/authorize checks or noney orders, wll
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be accounted for at all tines, and will be secured in the fund safe or
ot her secure container at the close of business each day. Bl ank checks,
noney orders or bonds, will be secured in a burglar-resistant safe,
vault or container. |If such safes, vaults or containers are not
avai l able, a Class 3 through Cass 6, four drawer security
filelcontainer will be used. Books of account, vouchers and rel ated
financial paperwork, may be secured in the sane container as the itemns
described in this paragraph, in separate drawers or files or, they wll
be secured in other |ockable containers or field safes.

(11) Responsible officers/fund custodians will coordinate with
the Installation Finance Oficer to have a cash verification check
conduct ed as appropri ate.

17. TACTI CAL RADI OS AND COVMUNI CATI ONS EQUI PMVENT.

a. Unless specified in witing by the Installation Conmander,
tactical radios and portable comunications equi pnment will be secured in
the foll owi ng manner.

(1) Locked in a secure building or vehicle as described in AR 190-51
or:

(2) Secured to a vehicle by a 5/16-inch chain and approved padl ock

b. During transport by conmmercial means, conmanders wil |l
coordinate with the Transportation Ofice to ensure nmaxi mum
consideration is given to proper packing and protection of shipnents,
particularly those that are not under surveillance or mlitary control

18. I NDI VI DUAL RELI ABI LI TY PROGRAM (| RP)
a. Genera

(1) The IRP is applicable to all personnel whose duties require
unsupervi sed, unacconpani ed access to arns, amunition and expl osives
(AA&E), or other sensitive itens storage facilities. Duty positions
requiring entry into the IRP include the follow ng.

(a) Unit Arnorers and Assistant Arnorers.

(b) Al personnel (authorized by commanders/supervisors of civilian
personnel) to receive ammunition fromthe ASP, which is located in Ft
Hunt er Liggett.

(c) Any other unit soldier the conmander requires to have
unacconpani ed access, such as First Sergeant, Supply Sergeant, and
Physi cal Security NCOs.

(2) The IRP is not required for Conm ssioned Officers, Warrant
Oficers or DA Civilian (GS-09 or above).

(3) Units/Organizations will restrict the nunber of personne
requiri ng unacconpani ed access to AA&E and sensitive itens to the
absol ute m ni nrum consi stent with operati onal necessity.

b. Conmmander s/ supervisors of civilian personnel are responsible
for:
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(1) Inplenenting the IRP | AWthe provisions of this SOP

(2) Select individual (s) within the organization identified in para
18a above to undergo I RP screening.

(3) Ensure record screening (as described bel ow) is acconplished at
unit/organization level. A sanple format for record screening requests
is shown in Appendix F, of this PS SOP

c. Individual's Personnel Records indicate positive and negative
i nfornmati on, such as awards, |letters of appreciation/comrendation
previ ous assignnents involving sensitive duties, reductions, letter of
i ndebt edness, and/or record of al cohol or drug related problens; or, any
i ndi cati on of mal adj ustnent socially or enotionally.

d. Unit/organization Legal files. Record information concerning
previ ous/ pendi ng UCMJ action(s).

e. Individual Medical Record. Record information indicating
nedi cal problens that may affect the individual's ability to perform
duties under the IRP

f. Ensure that the request for local files check of available
records at Presidio of Monterey is submitted to DLE, SJA, DSEC and CPO
(civilian enpl oyees only).

g. Conduct a review of information obtained in paragraph 18c thru
18e above, and through personal interview make an assessment of the
reliability, trustworthiness, and suitability of individuals non nated
for the IRP.

h. Make the final determ nation of which individual (s) will be in
the | RP.

i. Ensure local files checks are conducted every three years for
| RP personnel. Designate a unit/organization |RP representative to
assist in the inplenmentation of the program

j. Ensure personnel entered into the IRP are trained and
thoroughly famliar with their responsibilities to safeguard AAGE or
sensitive items | AWAR 190-11, AR 190-51 and Physical Security SOP.

k. Directorate of Law Enforcenment is responsible for

(1) Conducting the check of local |aw enforcement files.
(2) Forward adverse infornation concerning the | RP applicant.

. Staff Judge Advocate Ofice (SJA)
(1) The Crimnal Law section of the SJA will provide avail able
i nformati on concerning previous UCMI action(s) agai nst |IRP noni nated
per sonnel

(2) Forward to the requesting unit/organization a summary of any UCM]
action on file.

(3) SJA Labor Counsel will advise CPO regarding the processing
of civilian personnel disqualified fromthe IRP
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m Civilian Personnel Ofice (CPO

(1) CPOw Il request action for local files checks on DOD
civilian enployees requiring entry into the IRP

(2) Forward request for a check of arrest and crimnal history
records to DLE concerning civilian personnel nonminated for the IRP

(3) Process and forward clearance requests to the Directorate
of Security for civilian personnel requiring a security clearance under
the | RP.

(4) Assist the DLE and the SJA Labor Counselor in processing
civilian personnel disqualified fromthe IRP

n. Coordinating Instructions.

(1) Security Cearance. Security Cearances are not required
for entry into the IRP. Personnel whose duties will afford them access
to classified Category I/11 AA&E wi |l have the required security
cl earance. The security clearance files checks conducted at the POM
Conpl ex for granting a clearance nay be used in lieu of the local files
checks requirenents above. Personnel with a current security clearance
are exenpt fromthe files check procedure, but nust be interviewed by
t he Commander concerned. A record of the interview nmust be kept.

Local files checks on officers, warrant officers and DA civilians (GS-09
and above), nominated for entry into the IRP, are not required,
Conmanders will designate the officers whose duties require
unacconpani ed access to AA&E/storage facilities. The designated officer
will be thoroughly famliar with the procedures for the control
accountability and safeguarding of AAGE, 1AW AR 190-11, AR 190-51 and
this SOP

(2) Docunentation. Units/organizations will maintain the
foll owi ng docunents concerni ng personnel afforded unsupervi sed,
unacconpani ed access to AA&E/ storage facilities.

(a) Unaccompani ed Access Roster. A locally produced roster
will list all unit/organization |IRP personnel. The roster will include
t he individual's nane, rank, duty position, and the date local files
checks were conpleted. O ficers designated for unacconpani ed access
will also be |isted.

(b) Commander's assessnent and | ocal files check (see Appendi x
F, of this SOP for a formj. Copies of the Request for Local Files Check

will be maintained in the individual's unit/organization file, either
conpany or higher level. The docunment will reflect the date the

i ndi vi dual was entered into the IRP. Local files checks used for the
IRP are valid for three years. After three years the process will be

repeated, if required.

(c) Derogatory Information. Derogatory information discovered
during the evaluation process will be reported to the DSEC. Such
information will be maintained in the individual's organization file.
Conmanders and supervisors of civilian personnel can adjudicate
derogatory information affecting suitability for entry into the IRP
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(d) A DA Form 7281-R, (Security Screening and Eval uation
Record), will be used for Arny enployees and contract personnel. The
original DA Form 7281-R will be filed in the individual's official
personnel folder. One copy will be retained in the files of the
certifying official, the nedical facility servicing the individual's
nedi cal record and the enployee. All personnel listed on the DA Form
1687, (See Appendix F of this SOP for a sanple of the form, subnmitted to
the ASP in Ft Hunter Liggett wll be IRP certified.

(3) Evaluation Process. The evaluation process of personne
perform ng duties under the IRP is continuous. Questionable activity on
the part of personnel having unacconpani ed access to AAGE will be
revi ewed by the conmmander. Commanders/supervisors of civilian personne
will determine if retention inthe IRPis warranted. The follow ng are
exanpl es of disqualifying factors.

(a) Drug and/or al cohol abuse.

(b) Mental instability or disorders.

(c¢) Judicial or non judicial punishnent.

(d) Behavior or actions showi ng contenpt for the |aw

(e) Any other conduct which the commander deternines raises
guestions about an individual's reliability or trustworthiness.

19. GENERAL PROVI SI ONS
a. Computer and business nmachine security.

(1) Desk top conmputers, calculators, typewiters and simlar
machi nes are desirable objects and are highly susceptible to theft.
Every effort will be nade to ensure adequate security for such itens.

(2) Al such items will be accepted on hand receipt by a
responsi bl e person within each office or activity. Frequent seria
nunber inventories (not |ess than quarterly) should be conducted for
those itens that are physically located in storage or in buildings or
activities. Qperating personnel should conduct visual inventories
daily. Consideration should be given to narking all itens as U S
Property, for easy identification in case of theft and caution should be
exercised to ensure electrostatic engravers are not used, since they
m ght damage sensitive m cro-conponents of the conputer.

(3) The buildings in which such itens are stored, or used, wll
have adequate doors, w ndows and | ocks. (See Basic Structure Checkli st;
and, Adninistrative and Housekeepi ng Supplies and Equi prent Checkli st,
Appendi x A, of this Physical Security SOP). |If located in roons with
| ockabl e doors, the doors will be closed and | ocked at the close of
busi ness. If structure doors and wi ndows do not meet mini nrum standards,
and | ockabl e of fice doors do not exist, conputers, disk drives,
printers, high value typewiters, and other simlar nachines, will be
secured in containers (locally fabricated or comercially purchased).

In Iieu of containers, anchor pads or sinmlar devices will be used to
secure the machines in place to prevent theft. Cable security devices
will only be used on | ow value typewiters, such as manual nmchi nes,
cal cul ators; and, conputer peripherals such as nodens and key boards.
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See Appendix D, of this Physical Security SOP for exanples of |ocking
devices for office nmachines.

b. Organizational clothing, equipnent, and personal property
bel onging to soldiers who are AWDL/ Deserter fromthe unit will be
collected and inventoried by unit officers or NCOs designated by the
Unit Commander. Organizational/government items will be inventoried
agai nst the individual property/clothing records. Personal property
will be inventoried by item quantity, dexcription and serial nunber (if
any), and, recorded on a bl ank sheet of paper or other format if
desired. Al itens will be secured in a | ocked bag, wall |ocker, or
simlar container, that is further secured in the unit supply or storage
room desi gnated for such itens. The inventory record will be signed by
t he person conducting the inventory. One copy of the inventory will be
kept in the individual clothing record file and one copy will be placed
in the bag containing the individuals property.

(1) Access to the | ocked container/storage area will be
strictly controlled.

(2) Keys to containers will be secured by the unit key
custodian in a seal ed envel ope in such a nanner that tanpering will be
easi |y detected.

(3) The seal ed envelope will be secured in an approved key
depository/file. The envelope will be opened only if an energency
exi sts to conduct inventories or, upon return of the owner.

(4) Monthly, the property containers will be inspected (when
key inventories are conducted) for danmmge or tanpering. Periodic
physical inventories nmay be conducted if the Unit Conmander deens it
necessary.

(5) SF Form 702 will be posted on containers or storage area
doors to indicate access tines and dates. This formw Il be retained in
unit files for 90 days upon conpletion. (See Appendix F, of this SOP
for a sanple of the form.

c. Personal property belonging to individuals on Leave/ TDY, will
be secured in a | ocker or cabinet, in a | ocked room

d. Unit Mail Roons will be secured in the follow ng manner:

(1) Structural and perimeter barriers will neet the standards
outlined in Paragraph 6 of this SOP

(2) Key control will follow standards outlined in Para 7 of
this SOP

(3) Security checks, wherever possible, will be conducted as
outlined in Paragraph 8, of this SOP

(4) Access control will be established and be limted to unit
mai | personnel and the Commander only.

(5) Signs will be posted on entrances to designate authorized
entry only. SF Form 702 will be posted on the outside of al
saf es/ containers, containing certified or classified nail; and, on the

out side of the entrance door
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(6) Cdassified mail will be secured in accordance with
AR 380-5.

(7) Certified and Registered Mail, as well as payroll checks,
stanps, indicia or other simlar itens, will as a mnimm be secured in
a field safe or simlar container that is provided with a built-in
conbination lock or, that can be secured by an approved hasp and
conbi nati on padl ock. Safes or containers weighing | ess than 750 pounds
will secured to the structure, wall or floor.

e. In those cases where specific items have not been identified in
this regulation, i.e., nedical itenms, etc., commanders will use
AR 190-51 as the i mmredi ate guide for determ ning security neasures. |If

i n doubt, coordination should be made with the DLE Physical Security
Branch for a deternination of standards.

f. Commanders/supervisors will initiate investigations whenever
reported | osses occur, are suspected; or whenever a storage area is
subj ected to actual or-attenpted break-in. The provisions of AR 735-5
(Property Accounting) will be used for other property |osses; or as
otherwi se directed by the Installation Conmander.

The proponent of this Standard Operating Procedure is the Directorate of
Law Enforcenment. Users are invited to send coments or suggested
changes to Installation Conmander, DLIFLC & POM ATTN. ATZP-DLE,
Monterey CA 93944,
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APPENDI X A

PHYSI CAL SECURI TY CHECKLI ST

1. PURPCSE. To provide unit/activity security managers a quick
reference tool for self-inspection. Al possible questions pertaining
to subject areas are not contained in these checklists. The questions
provide a basic starting point for determ ning the existence of adequate
security neasures.

2. REFERENCES. See individual checklists.

3. APPLICABILITY. The questions contained in these checklists indicate
m ni mum standards for areas being inspected. Risk analysis procedures
contai ned in DA Pam 190-51 have al ready been applied and incorporated
into these checklists. If not all inclusive, or if the threat changes,
the provisions of AR 190-51 will be reapplied.

4. PROCEDURE. Checklists are marked with "Yes","No" and " Not
Applicable (NNA)" response areas. "Yes" indicates the existence of the
required security standard. "No" indicates that the standard does not
exist or is not in conpliance. |Innediate corrective action should be
initiated to bring the response back to the "Yes","No" colum. "N A"

i ndicates that the standard is not used or necessary at this activity.

5. TABLE OF CONTENTS ( CHECKLI STS).

TITLE PAGE
a. Basic Structure A-2
b. Administrative Key Control A-5
c. Housekeeping/ Ofice Supplies & Equi prent A-8
d. Organizational Cothing & Individual Equipnent A-9
e. Engineer Supply & Construction Storage Areas A-10
f. Audi o Visual/Training Devices A-11
g. Tool Kits & Shop Equi prment A-12
h. Communi cati ons & El ectroni c Equi pment A-14
i. Fund Storage A- 16
j. Soldiers Property Wile On Leave/ TDY, etc. A-18
6. Individual checklists may be reproduced, as needed, on office
copi ers.
Al
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CHECKLI ST FOR BASI C STRUCTURE

AR 190-51
FM 19- 30

1. EXTERI OR DOORS

a. Do the doors provide a conparabl e degree of
security as that provided by the structure?

b. Are windows in doors protected by netal screens
(10 gauge wire nesh or expanded netal - or 9-gauge chain
link on heavy frames or, are they covered/seal ed over
1/ 2" plywood)?

c. Are screens and covers secured to the structure
by means of carriage bolts with the interior ends peened
to prevent renoval ?

d. Has one door been designed as the "l ock-up" door
(first in, last out)?

e. Are |lockup doors solid core - 1 3/4", or reinforced
with 1/2" plywod or 16 gauge sheet netal ?

f. Are all doors securely |ocked in an approved manner?

(1) Mortised anti-friction latch with I" throw dead
bolt (ANSI A156. 13).

(2) Pin tunbler key-in-knob, supplenented by a I"
t hrow deadbol t .

(3) Single cylinder, jimy proof, rimlock, or
| am nated swing bolts (alum num Franed gl ass doors)?

(4) Five pin tunbler case hardened steel padl ock
(series 200/5200) used in conjunction with a heavy duty
st eel hasp.

(5) Steel |ocking bars, cane bolts, dead bolts,
or panic hardware with extension bolts top and bottom

(6) O her |ess secure nethod?
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g. Are door bucks, frames and keepers rigidly
anchored and in good condition?

h. Are hinges firmly anchored?

i. Are hinge pins protected agai nst renoval
(spot wel ded, peened, bradded or pinned)?

j. Are gaps between doubl e doors, or doors and
frames, covered or protected by an astragal to prevent
attack upon, or manipulation of the | ock or |atch?

k. Are all doors secured on the interior side
(with the exception of the | ock-up door)?

I. Are fire exits and fire doors properly
secured to aid easy exit?

m Are doubl e cylinder |ocks prohibited?

n. Are roll-up doors/w ndows secured on the
interior side by approved | ocking devices?

0. Are sliding doors properly secured by
| ocks or bottomrail bars?

p. Are sliding doors secured in such a manner
that they cannot be lifted out of the track?

2. I NTERI OR DOORS
a. Are the doors in serviceable condition?
b. Are adequate |ocks used?
(1) Key-in-knob or other type?
(2) Padlock (Series 200/5200) with hasp?
3. W NDOWS
a. Are windows in serviceable condition?
b. Are accessible windows secured/| ocked?

(1) Key operated sash | ock?
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(2) Covered by screens?
(3) Padl ocks and hasps?

(4) Seal ed, covered by plywood or nailed
shut ?

(5) Oher |ess secure nethods?

c. Are sliding windows secured in such a manner
that they cannot be lifted out of the track and be
removed?

4. OTHER OPENI NGS

a. Are all vents, openings or trap doors (in
excess of 96 square inches) secured on the interior
side in an approved manner; or, otherw se secured
to prevent access?

b. Are air conditioning units or ducts secured
to the structure to prevent renoval; or, have
nodi fications been nade to prevent access, such as,
interior screens or bars?

c. Are outside boiler roonms or closets, which
have adjacent walls, secured or reinforced to
prevent access, such as, interior screens or bars?

d. Are ceiling or floor crawl spaces bl ocked
to prevent access fromthat point?

5. I NTERI OR WALLS

a. Do interior office/roomwalls reach to the
ceiling or floor above?

b. Are false or suspended ceilings through
whi ch access nmay be gai ned to adjacent roons,
secured to prevent access?

6. FLOORS
Do floors provide equival ent security to

that provided by walls and ceiling of the basic
structure?
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CHECKLI ST FOR ADM NI STRATI VE KEY CONTRCL

AR 190-13
AR 190-51

1. Does the unit/activity have a key control SOP?

2. Has the unit activity/ commander/directorate
appoi nted a key and | ock custodian and al ternate(s)
inwiting?

3. Are keys issued and received only by key
custodi ans and alternates or, by Charge of Quarters
(CQ and staff duty officer/NCOs (SDQ NCO as

aut hori zed by the unit commander?

4. |s the nunmber of personnel authorized to use
keys Iimted to those persons who have absol ute need?

5. Are such persons designated by the conmander/
directorate in witing, which indicates the key and
area they are authorized access to?

6. |Is the access list utilized by the custodi an when
i ssuing keys?

7. Is it prohibited to issue keys for persona
retention (with the exception of those for persona
quarters, troop billets, or where a m ssion dictates)?.

8. Wien not in use, are keys secured on the person

of the individual to whom assigned or secured in a

| ockabl e container, such as a safe, filing cabinet

or a depository made of at |east 26-gauge steel that
is equipped with a pin tunbler-type (preferably 5-pin)
| ocki ng devi ce or conbination padl ock (S&G 8077A), and
securely affixed to the wall or structure to prevent
easy renoval ?

9. |Is the key depository located in a roomwhere it is
kept under surveillance around-the-clock or in a room
that can be | ocked during non-duty hours?

10. Are all keys in the systemstrictly controlled?
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11. 1s a conplete witten inventory of all keys

by serial nunmber, location of |ocks and total nunber
of keys for each nmaintained on a Key Control Register
And | nventory (DA Form 5513-R?

12. 1s the Key Control Register Inventory retained
inthe unit files pernanently, unless significant
changes occur in the key inventories?

13. Are personally retai ned keys returned to the
key custodian nonthly for a "show i nventory"?

14. 1s a nonthly visual inventory count of all keys
in the system conducted by the custodian/alternate,
and recorded on DA Form 5513-R (Monthly Key Contro
Regi ster And Inventory?

15. Is the DA Form5513-R retained in unit files
for one year after conpletion?

16. Are changes in inventory counts recorded on
DA Form 5513-R?

17. Are all keys in the systeminventoried by
serial nunber sem annually?

18. Are serial nunber inventories recorded on DA
Form 5513- R?

19. 1Is a closing visual inventory count of primary
keys (operational or daily use keys) conducted at
the end of each duty day or shift?

20. Are key issued and turn in logs, that are kept
open on a 24-hour basis, closed at 2400 hours each
day?

21. Is a 100%visual count of prinmary keys in the
depository conducted at the opening of each duty

day, prior to issuing keys and the count conpared

to the last closing inventory shown on DA Form 5513-R?

22. Are keys, that are issued for daily use, signed
out/in on DA Form 5513-R?

23. Are all entries made in ink?
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24, Are sign in/out |logs used until conpletely
filled?

25. Are completed logs maintained on file (inactive)
for one year before being destroyed?

26. Are keys, that are issued for use beyond nornma
dai ly periods, issued on a hand receipt, or signed

out individually on a separate DA Form 5513-R from

t he key custodi an?

27. Are duplicate keys secured in a seal ed envel ope
and secure container in the unit or at the next
hi gher headquarters?

28. Are duplicate keys inventoried and accounted for
by the key custodi an/alternate on a nonthly and sem -
annual basis in the sane nanner as the primary keys?

29. Are control docunents (Key Control Register, hand
recei pts, logs, registers and inventories) secured in
the key container or a central file under the contro
of the key custodi an?

30. Are naster keys or keyed alike | ocks prohibited
fromuse on supply roons, notor pools, tool rooms
and simlar property roons?

31. Are CQ personnel prohibited from possessing
mast er keys for property roons and areas ot her
than individual |iving spaces?

32. Are all admnistrative keys secured in a separate
depository fromsensitive and JSIIDS keys?
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CHECKLI ST FOR ADM NI STRATI VE AND HOUSEKEEPI NG SUPPLI ES AND EQUI PMENT

AR 190-51 AR 210-6 AR 230-1 AR 230- 65 AR 380-19 AR 710-2
AR 735-5 DA PAM 710-2-1
YES

1. Are work buildings and rooms, in which office
machi nes and property are | ocated, secured whenever
an individual assigned to the activity is not present?

5

2. Is furniture in day roons or simlar common areas
used nainly during non-duty hours protected by
controlling access to these areas to the greatest

ext ent possi bl e?

3. Does the Charge of Quarters, duty officer, NCD
or other designated individual periodically check
of fices and property areas after duty hours?

4. \Wen size and weight allow, are small office
machi nes (hand held cal culators, typewiters | ocked
in a desk or cabinet; and, further secured in a

| ocked room of a secured buil di ng?

5. Are expendabl e and consunabl e supplies at unit
and office levels, centrally stored in secure

cabi nets, containers, roons, or buildings when not
i ssued for actual use?

6. Are keys and access to storage facilities
controll ed?

7. Are desk top computers secured in buildings or
structures neeting requirements of Appendix B
AR 190-517

8. Are conputers accounted for on inventory
docunents and assi gned by hand receipt?

9. Are conputers and conpani on equi pnent secured
after duty hours in a | ocked roomof a properly
| ocked bui | di ng?

10. If a securely |l ocked building and roomis not
provi ded, are conputers secured in | ocked cabinets
or secured by anchor devices in an approved manner?

11. Does the hand recei pt hol der for conmputers and
ADF equi prent conduct frequent (not |ess than
quarterly) serial nunber inventories of the property?

12. Are conputers nmarked as U. S property?
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ORGANI ZATI ON CLOTHI NG AND | NDI VI DUAL EQUI PMENT NOT STORED AT CENTRAL

| SSUE FACI LI TI ES

AR 190-51
AR 735-5
AR 710-2
DA PAM 710-2-1

1. Is issued clothing nmarked per AR 700-847?

2. Is individual clothing and equi pnent of
personnel living in troop billets secured in
a | ocked container or in a |ocked room or
supply roon®

3. Does the responsi bl e comander prohibit

soldiers fromstoring individual field
equi pnment in POVs?
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CHECKLI ST FOR FACI LI TY ENG NEERI NG SUPPLY AND CONSTRUCTI ON MATERI AL
STORAGE AREAS

AR 190-51
AR 420-17
AR 735-5

YES
1. Do buildings storing supply and portable

construction material neet the structural standards

| AW AR 190-517

5

2. Are outside storage areas enclosed by a perineter
fence?

3. Does the fence neet the standards of an FE-6 fence?

4. Are points of issue for supplies and construction
material kept to a mni nunf

5. Are "Of Limts to Unauthorized Personnel" signs
posted at the facility entrances?

6. |Is access to the facility and to keys and padl ocks
controll ed?

7. Are supplies issued only to authorized personne
for whom signature authorization cards (DA 1687) are
on file?

8. Are incom ng shipnments of supplies checked upon
recei pt?

9. Are work orders reviewed to determine if the
reci pi ent has requested excessive supplies for
the job to be done?

10. Is the entry of privately owned vehicles into
the storage building or outside storage areas
pr ohi bi t ed?

11. Are personal packages in the storage areas
pr ohi bi t ed?

A-10
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CHECKLI ST FOR AUDI OVl SUAL EQUI PMENT AND TRAI NI NG DEVI CES AT TRAI NI NG AND
AUDI OVI SUAL CENTERS

AR 190-51

AR 25-1

AR 735-11

DA PAM 710-2-1

YES
1. |Is the equipnment secured in a separate buil ding

or roomunder security standards as stated in
Appendi x B, AR 190-517

2. Are audiovi sual equi pnent and portable, high-

val ue training aids seperated from ot her equi prment
and stored in a secure seperate container, room or
bui | di ng?

3. Are "Of Limts to Unauthorized Personnel signs
posted at facility entrances?

4. 1s access to the facility and to keys and padl ocks
controll ed?

5. Are audiovi sual equi pnent and portable, high value
training aids inventories per AR 710-2?

6. |Is a copy of the inventory kept on file until the
next inventory is conducted?

7. Is an inventory check-out point |ocated next to the
center exit to preclude personnel fromremaining in the
center when equi pnent has been checked out ?

8. |Is access to the equipnent storage area linmted to
center personnel authorized to issue the equipnent?

9. Does the center naintain separate property book

accountability for all equipnent?

A-11
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CHECKLI ST FOR HAND TOOLS, TOOL SETS AND KI TS AND SHOP EQUI PMENT

AR 190-51
AR 710-2
AR 735-5
DA PAM 710-2-1

YES

1. Are tool sets and kits with | ockable tool boxes
secured with key-operated tunbl er-type padl ocks when
not in use?

3. Are portable handtools, tool sets or kits and
shop equi pnent stored in a secure |ocation when not
under the surveillance of a responsible person (user
tool room keeper or guard)?

4. Are non-portable itens secured in the building or
van in which they are | ocated, with wi ndows and doors
that are | ockabl e?

5. Are portable itens secured by one of the follow ng
nmet hods:

a. A locked building or roomneeting the require-
nents of AR 190-51, Appendix B, or a | ocked netal
cage in a secure building?

b. A locked built-in cabinet, bin, or drawer in
a secure room or building?

c. A locked drawer or conpartnent of a furniture
item (wall-1ocker, desk, and so forth) in a secure
room or buil di ng?

d. Attached to the building structure with a chain
or cable and padl ock, or permanently fastened to a
wor ki ng surface?

e. Locally fabricated, |ockable racks, that when
| ocked, prevent tool box lids from being opened or
i ndividual ly placed |arger tools from being renmoved?

f. A locked, enclosed truck/van, arnored vehicle,
or vehicle trunk?

A-12
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YES

g. A locked vehicle equi pnment box or
secured, either directly or in a | ocked
container, to the vehicle itsel f?

5

h. A |l ocked CONEX cont ai ner?

6. Are common tools and portabl e shop
equi pnrent, when not on hand receipt, or
sub-hand receipt to a user, controlled
through a locally devised receipt,
sign-in/sign-out |og, or exchangeabl e
tag (CHIT) systenf

7. |1s access to tools and shop equi prent
controlled to the maxi num ext ent possi bl e?

8. Are hand tools with a nonmlitary
application, that are particularly subject
to pilferage, given special accountability?
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A-13
CHECKLI ST FOR COVMUNI CATI ONS AND ELECTRONI CS EQUI PMENT AT | NSTALLATI ON
LEVEL

AR 190-51

AR 710-2

AR 735-5

DA PAM 710-2-1
YES NO

1. Are portable itens provi ded double barrier

protection, consisting of one or nore of the

foll owi ng net hods

a. A locked, separate building, enclosed van,
trailer or arnmored vehicle protected by a perineter
fence?

b. A locked steel cage |ocated in a secure
bui | di ng?

c. A locked built-in container (bin, drawer,
cabinet) or a free standing | ocked container that
is secured to the structure) and, within a secure
bui | di ng?

NOTE: The definition of Portable (Ref: AR 190-51)
is capabl e of being carried in the hand or on the
person. As a general rule, a single item weighing

| ess than 100 pounds (45.34 kilograms) is considered
portabl e.

2. Are non-portable items secured in a building with
doors and w ndows | ocked during the hours the facility
i s non-operational ?

3. Are particularly bulky or heavy itens, that are
stored outside, protected by a perineter barrier
(fence); lights, and checked after duty hours

peri odically?

4. Are "Of Limts to Unauthorized Personnel" signs

posted on the activity entrance?

5. Are portable, pilferage-coded itens separated
from ot her equi pnent and stored in a separate room
area, or container with controlled access?

6. Is the activity lighted during the hours of
dar kness | AW FM 19- 307

7. |s access to the nmmintenance activity, and keys
and padl ocks protecting assets, controlled?

A-14
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8. Are privately owned vehicles prohibited to
park within 50 feet of the storage facility
entrances or | oadi ng dock?

9. Are periodic comand directed inventories
conduct ed per AR 710-27

10. Are copies of the inventory kept on file
until the next inventory is conducted?

A-15
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CHECKLI ST FOR SAFES AND FUND SECURI TY

AR 37-103

AR 215-2

AR 380-5

1. |Is a Fund Custodian appointed in witing?

2. Is there witten authorization for the size of
the fund?

3. Is the storage site structure adequate?

4. Are windows and doors adequately constructed
and | ocked?

5. Is the roomconstruction, in which the funds
are secured, adequate, and is it properly |ocked?

6. Are the funds secured after duty hours in an
approved safe/ contai ner?

7. Are adequate access and key control measures
in effect?

8. Are cashier funds separated properly (drawers,
cages, etc.)?

9. Is an IDS duress switch installed and functi oni ng?
10. Is a full IDS installed and properly functioning?

11. Are cashiers prohibited fromnm ngling funds; or
fromstoring cash in containers securing classified
materi al ?

12. Are controls in effect to ensure no unauthori zed
funds are mingled with governnment funds?

13. Are cashiers prohibited from havi ng persona
purses and pocket books with them while they
di sburse funds?

14. 1s there proper separation of duties which

ensure cashiers and custodi ans (the sane person)
does not issue, account for, disburse and handle
funds?

15. Are funds in excess of $200, that are secured
on an overni ght basis, secured in a tool resistance
saf e?

A-16
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16. When C ass three through six security containers
are used, is the overnight fund storage anount |imted
to $3,0007?

17. Has the activity ensured that it has not purchased
or uses a safe/container that is nore costly than the
amount of funds that are secure wthin?

18. Does the activity ensure that padl ocks are not used
to secure safes/containers after duty hours, in lieu

of built-in dial conbination | ocks?

19. Are safes/containers, weighing | ess than 750 pounds,
secured to the structure in an approved nanner?

20. Are funds, negotiable instrunents, and bl ank checks/
bonds properly secured during duty hours to ensure
agai nst pilferage?

21. Have the structural standards of the storage site
been revi ewed by DLE and approved?

22. Has a Physical Security Inspection been conducted on
the storage site within the last |8 nonths?

23. Are signature stanps, dies, validating stanps or
i ndi cia properly secured?

24. Has a cash verification check been conduct ed?

A-17
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CHECKLI ST FOR SECURI TY OF EQUI PMENT/ PROPERTY OF SOLDI ERS ON LEAVE, TDY,
ETC.

AR 190-51
AR 700- 84
AR 710-2

YES
1. Has the unit conmmander designated an officer or

NCO to inventory all the equiprment and property that
is to be safeguarded?

IS

2. Did the designated-person conduct a 100% i nventory,
and was the inventory recorded?

3. Didthe inventory record show all itens of property
by type, quantity, description and/or serial nunber?

4. Did the owner get a copy of the inventory record?

5. Didthe unit file its copy of the inventory record
in the individual's clothing record file?

6. Were all itens secured in a | ockabl e container?

7. |Is the | ockable container secured in the supply
room or other secure storage area?

8. Does the secure storage area have tight access/key
control ?

9. Are keys to itemcontainers sealed in an envel ope
that is secured by the key custodi an?

10. Is the seal ed envel ope secured in an approved
cont ai ner?

11. 1s the seal ed envel ope inspected nmonthly during
t he key custodi an key inventories?

12. 1s SF Form 702 (Security Container Checklist)
posted on the doors to the itemcontai ner or the
storage area?

A-18
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APPENDI X G
SECURI TY CONTAI NERS/ SAFES

1. REFERENCES.

a. US Navy Physical Security Equi pnent Manual, Jul 86, Naval Civi
Engi neering Laboratory, Fort Hueneme, California 93043

b. AR 215-2, Managenent and Operation of Arny MAR Prograns and
NAFI s.

c. AR 37-103, Finance.
d. AR 380-5, DA Information Security Program
2.  BURGLARY- RESI STANCE SAFES.

a. Such safes provide noderate to high levels of protection
agai nst both surreptitious and forced entry techni ques. Depending on
the specific classification of the safe, the forced entry protection
ranges fromattacks with common handtool s and portable el ectric-powered
tools to attacks with heavy duty oxy fuel cutting torches and
expl osives. The lower classifications of burglary-resistant safes
provi de protection against forced entry mainly at the door and front
face of the safe (exanple, TR or TL-15). The higher classifications of
safes provide forced entry protection on all six sides (exanple, TRTL-
15x6) .

b. Al safe classifications are furnished with Group two
conbi nati on | ocks, burglary-resistant safes are tested by Underwiters
Laboratories, Inc. (UL) to provide certain levels of protection. Table
G1llists the different UL classifications of burglary-resistant safes
and the level of protection provided. Burglary-resistant safes are
suitable for the storage of unclassified but sensitive itens, such as
drugs, precious netals, funds and negotiable instrunents. Certification
and identification | abels should be affixed to the inside of the safe to
identify the level of protection. Only burglary-resistant safes will be
ordered for use as funds containers.

3. SECURITY CONTAI NERS

a. Security files/containers are used for storage of classified and
ot her sensitive material and equi pnment includi ng docunents,
conmuni cati ons gear, weapons and anmunition, controlled substances etc.
Security files/containers may be used to secure linmted anbunts of nobney
if already in use, and approved fund containers are not avail able; or
are uneconom cal to purchase. Funds nmay not be stored in
saf es/ containers securing classified material without the witten
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approval of the DSEC, Six classes of security containers have been
manuf actured and are in use. Table G3 lists the | evels of protection
provi ded by each class. Cass 1, 2, 3, and 4 containers are no |onger
manuf act ured; however they are still authorized for use. Class 1 and
Class 2 containers are the only GSA-approved security containers that
are insulated. Neither of these containers is currently being produced.
The Class 3 container was replaced on the Federal Supply Schedul e by the
uninsul ated Class 6 container. The Cass 4 container was replaced by
the uninsulated Cass 5 container

b. There are two types of steel security files/containers:
i nsul ated and uninsulated. Insulated files provide protection fromfire
for the stored material therein. As nmentioned in Para 3a above, Cass 1
and Class 2 containers are the only GSA approved insul ated contai ners.
Uni nsul ated containers are available and conme in a variety of sizes and
shapes.

c. Approved containers are tasted by the General Services
Adm ni stration (GSA) and have been certified to provide |evels of
protection against forced and surreptitious entry. A GSA-approved | abe
is shown on page G5, of this Appendix; and a sanple UL Label is shown
on page G 6.

d. Federal Specifications.
(1) AA-F-358F: Uninsulated file/containers.

(2) AA-F-363B: Uninsulated map and pl an, weapons and security
conmuni cati ons cont ai ners.

e. Non-GSA approved contai ners exist and are available in nany
shapes and sizes. Containers of this type nay not be purchased for the

storage and security of funds w thout approval by Directorate of Law
Enf or cenent .

G2
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APPENDI X H
BOVB THREAT PROCEDURES

1. PURPCSE. To establish the policies and procedures to be used in the
event of a bonb threat.

2. APPLICABILITY. The provisions of this policy are applicable to al
mlitary and civilian personnel assigned or attached to POM and POM
Annex Conpl ex.

3. DEFINITION. A bonb threat is any nessage delivered by any neans,
warni ng or claimng the presence of one or nore explosive or incendiary
devi ces.

4. RESPONSI BI LI TI ES.

a. Unit activities/commanders/directorate nanagers and supervisors
will be directly involved in actions taken during bonb threats and wll
ensure that each nenmber of the unit/activity is trained and aware of the
actions to be taken in the event a bonb threat occurs. Unit
activities/conmmanders/directorate nmanagers have overall responsibility
for all responses to threat activity in their area.

b. Each unit/activity will devel op a supplenental SOP or include in
current SOPs, information and procedures that address the particular
ci rcunst ances and operational needs of the unit/activity should a bonb
threat occur. |Individual SOP guidance wll include:

(1) The appointment and responsibilities of a unit Bonb Scene
O ficer (BSO.

(2) Notification procedures to be followed upon receipt of the
bonb threat. (See paragraph 5).

(3) Procedures for evacuation

(4) Criteria for evacuation of sensitive areas.

(5) Security during and after the evacuation

(6) Pre designated assenbly areas.

(7) Search procedures and designation of search team nenbers.
(8) Establishnment of the Enmergency Coordination Point.

(9) Training of unit personnel, to include classes by ECD on the
recogni tion of various bonb and devices.

(10) After action reporting procedures.



c. The DLE Physical Security Branch will provide guidance in the
preparati on of SOPs upon request.

d. In case of evacuation and/or detonation of a bonb, which may
result in the conprom se/destruction of classified/sensitive information
or materials, notify the Directorate of Security (DSEC) at 242-5460.
Properly cleared and qualified personnel fromthis office will respond
to the site and assist in preventing | oss or conprom se of the
classified itens.

e. During duty hours, the unit/activity conmmander/director or their
desi gnated representative (chain of command) wi |l take charge of threat
sites in their areas and will act as Bonb Scene O ficer (BSO. After
duty hours, the Staff Duty O ficer/Non-conm ssioned Oficer (SDO wll
respond to all bonmb threat sites and will act as the BSO until the
arrival of the unit/activity commander/directorate or designated nenber
of the unit chain of conmand.

f. Bonb Scene Oficers (BSO will:

(1) Coordinate all operations and activities at the bonb threat
site until termination of the threat. Coordination should be done from
a central point easily accessible to respondi ng energency units.

(2) Gather and evaluate information fromunit personnel and/or
search teans at the site and pass this on to the energency units as they
arrive, i.e., Explosive Ordnance Di sposal (EOD), Fire Departnent,
anmbul ances, and the DLE Poli ce.

(3) Coordinate with the arriving energency units, particularly
the police and, provide any information pertaining to the actual or
suspected | ocati on of bonbs or expl osive devices.

(4) Designate unit personnel as search teans.

(5) Gve final clearance for the building to be reoccupied after
the and/or team search is conplete

g. The Unit/activity commander and directorate are responsible for
the training of their personnel and the coordination of their respective
responses to bonb threats and/or expl osions.

h. The DLE Police will respond to all bonb threats as the initia
i nvestigating agency. They will cordon off the targeted area (which may
be a building, street, floor or roomof an activity), provide traffic
control, maintain security around the targeted area, and coordinate with
the BSO for any additional information concerning the bonb threat.

i. The DLE Police Desk will notify the Fire Departnment, anbul ance,
ECD CI D and Command Group, whenever a bonb threat is received
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j. The Fire Departnment will be prepared to respond to the scene of
each bonb threat in order to mninze damage shoul d a detonation occur

k. Anbul ances/ nedi cal personnel will be prepared to respond to the
scene of each bonb threat and adm nister enmergency nedical treatnent in
the event of a detonation

. EOD will receive the initial threat warning fromthe police
desk, but will not normally respond unless an actual or suspected device
is found.

m I ndivi dual AAFES concessions will follow normal AAFES
notification procedures and evacuate the prenmises. In the absence of a
BSO, the responding police unit will mamintain security in the area unti
the arrival of an AAFES BSO

5.  NOTI FI CATI ON PROCEDURES:

a. Units/activities will maintain a current roster of phone nunbers
for all energency services, i.e., police, fire, EOD, nedical

b. Any person receiving a bonb threat wll:

(1) Immediately notify the chain of conmand and the DLE Police
Desk. Individuals notifying the DLE Police Desk will include
information as to whether or not a device has been found and whet her or
not evacuation of the targeted areas has been ordered/ conpl et ed.

(2) If the threat is transnmitted by letter or nessage, protect
the letter or nessage from damage to preserve it as evidence.

(3) If the threat is by phone, use the Bonb Threat Checkli st
(see page F-8, of this Appendix) as a guide for gathering information
about the caller and/or the explosive/incendiary device. This checkli st
will be available at all office and busi ness phones within the
unit/activity.

c. Should an expl osive/incendiary device or suspected device be
found, EOD will be inmmediately notified by the DLE Poli ce.

6. EVACUATI ON PROCEDURES:

a. Al units/activities (except as designated in paragraph 6.b
bel ow) will evacuate personnel fromthe area/facility in every case of
bonmb threat.

b. In activities not normally open to the public or into which
unescorted public access cannot occur (i.e., SCIF), the unit BSO wi ||

(before evacuation) evaluate the threat and the criticality of the
m ssion of the targeted activity/facility AWcriteria established
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inthe activity/facility SOP. |f doubt exists as to the safety of
personnel or if the presence of an actual bonb is suspected, based on
the infornation avail abl e, evacuation will be ordered as a precautionary
nmeasure. The DLE police desk will be notified of the evacuation.

c. Sone areas, for security reason, may require partial instead of
total evacuation. Internal procedures will be devised to maintain
conmuni cati ons with stay behind personnel (do not use radios, as their
em ssi ons may detonate expl osive devices).

d. Announcements for evacuation will be made in a cal mmanner. The
use of term"bonb" will be avoided in public areas. Public address
systenms, when used, will have a preprinted announcenent avail abl e near

t he m crophone.

e. Supervisors and key personnel will be trained to suppl enent the
public address system by nmoving to prearranged positions to usher/direct
peopl e out of the area or around bl ocked exits and to give directions to
pre designated assenbly areas. These supervisors/key personnel should
al so be instructed to be alert for possible pilferage by evacuees.

f. Evacuated personnel will assenble at unit/activity command
designated areas that are at safe or reasonabl e distance (approxi mately
300 feet) fromthe targeted area/facility, preferably away from parked

cars, and trash bins. Supervisors will performa head count of
assenbl ed workers and informthe BSO of missing or injured unit/activity
personnel. Menbers of the public and crowds will be directed to

di sperse away fromthe area or to congregate at designated assenbly
ar eas.

g. Wwen an "all clear" is given by the BSO, unit/activity personne
will enter the building by one entrance and will secure the facility
bef ore continuing normal operations. Supervisors should ensure
energency exits are closed and prepared for nornal operations.
7. SEARCH PROCEDURES (See pages H 10 thru H 16, of this SOP).

a. Good housekeeping is essential should any search becone
necessary offices/areas that are "cluttered" will be difficult to search
and provide fruitful ground for hidden bonbs and devi ces.

b. Activity personnel should be aware of everything in their area.
They must be suspi cious of unknown itens such as briefcases or packages.

c. Wen a threat occurs, personnel mnust:
(1) Make the proper notifications (chain of conmand or BSO) .

(2) Quickly scan their imediate areas for suspicious itens.
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(3) Upon order of the BSO or the chain of of command, personne
will evacuate the area/facility in an orderly manner, scanning the area
for suspicious items as they |eave.

(4) |If pre designated search teans are assigned, they will begin
to search assigned areas prior to and as they evacuate the
area/facility. The use of civilian enployees in search teans will be

limted to managenment and supervi sory volunteers only.

(5) Except as provided in paragraph 4. m above, EOD, Fire and
Pol i ce personnel will not be used in lieu of unit personnel as primary
search teans.

d. Once evacuated, the area/facility will not be reentered w thout
perm ssion of the BSO or chain of command.

e. |If any suspicious itens are found:

(1) Ensure no one touches it except EOD personnel

(2) Ascertain whether or not it belongs there (if possible).

(3) Cdose off the area and/or nake notation of it. Report it to
the BSO and/or the DLE Police. The DLE Police Desk will notify ECD of
the presence and | ocation of the suspected devi ce.

8. PACKAGE/ ENVELCPE BOVBS.
a. Supervisors should nake their personnel aware of the possible
characteristics of envel ope/ package bonbs whi ch shoul d cause suspi ci on

I.e.:

(1) May bear restricted endorsenents such as "personal" or
"private."

(2) The addressee's nane and/or title nay be inaccurate.

(3) The package may reflect distorted handwiting or the nane
and address nmay be prepared wi th honenade | abels or cut/paste lettering.

(4) The package may have protruding wires, alumnumfoil or oi
stains visible, and may have an unusual odor

(5) Letter type bonbs nay feel rigid or appear uneven and
| opsi ded.

(6) Parcel bonbs nmay be unprofessionally wapped with severa
conbi nati ons of tape used to secure the package.

(7) Parcel bonbs nay make a buzzing or ticking noise, or a
sl oshi ng sound.
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b. If in doubt about the contents of a package or envel ope, do not
handle it any further. Do not submerge it in water. Notify a
supervisor or BSO i mredi ately. Keep the area around the object clear
until EOD can inspect it.
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BOVB THREAT CALL CHECKLI ST
QUESTI ONS TO ASK: EXACT WORDI NG OF THE THREAT

1. Wien is bonb going to expl ode?

2. Were is it right now?

3. Wat kind of bonb is it?

4. \hat does it | ook like?

5. What will cause it to expl ode?

6. \Wy?

Sex of Caller Age Race Length of Call

CALLER S VA CE:

___Calm ___Laughi ng ___Lisp ___Disgui sed

___Angry ___Crying ____Raspy ____Accent

___Excited ___ Nornal ___Deep ___Famliar

___Slow ___Distinct ___Ragged __If voice is famliar,
___Rapid ___Slurred ___Clearing Throat who did it sound like? _
___Soft ____Nasal ___Deep Breathing

___Loud __ _Stutter ___Cracking Voice

BACKGROUND SOUNDS:

___Street Noises __ House Noises ___Factory Machinery ___Local
____Crockery ____Motor ____Aninmal Noi ses ___Long Distance
____Voices ___Ofice ___Cear ___Booth

____PA System Machi nery ___Static Q her

THREAT LANGUAGE:

Wl | Spoken Foul I ncoher ent Message read by threat
(Educat ed) Irrational Taped naker
REMARKS:

CALL REPORTED TO SUPERVI SOR ( NAME) :

NANME: DATE:

POSI TI ON: PHONE NUMBER:
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9. FACTORS THAT MJST BE CONSI DERED | N PLANNI NG AN EVACUATI ON OF A
BUI LDI NG

a. In evacuating any building, people nmust be routed through the
nost public areas of the building, corridors and stairwells, and these
are the areas that are nost likely to contain an expl osive or
i ncendi ary device. Search these areas before evacuation

b. Routes of evacuation and priorities for a bonb threat . Routes
and priorities established will be based on the type of building and
the | ocation of people within the building. Persons to act as guides
to |l ead the evacuation and to control the personnel during exit nust be
pre designated and trained. It is recomended that the evacuation be
conducted on an annual basis.

c. Routes of evacuation and priorities when a bonb is found.
Routes and priorities established will also depend on the type of
buil ding and the location of people in relation to the area in which
the bonb is located. In nultistory buildings, rooms on floors above
t he danger point and i nmedi ately bel ow shoul d be evacuated first.

Al so, on the sanme floor, evacuate three roons away on all sides.

d. Before giving the order to evacuate, the commander/director
shoul d consi der the follow ng:

(1) The Caller: What did he/she say? Did the caller sound
serious in his threats?

(2) Has this been a recurring thing?

(3) Are enployees excused fromwork when such threats are
experi enced?

(4) 1s it possible that this call was precipitated by news
reports of other calls?

(5) WII inmediate evacuation of the prem ses expose personne
to greater danger?

(6) What is the size of the building: How nany people are
i nvol ved?

e. OTHER CONSI DERATI ONS: Sone of the questions that nust be
answered and provided for in preparing the Bonb Threat Plan are:

(1) Who has the authority to order evacuation? The
conmmander/director or supervisor of the building concerned. (DLE
Pol i ce do NOT order evacuation.)

(2) Who makes the decision to pernit reentry into the building
following a search in which no bonb is found? The Bonb Scene O ficer
who is in control of the operation. (DLE Police do NOT order reentry
to a building.)
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(3) How will evacuation be signaled? Establish a signal for
evacuation and proceed according to the preestablished evacuation plan

(4) If evacuation is ordered, what procedures will be foll owed?
Evacuati on teans shoul d be designated to guide the occupants out of the
area. Alternate evacuation routes nust be provided, preferably the
sane routes used in case of fire.

(5) Who will be part of the evacuation tean? These people
shoul d be designated before the incident and thoroughly trained. Areas
t hr ough whi ch evacuation will proceed should be searched and cl eared

bef ore evacuation. These include areas inside and outside the
threatened building. Public areas are the nost likely places for a
bonb to be | ocated and are the usual avenues of exit. The evacuation
team shoul d be able to control the evacuation and elim nate panic that
could lead to injuries.

(6) To what area do you evacuate the occupants? QOccupants
shoul d be evacuated to an area at east 300 feet away fromthe
threatened area. |t nmust be enphasized that the 300 foot figure is a
mnimum G eater distances are encouraged, if at all possible. 1In any
case, evacuees should be instructed to take cover and shelter from
possi bl e fragnentati on.

(7) What are the responsibilities of the occupants during
evacuation? The occupants shoul d open all doors and wi ndows. This
wi Il reduce the shock effect of the bomb. Electrical units should be
unpl ugged to reduce chance of detonation and to reduce noise for an
audi o check. Then they should proceed calmy, follow ng the orders of
t he evacuation team

10. Any information released to the public and/or nmedia will be
t hrough the Public Affairs Ofice only.

11. AFTER ACTI ON REPORT: The BSO will prepare an After Action Report
concerning any bonb threat or explosion. The report will be forwarded
t hrough the chain of command to the Garrison Comander, with a copy
furnished to the Directorate of Law Enforcenent, ATTN. Physica
Security.
12. REFERENCES:

a. AR 525-13, Countering Terrorism

b. AR 190-13, Arny Physical Security Program

c. AR 19-30, Physical Security

d. TC 19-5, Bonb Threat

e. FC 19-106, Bonb Threat
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