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Co-Authored by Col. 
Patrick M. Duggan
Commander, Joint 
Base Myer-Hender
son Hall

Should you be scared 
of your new thermostat? 
Maybe, if it is WIFI-en-
abled and you haven�t 
secured it.

Why? The next gen-
eration of terrorism 
is here, and it will use 
your connected devices 
� thermostats, fridges, 
lights, elevators, indus-
trial controls, cars � even 
toys. These smart devic-
es represent the latest 
pathways for tech-savvy 
terrorists to wreak cha-
os. But before unplug-
ging everything you own 
to live off the grid, take 
heart in the fact, at least 
at the national level, we 
still have time to prepare.

While traditional DoD 
counter-terrorism (CT) 
efforts have mainly em-
phasized direct action, 
future U.S. security mea-
sures must also adapt to 
harness the Internet of 
Things (IoT). Simply 
put, the IoT�s inexora-
ble growth portends new 
methods for destruction 
but also provides new 
mechanisms for defense.

These same IoT de-
vices are as capable for 

U.S. Special Operations 
Forces (SOF) hunting 
terrorists as they are to 
the enemies who use 
them. This phenomena 
of unconventional cy-
berwarfare will become 
increasingly critical to 
defending the nation 
and heralds the birth of 
a new form of CT: coun-
tering the Internet of 
Terrorism (IoT).

The concept of �edge 

computing� is breed-
ing entirely new eco-
systems � and terrorist 
threats. Edge computing 
is a critical driving force 
behind IoT�s ever-ex-
panding adaption to 
new �elds of computer 
application. Instead of a 
centralized hub to pro-
cess data or information, 
edge computing enables 
virtually anything with a 
mini-processor to use its 

own �smarts� to respond 
at the very source of 
the data. This capability 
means that end-user cli-
ent devices can carry out 
a multitude of nefarious 
activities independent-
ly or as part of a more 
coordinated �foggy net-
work.�

According to lead-
ing reports, by 2025 a 
huge percentage of the 
devices we use regular-
ly in our daily life will 
be connected; and our 
wearables, ingestibles, 
sensors, transportation 
systems and devices will 
all become a node on 
constantly emitting and 
transmitting networks. 
Not only will this ex-
plosion of technology 
drive privacy issues and 
self-determined freedom 
over our individual lives, 
but it can kill us as well.

Take for example, the 
fact that the Islamic 
State in Iraq and Syria 
(ISIS) is already employ-
ing off-the-shelf drones 
to drop bombs and �y 
kamikaze-like missions 
into U.S. and Iraqi SOF 
partners in Northern 
Iraq. How much longer 
will it take for the next 
�terror-byte� step, to use 
edge computing tech-
nology so that a terrorist 
can build his own swarm 

of killer drones in a ga-
rage?

And making it even 
harder to counter, the 
garage can be a thou-
sand miles away, with 
units operated like 
some sort of macabre 
video game.

How will Soldiers 
destroy a swarm of 
bomb-laden drones 
coming at them from 
multiple directions when 
they are moving on the 
ground? The answer is 
to use a defensive struc-
ture that is as �exible 
and adaptive as the ene-
my. The best protection 
requires leveraging our 
own network of minia-
turized and remote sys-
tems to create a count-
er-swarm!

Special Operations 
and Cyber operations 
can work together ef-
fectively to provide low-
cost, high effectiveness 
defense against a num-
ber of newly emerging 
terrorist threats. There 
are clearly big-da-
ta threats that require 
big-computer systems 
to defend against � ex-
actly the type of capa-
bilities developed by 
U.S. Cyber Command 
(CYBERCOM). Many 
threats, however, are 
both more tactical and 

more distributed. In or-
der to defend against 
these dangers, it is nec-
essary to have count-
er-capabilities that are 
also tactical and locally 
disseminated.

We encourage the cre-
ation of a new Special Op-
erations Command-Cy-
ber (SOC-CYBER). 
Similar to the Theater 
Special Operations 
Commands (TSOCs) 
every Geographic Com-
batant Commands owns, 
SOC-CYBER would 
provide the same inte-
gration, synchronization 
and oversight of better 
fused cyber-SOF mis-
sions.

Co-locating some of 
the nation�s most tal-
ented warriors with 
those trained to count-
er emerging technical 
threats would help en-
sure America stays ahead 
of the coming Internet of 
Terror.

But still, don�t forget to 
add a password to your 
thermostat.

Editor�s note: Duggan�s 
co-author is Scott S. Gart-
ner, Director of Pennsyl-
vania State School of 
International Affairs. Re-
printed by permission, this 
article �rst appeared in the 
Huf�ngton Post March 3, 
2017.

Killer Thermostats: Countering the Internet of Terrorism (IoT)

Col. Patrick M. Duggan

By Jen Tolbert
Environmental  
Management Division, 
JBM-HH Directorate of
Public Works

A substance that has low 
�ammability, chemical stabil-
ity, and excellent insulating 
properties and could come in 
the form of liquid oil or a waxy 
solid � this was every industri-
al and commercial manufac-
turer�s dream chemical.

Because of these valuable 
properties, polychlorinated 
biphenyls (PCBs) were used 
in a wide variety of products 
including transformers, capac-
itors, pesticides, paints, adhe-
sives, plastics and many more.

PCBs were manufactured 
from 1929 until 1979, when 
production was banned due 
to negative human health and 
environmental impacts. While 
PCBs are no longer manufac-
tured, and many PCB-con-
taining products have been 
taken out of use, they can still 
be released into the environ-
ment from improper mainte-
nance and disposal of older 
PCB products.

Poorly managed hazardous 
waste sites, illegal dumping, 
disposal of PCB-containing 
products at land�lls not de-

signed to handle hazardous 
waste, burning of PCB waste 
in incinerators and leaks 
from PCB-containing trans-
formers have all been causes 
of PCB releases to the envi-
ronment.

States in the Chesapeake 
Bay area are working to re-
duce PCB contamination in 
the Bay by establishing new 
regulations and requirements 
to prevent PCBs from enter-
ing waterways.

In 2007, Virginia, Maryland, 
and the District of Columbia, 
developed Total Maximum 
Daily Loads (TMDLs) for 
PCBs for tidal portions of the 
Potomac and Anacostia Riv-
ers. These TMDLs establish 
amounts of PCBs that a wa-
terbody can receive while still 
meeting required water quality 
standards and allow states to 
place restrictions on facilities 
with the potential to discharge 
stormwater to the Bay.

These facilities are often 
required to develop PCB 
TMDL Action Plans to iden-
tify any potential sources of 
PCBs and plan how to ensure 
they do not pollute waterways.

Even though Fort Myer and 
Henderson Hall do not dis-
charge directly to the Bay or 
the Potomac River, the Envi-

ronmental Management Divi-
sion recently developed a PCB 
TMDL Action Plan for Fort 
Myer and Henderson Hall, 
as a requirement for the In-
stallation�s Virginia Municipal 
Separate Storm Sewer System 
(MS4) Permit. Because Fort 
McNair is not located in Vir-
ginia and does not have the 
same requirements, it was not 
included in the action plan.

The purpose of the action 
plan is to identify potential 

sources of PCBs on the base 
and ensure the public and en-
vironment are protected from 
the effects of PCBs.

No signi�cant sources of 
PCBs were identi�ed at Joint 
Base Myer-Henderson Hall 
through the research conduct-
ed for this action plan. His-
torically, the main potential 
sources of PCBs on JBM-HH 
have been transformers. How-
ever, all pure PCB transform-
ers have been removed from 

the installation or retro�tted 
with mineral oil to prevent ad-
verse environmental and hu-
man health impacts should a 
transformer leak oil.

Fluorescent light ballasts 
are another historical source 
of PCBs on base. After the 
manufacture of PCB-contain-
ing light ballasts was banned 
by EPA in 1979, existing 
PCB-containing �xtures on 
the installation were gradual-
ly replaced. If old �uorescent 
light ballasts are discovered, 
they are replaced.

The PCB ballasts, which 
contain only a very small 
amount of PCBs, are proper-
ly managed and disposed. In 
fact, all hazardous waste is ef-
fectively managed on base to 
protect people and the envi-
ronment and ensure harmful 
substances, including PCBs, 
are properly contained and 
disposed.

To report conditions that 
could cause stormwater pol-
lution or to get more involved 
with stormwater activities at 
JBM-HH, call the Environ-
mental Management Division 
at 703-696-8055.

For more information and 
guidance resources on PCBs, 
visit EPA�s PCB webpage 
(www.epa.gov/pcbs).

PCBs: Cleaning up the former ‘miracle chemical’

COURTESY PHOTO

The Potomac River is covered under the Total Maximum Daily Load 
(TMDL) for polychlorinated biphenyls (PCBs).

By Public Affairs Of�ce Staff

We would like to take a small space (we want to keep to 
telling, not being the news) here to give praise to one of 
our own (okay, we�re patting ourselves on the back).

Emily Myers, public affairs specialist, �rst served 
a developmental assignment with JBM-HH PAO 
in 2016; then, we were fortunate to hire her away 
from Aberdeen Proving Ground, Maryland, in 
January.

Bottom line: Annual Keith L. Ware Journalism 
awards were distributed in late February, and we are 
proud to note that Ms. Myers � our EM � is on a 
team of �ve at Aberdeen Proving Ground who won 
�rst place in Installation Management Command�s 
Community Relations category for �Community 
Leader Engagements.�

Myers� job on the APG team was �lming social me-
dia videos and broadcasting various community aug-

mentation events between civilian community and 
base leaders, enhancing partnership opportunities 
on and off APG: school systems, housing partners, 
municipal and state government partners. She did 
her part to explore issues that are important to mil-
itary and civilian neighbors divided by a fence and 
helped foster relationships and share solutions. This 
IMCOM �rst place has been forwarded on to De-
partment of Army.

She brought her talent and expertise with her 
from APG, and we are proud to say that Myers 
won an individual award in Social Media Video 
at JBM-HH for her video �See Something, Say 
Something.�

Always topical, see it at https://www.facebook.com/
jbmhh/videos/10154621001902074/.

Contact Myers in the Fusion Cell, Building 59, 
room 219, Fort Myer, emily.n.myers.civ@mail.mil 
or 703-696-8897.

PAO recognized in Army-wide competition

PHOTO BY FRANCIS CHUNG

Public affairs specialist Emily Myers poses outside of Joint 
Base Myer-Henderson Hall Headquarters March 7.
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PSS Project No.: 22083107

Certificate of Analysis

Ft Myer PCB Sampling

6630 Baltimore National Pike
Baltimore, MD 21228

410-747-8770
800-932-9047

www.phaseonline.com

Project Name:

Jenny Tolbert 
AECOM Technology Corp.
12420 Milestone Ctr. Dr., Ste 150 
Germantown, MD 20876  
 
Reference:    PSS Project No: 22083107
                     Project Name: Ft Myer PCB Sampling
                     Project Location: Ft. Myer,  VA 
                     Project ID.: 60638596
                  

Dear Jenny Tolbert:

This report includes the analytical results from the analyses performed on the samples received under the project
name referenced above and identified with the Phase Separation Science (PSS) Project number(s) 22083107.    

All work reported herein has been performed in accordance with current NELAP standards, referenced
methodologies, PSS Standard Operating Procedures and the PSS Quality Assurance Manual unless otherwise
noted in the Case Narrative Summary. PSS is limited in liability to the actual cost of the sample analysis done.

PSS reserves the right to return any unused samples, extracts or related solutions. Otherwise, the samples are
scheduled for disposal, without any further notice, on October 5, 2022, with the exception of air canisters which
are cleaned immediately following analysis.  This includes any samples that were received with a request to be
held but lacked a specific hold period.  It is your responsibility to provide a written request defining a specific
disposal date if additional storage is required. Upon receipt, the request will be acknowledged by PSS, thus
extending the storage period.

This report shall not be reproduced except in full, without the written approval of an authorized PSS
representative.  A copy of this report will be retained by PSS for at least 5 years, after which time it will be
disposed of without further notice, unless prior arrangements have been made.

We thank you for selecting Phase Separation Science, Inc. to serve your analytical needs.  If you have any
questions concerning this report, do not hesitate to contact us at 410-747-8770 or info@phaseonline.com.

Sincerely,

September 16, 2022

Dan Prucnal
Laboratory Manager
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PSS Project No.: 22083107

6630 Baltimore National Pike
             Baltimore, MD 21228
                         410-747-8770
                         800-932-9047

              www.phaseonline.com

Explanation of Qualifiers

Project Name:      Ft Myer PCB Sampling

 Sample ID
Outfall 012

Outfall DP

08/30/22 17:10

08/30/22 17:15

Date/Time Collected PSS Sample ID
22083107-001

22083107-002

SURFACE WATER

SURFACE WATER

Matrix 

 A target analyte or common laboratory contaminant was identified in the method blank. Its presence indicates possible
 field or laboratory contamination. 
 Results Pending Final Confirmation.
 The data exceeds the upper calibration limit; therefore, the concentration is reported as estimated.
 The result exceeds the regulatory level for Toxicity Characteristic (TCLP) as cited in 40 CFR 261.24 Table 1.
 The target analyte was positively identified below the reporting limit but greater than the MDL. 
 This is the Laboratory Method Detection Limit which is equivalent to the Limit of Detection (LOD). The LOD is the minimum
 result, which can be reliably discriminated from a blank with a predetermined confidence level. This value will remain constant
 across multiple similar instrumentation and among different analysts. An LOD is analyte and matrix specific. 
 instrumentation and among different analysts.  An LOD is analyte and matrix specific.
 Not Detected at or above the reporting limit.
 PSS Reporting Limit.
 Not detected.

Please reference the Chain of Custody and Sample Receipt Checklist for specific container counts and preservatives. Any sample
conditions not in compliance with sample acceptance criteria are described in Case Narrative Summary.

Notes:
    1. The presence of a common laboratory contaminant such as methylene chloride may be considered a possible laboratory artifact.  Where 
        observed, appropriate consideration of data should be taken.
    2. Unless otherwise noted in the case narrative, results are reported on a dry weight basis with the exception of pH, flashpoint, moisture, and 
        paint filter test.
    3. Drinking water samples collected for the purpose of compliance with SDWA may not be suitable for their intended use unless collected by a 
        certified sampler [COMAR 26.08.05.07.C.2]. 
   4.  The analyses of 1,2-dibromo-3-chloropropane (DBCP) and 1,2-dibromoethane (EDB) by EPA 524.2 and calcium, magnesium, sodium and
        iron by EPA 200.8 are not currently promulgated for use in testing to meet the Safe Drinking Water Act and as such cannot be used for 
        compliance purposes.  The listings of the current promulgated methods for testing in compliance with the Safe Drinking Water Act can be 
        found in the 40 CFR part 141.1, for the primary drinking water contaminates, and part 141.3, for the secondary drinking water contaminates.
   5.  Sample prepared under EPA 3550C with concentrations greater than 20 mg/Kg should employ the microtip extraction procedure if required to
        meet data quality objectives. 
   6.  The analysis of acrolein by EPA 624 must be analyzed within three days of sampling unless pH is adjusted to 4-5 units [40 CFR part 136.3(e)].
   7.  Method 180.1, The Determination of Turbidity by Nephelometry, recommends samples over 40 NTU be diluted until the turbidity falls below 
        40 units.  Routine samples over 40 NTU may not be diluted as long as the data quality objectives are not affected.
   8.  Alkalinity results analyzed by EPA 310.2 that are reported by dilution are estimated and are not in compliance with method requirements. 

Project ID: 60638596

The following samples were received under chain of custody by Phase Separation Science (PSS) on 08/31/2022 at 12:00 pm

Certifications:
   NELAP Certifications: PA 68-03330, VA 460156
   State Certifications: MD 179, WV 303
   Regulated Soil Permit: P330-12-00268
   NSWC USCG Accepted Laboratory
   LDBE MWAA LD1997-0041-2015

   B   
            
   C       
   E       
   Fail    
   J        
   MDL
           

 
  ND   
   RL    
   U     

Standard Flags/Abbreviations:
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Case Narrative 

Project Name:       Ft Myer PCB Sampling

PSS Project No.:22083107

6630 Baltimore National Pike
             Baltimore, MD 21228
                         410-747-8770
                         800-932-9047

              www.phaseonline.com

All sample receipt conditions were acceptable.

Sample Receipt:

NELAP accreditation was held for all analyses performed unless noted below.  See www.phaseonline.com
for complete PSS scope of accreditation.

Any holding time exceedances, deviations from the method specifications, regulatory requirements or variations to the
procedures outlined in the PSS Quality Assurance Manual are outlined below.

22083107: Analyses associated with analyst code 4020 were performed by 
Eurofins Lancaster Labs - PA, 2425 New Holland Pike, Lancaster, PA 17601  - PA 36-00037  VA 00187

Matrix spike and matrix spike duplicate analyses may not be performed due to insufficient sample quantity.  In these
instances, a laboratory control sample and laboratory control sample duplicate are analyzed unless otherwise noted or
specified in the method.
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Pxlse CHAIN OF CUSTODY FORM
SgpamflOru 

Allfields must be completed accunt6& Shaded sections for lab use only.

screrce 6630 Ba,timore -",",]Xil;111i:Tl'1".::il"; #l;3":iT,",":1.1i;!il,,.. (800)s,2-e047

nl

"""c.,."-RECOM orrrcer-ocmroru'(J3ffn0nt0Wn PSsworkordor#: z-zo8B to-7 pnce I or I

B|LL ro (if difforent): Af UoVY\ esoruE *: 5t\ - 74\p.Q 5ft4
Matrix Cod6s:
Siu=Surhco r ralsr 0w=Drinking Water Gtt=Grcund WatBr ll'lv=Wasts Wat Goll S=Sdl SoL=Solid A+ir II=Wipe

coNrAcr:Jthn!T[fbgf+ .*'.,lQnn9.totUeH@

IE
UJz
a
2
oo
ILo

d)
ar
oIo

ii -u

t3
:>
g8
oto

Preserval[Es
tis{ Cod6s

x'*/{-/ft
/.$/

Cod6

eaorecr r'rm,re, fi M\ p f p CR,fA*?l r n g enorEcr #, (g0U3854 tg

srrELocAroN:{FEmtaf0YtN\er Po.*:

sAMPLER{s):^4y\yy1O P0udte\ DwcEBr#:

Ac'\J,
I - t1(l
2 - H,So,

3 - H O-

4 - NaoH

5 - E621Kr
6-tcE
7 - Sodium

Inb6ulfab
I - Ascouc Add

PSS ID SAI\.,IPLE IDENTIFICATION
DATE

SAMPLED
NME

SAMPLED
MATRIX

Use Codes

I Or.'a.ltatl O12 ilwwa tllD SW I b v tlA

z ou+tntt DP Swtau t+t5 sw I b x t,/A

Rollnquished By: (1)

00o\AMCI-
Date

&lallzz
Time

iota
R€c€iv€d By:

fr7:
Roqu6tod TAT (Onr TAT por COC)

!t s-oay D 3-Oay 0 2-D.y
O Next Oay 0 EmoEe0cy 0 Other

lc! Pr6€nt ?0 t1
Custody S€sl: \M]rrcT. - f O/1J.IAW6AJ

nJnqFisleo ey: (z)4 Daio

8/:r
Tirne

tzOo

:€iv6d Bv:

M*t{ (}"\ STATE RESULTS REPORTED TO:

oMo flDE DPA trvA Dwv
E OTHER

# Coole.s: I Ternp: ) Z .-al .7"C
Shipping Canie|l re

Relinquished By: (Q Date Tim6 Receivei By: COMPUANCE?

QDw OwW

So€cial lnstructions:

iffiHB't'Jlii" sn c'a(.E i,rr*ctr, dsr 
'crcD 

.&
s raaao.

Relinquished By: 14) Date TirDe Received By: EDD FORMAT IIPE

per the tatast veriion of the Service Brochure of PSS-provided quotation iniluding any and all attomey's or other reasonable feei if collec{ion becomes necessary.

l
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Project Name:        Ft Myer PCB Sampling

PSS Project No.: 22083107

6630 Baltimore National Pike
             Baltimore, MD 21228
                         410-747-8770
                         800-932-9047

              www.phaseonline.com

Sample Receipt Checklist

08/31/2022 12:00:00 PMDate Received

Trans Time ExpressDelivered By

AECOM Technology Corp. Client Name Amber ConferReceived By

Not ApplicableTracking No

Shipping Container(s)
No. of Coolers

Ice
Temp (deg C)
Temp Blank Present 

Total No. of Samples Received

Preservation

1

 4.8
No

2

For any improper preservation conditions, list sample ID, preservative added (reagent ID number) below as well as
documentation of any client notification as well as client instructions.  Samples for pH, chlorine and dissolved oxygen
should be analyzed as soon as possible, preferably in the field at the time of sampling.  Samples which require thermal
preservation shall be considered acceptable when received at a temperature above freezing to 6°C.  Samples that are
hand delivered on the day that they are collected may not meet these criteria but shall be considered acceptable if there is
evidence that the chilling process has begun such as arrival on ice.

Comments: (Any "No" response must be detailed in the comments section below.)

Samples Inspected/Checklist Completed By: Date:

PM Review and Approval: Date: 

Logged In By Jillian Chapman               

Present

Disposal Date 10/05/2022

Lynn Jackson

Lynn Jackson

08/31/2022

08/31/2022

Total Metals
Dissolved Metals, filtered within 15 minutes of collection
Orthophosphorus, filtered within 15 minutes of collection
Cyanides
Sulfide
TOC, DOC (field filtered), COD, Phenols
TOX, TKN, NH3, Total Phos
VOC, BTEX (VOA Vials Rcvd Preserved)
Do VOA vials have zero headspace?
624 VOC (Rcvd at least one unpreserved VOA vial)
524 VOC (Rcvd with trip blanks)

(pH<2)
(pH<2)

(pH>12)
(pH>9)
(pH<2)
(pH<2)
(pH<2)

(pH<2)

N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

Appropriate for Specified Analysis?
Intact?
Labeled and Labels Legible?

Yes
Yes
Yes

Sample Container

COC agrees with sample labels?
Chain of Custody

Yes
Yes

Documentation Agrima PoudelSampler Name  
MD DW Cert. No. 

Custody Seal(s) Intact?

Seal(s) Signed / Dated

Total No. of Containers Received 2

Yes

Yes

N/A

Custody Seal(s) Intact?
Seal(s) Signed / Dated? 

N/A
N/A

All Samples Received Within Holding Time(s)? Yes
Holding Time
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ANALYTICAL REPORT

PREPARED FOR

Attn: Kiera Hearn
U.S. Army Corps of Engineers

Attn: CENAB-EN_HI
PO BOX 1715

Baltimore, Maryland 21203-1715
Generated 12/22/2023 10:02:08 AM

JOB DESCRIPTION

JBMHH Supplemental PCB sampling

JOB NUMBER

410-151123-1

See page two for job notes and contact information.

Lancaster PA 17601
2425 New Holland Pike
Eurofins Lancaster Laboratories Environment Testing, LLC
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