DEPARTMENT OF THE ARMY
UNITED STATES ARMY INTELLIGENCE CENTER OF EXCELLENCE AND FORT HUACHUCA
1903 HATFIELD STREET
FORT HUACHUCA, ARIZONA 85613-7000

ATZS-CG (525-13a) 30 November 2023

MEMORANDUM FOR SEE DISTRIBUTION

SUBJECT: POLICY 23-21 — Foreign Travel

1. REFERENCES.
a. AR 600-8-10 (Leave and Passes (Rapid Action Revision).
b. AR 525-13 (Army Antiterrorism Program).

c. AR 380-67 (Army Personnel Security Program).

d. Foreign Clearance Guide (FCG), https://www.fcq.pentagon.mil/fcg.cfm.

e. ARNORTH OPORD 18-004 Force Protection Mission and Antiterrorism Program,
1 Jun 18.

f. AR 381-12 (Threat Awareness and Reporting Program).

2. APPLICABILITY. This policy concerns foreign travel on official (Temporary Duty) or
unofficial (personal) business and applies to all assigned, attached, or temporary duty
Active Component military personnel, Army Reserve personnel on active duty status,
and Army National Guard personnel in Title 10 status to USAICoE, and includes
Defense Language Institute (Presidio of Monterey, CA) and 344" Military Battalion
(Goodfellow Air Force Base, TX). This policy also applies to USAICoE DA Civilians and
DA contractors (provided it does not violate the terms of the contract) when travelling in
an official capacity, and to DA Civilians with access to classified information. All foreign
trips must be reported to the SSO or G2 Security Office for input into DISS. This
includes any day trips across the border of Mexico. This policy is not applicable to those
traveling on permanent change of station orders or DA civilians with no access to
classified information traveling for personal business. Contractors who are not read on
to SCI will report their foreign travel to their respective company FSO (Facility Security
Officer).

3. POLICY.

a. Foreign Travel Briefing Checklist: All USAICoE Security Offices will utilize the
enclosed checklist/briefing. The SSO may use their proprietary form as required.
Applicable USAICOE travelers, defined in Paragraph 2, will complete the enclosed
briefing checklist with their security office 30 days prior to foreign travel. For TDY travel,
a copy of the completed checklist should be attached to the Defense Travel System
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(DTS) authorization as a substantiating document as required. Upon return, travelers
will report back to their security office for a debriefing. Personnel read-on to SCI
programs, facilities, or material will contact their Special Security Officer (SSO) for the
SCI pre-brief and debrief. The checklist unifies the Army's two principle foreign travel
regulations, Antiterrorism (AT) and Personnel Security (PERSEC). AT requirements
concern protection of DA personnel traveling abroad while PERSEC concerns
protection of DA classified information. Both regulations attempt to mitigate associated
risks inherent to foreign travel such as susceptibility to foreign intelligence services as
well as terrorist attacks. Special threat awareness briefings will be presented to those
personnel identified in paragraph IAW 1. f. para 2—6 and will either be conducted one-
on-one with the individual concerned or in small groups. These briefings will be
conducted by CI agents.

b. Foreign Clearance Guide. All applicable travelers, defined in paragraph 2, must
review the Department of Defense Foreign Clearance Guide (FCG)
(https://www.fcg.pentagon.mil/fcg.cfm) prior to travel planning and comply as applicable.
The FCG highlights the risks involved with travel to Mexico or other high risk areas, as
well as additional restrictions on the travel of US Government personnel. The FCG
country page provides access or reference information to the Area of Responsibility
Brief (AOR) brief. The AOR brief may be obtained by the Department of State website
for the country visited.

c. Country Clearances. Unless specifically not required in the FCG, Personnel
subject to this policy will open a travel request in the Aircraft and Personnel Automated
Clearance System (APACS). APACS is a web-based tool designed to aid DoD travelers
on official business (and in some cases leave) overseas in meeting the clearance
requirements outlined in the DoD FCG. APACS automates the process of requesting
and approving diplomatic and personnel clearances via a common, centralized, and
secure database. Depending on the country, APACS may require the completion or
update of the traveler’s Isolated Personnel Report (ISOPREP) and/or the Individual
Antiterrorism Plan (IATP).

d. ISOPREP. The USAICOE G2, HT-JCOE J2, 111" MI Bde S2 offices to include
the Battalions offices house ISOPREP managers.

e. IATP. The USAICoE G3, HT-JCOE J3 and the 111" MI Bde S3 offices house the
IATP assigned Antiterrorism Officers (ATO’s). IATP approvers must register at
https://iatp.pacom.mil. Approvers must meet the following criteria:

(1) FPCON Normal & Alpha: O-5 (LTC) / civilian equivalent GG/GS-14.
(2) FPCON Bravo & Charlie: O-6 (COL) / civilian equivalent GG/GS-15.
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(3) FPCON Delta & USINDOPACOM Restricted Areas: Flag Officer (FO) /
General Officer (GO) / Senior Executive Service (SES).

f. Required Training. All applicable travelers will, at a minimum, complete AT Level 1
online training (http://jko.jten.mil) within six months of the planned trip. Some locations
may require completion of the SERE Level 1 training, completion of which is updated on
the individual’s ISOPREP profile, APACS, or IATP.

g. Approval Levels. Not to be confused with 2e above. Foreign travel approval
authority rests with unit procedures unless otherwise outlined in the FCG. All military
personnel absence requests for foreign travel, must be routed to the Military Personnel
Services Division, Personnel Services Section, prior to approval IAW 1.a., para 2-12, for
validation by the Installation Foreign Travel Clearance Manager. Unit commanders will
follow up with the S2/G2 and approving COCOM AOR 2 weeks prior to start date on
any Soldier’s approved unofficial leave travel to ensure there is no change in the
country restrictions or APACS travel approval.

4. This policy constitutes a lawful military order, is punitive in nature and applies to
military personnel under my general court-martial jurisdiction. Military personnel who
violate or fail to obey this policy may be subject to administrative or disciplinary action
under Article 92, Uniform Code of Military Justice. While the punitive nature of this order
does not apply to DA Civilians, dependents or contractors, those personnel are highly
encouraged to avoid non-official travel to the prohibited states and border areas. Lack of
compliance by DA Civilians on official travel will be governed by civilian personnel
policies and regulations.

5. This memorandum supersedes HQ USAICoE, ATZS-CG memorandum (POLICY 20-
21 — Foreign Travel), 21 September 2020.

6. PROPONENT. USAICoE G3 Antiterrorism Officer, 533-5049.

Digitally signed by

APPELHANS.RICHARD. ApPELHANS RICHARD.THOMAS. 116
THOMAS.1161909471 1909471

Date: 2023.11.30 12:15:13 -07'00'

Encl RICHARD T. APPELHANS
Foreign Travel Checklist Brigadier General, USA
Commanding

DISTRIBUTION: E
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Foreign Travel Checklist

PRIVACY ACT STATEMENT

DATA REQUIRED BY THE PRIVACY ACT OF 1974
AUTHORITY: 5 USC Section 301.

PRINCIPLE PURPOSE(s): This information will be used by supervisors, and the Security Manager/S2 to track individual foreign travel
as required by AF 380-5 and AR 381-12.

ROUTINE USES: Ensure that adequate contact can be established and accountability maintained in the event of an emergency.
MANDATORY OR VOLUNTARY DISCLOSURE AND EFFECT ON INDIVIDUAL NOT PROVIDING INFORMATION: Last Name,
First Name, E-mail, Telephone Numbers, Emergency Contact Information, Destination Address, Last 4 of SSN or Passport Number.

DISCLOSURE: If information is not provided, the individual jeopardizes his/her possibility of notification or assistance in the event of an
emergency; additionally failure to report foreign travel may adversely affect Security Clearance determinations.

Travel Details

Travelers Name:

Section/Organization SSN (last four) or Passport #
Country of Travel #1 Dates: (To-From)
Country of Travel #2 Dates (To-From)
Country of Travel #3 Dates (To-From)
Number of Travelers Purpose of Visit

Emergency Contact

Cell Phone Contact While in Country:

Foreign Travel Briefing

Foreign Clearance Guide https://www.fcg.pentagon.mil/fcg.cfm

DATE OF REVIEW

Reg|§ter with APACs (If https://apacs.dtic.mil/apacs/
requi red) DATE OF REGISTRATION/ APPROVAL

NIPRnet:

ISOPREP/PRMS within 90 days https://prmsglobal.prms.af.mil/prmsconv/Profile/Survey/start.aspX | pate oF REGISTRATION

Antiterrorism Level 1 Training https://jkodirect.jten.mil

DATE OF TRAINING

Country Specific Information, . )
Warnings & Cautions https://www.fcg.pentagon.mil/fcg.cfm AT OF REVIEW

State Dept STEP Program https://step.state.gov (works on Internet Explorer, not Edge) DATE OF REVIEW

SSO Brief if Read On, N/A if not | Call 520-538-4049/4045/6668

DATE OF BRIEF

902" Mexico Brief Call 520-533-2104

DATE OF BRIEF

Traveler’s Certification (Bring Signed Copy to your Directorate Head, or Supervisor for Verification/Accountability)

I certify that I have received the necessary Antiterrorism Level I training (include a copy of your most recent AT Level I Certificate). |
understand my responsibilities as a DoD employee or family member traveling to a foreign country and I have taken steps
to minimize my vulnerability. I understand that I must be debriefed upon returning from the above travel and that I am
required to report any contact that could be a TARP incident.

Signature / Date

Security Officer

Date DISS entry: Pre-Travel Date: Post-Travel Date:

NAME

Signature / Date
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Foreign Travel Briefing Statement

Know the rules of the countries through which you are traveling. Pay close attention to duty requirements, currency laws, bans on importation, customs
declarations, etc.

Do not carry any letters/packages, on behalf of any third party.

Carry only essential items of identification. Do not bring government access badges, building passes, or other official paperwork.
Your hotel room may be searched sometime during your stay. Do not leave any official items or papers unattended in your room.
Beware of overly friendly guides, interpreters, waitresses, hotel clerks, etc., who's intentions may go beyond being friendly.

Do not discuss official business outside of U.S. government controlled areas.

Never attempt to photograph military personnel or installations or other restricted/controlled areas. When in doubt, ask an official.

If you suspect you are under surveillance, it is best to ignore it. Do not try to evade or lose surveillance agents. Report surveillance to the embassy or
consulate security office.

Avoid moral indiscretions or illegal activity, which could lead to compromise or blackmail. Carefully avoid any situation which would provide a foreign service
with the means for exerting coercion or blackmail.

The Department of State, Bureau of Consular Affairs webpage, http://www.usembassy.gov, provides links to all U.S. Embassies, Consulates & Diplomatic
Missions. Consider printing Embassy Emergency Contact information prior to your departure to avoid not being able to access it online.

PRIVACY ACT STATEMENT

1.  Were any problems encountered at the time of the arrival or departure from the foreign country?
YES |:| NO

2. Did you have any unusual experiences while traveling (to include harassment, suspected surveillance, detention,
unusual customs inspection, searches of hotel room or trash, listening devices found, telephone monitoring, etc)?

|:| YES |:| NO

3. Were any probing inquiries made relative to traveler’s job, duties, studies, and/or company or organization? (If yes,
contact your Security Manager and complete Foreign Contact Questionnaire). |:| YES |:| NO

4. Did you experience any blatant indication of possible approach/efforts to compromise by a Foreign Intelligence
Service? |:| YES |:| NO

5. Did you meet a foreign national who requested future contact? (If yes, complete a Foreign Contact Questionnaire.)

|:| YES |:| NO

6. Has any other agency or official debriefed you? (If yes, please list) |:| YES |:| NO

7. Were you a victim of a criminal act? Were you detained or arrested? Did you witness any acts that may be
considered terrorist like? Were you approached by anyone offering to exchange currency? |:| YES |:| NO

8. Did you lose/misplace any official materials or personal luggage? Did you take any personal pictures of foreign
government, military installations, or equipment? Were you hospitalized during the trip? Did you check in & out

with the local embassy or consulate? |:| YES |:| NO

IF YOU ANSWERED “YES” TO ANY OF THE ABOVE QUESTIONS,
EXPLAIN ON A SEPARATE SHEET OF PAPER.

NAME / SIGNATURE: DATE:

RETURN TO:
Attn: Unit Security Manager, S-2, or ATO

POST-TRAVEL SECURITY INVERVIEW CONDUCTED BY:

NAME / SIGNATURE: DATE:

25 July 2019
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