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Contents and general instructions

PAGE:

General instructions:
For each subpage, make groups to define
the roles of the participants. Make a
group set for the subpage, and also add
the Admin group to the Page Admin
group set and add the Contributors group
to the Page Contributors group set.

Create groups
Make Group Sets

How User Groups and Group Sets relate (draft)

3
4
5
6. Apply permissions to a page and its subpages
7. Select permissions to apply

8. IMCOM standard

9. Grant permission to oversee a group

10. Grant permission to use the dashboard o
Grant permissions to Group Sets

whenever possible, and control access via
group membership.

11. Enable sitemap use
12. Set up Files permissions
13. Set up File Manager permissions

14. Allow the use of blocks and stacks

15. Grant permission to work with files

16. Grant permission to use the File Manager IMCOM GUIDELINES: Blue boxes offer helpful explanations

17. Grant permission to view site in maintenance mode The dark gray boxes are policy |
reminders.
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Create groups

* First, ensure Advanced

Permissions are on (1,2)

e Go to Dashboard =2
Members = User

(Cilr)oups (3) =2 Add Group

e Enter the name and
description. Check
“Automatically remove
users from this group,”
choose “Once a certain
amount of time has
passed,” and give the
user a year.

e Select “deactivate” for
Expiration Action, and
click “Add Group.”
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Sitemap

Members

8 O &8 40 -4- F
oo | 7 wsdesen s Home T Baic R 3

L b

[ UserLogIn [ Most Visited 5.3 Graduate School USA -... W Links - cmsmatrix.org ... | Graduate Programs | T...

1l
‘

@ mileditors s Home >

m

SEOQ & Statistics

Permissions & Access

Conversations

NAMING CONVENTION:

“UID last 2-Group name-Admin or
Contributors”

BG-Simmons Weather Contributors
BG-Simmons Weather Admin

Start with the last two letters of your
garrison unit ID (eg. Fort Bragg is “BG”)
”Contributors” groups should not have
publication permission. Use “Admin” for
those who have publishing rights to a
page.

Use the same name for the page, groups
and sets.

UID=Unit ID. For IMCOM garrisons, it’s
four characters starting with IM — for Fort
Bragg, it’s IMBG. Thus, BG is the Fort
Bragg prefix.

Reports

(]

Search Users
User Groups

iple Groups

Community

User Groups

Q Name

& Al Groups
& Guest
¥ Registered Users
& Administrators
& Contributors
# BG-DPS
¥ BG-Simmons Weather Contributors
¥ BG-Simmons Weather Admin
¥ BG-TSC Admin

Add Group

Group Details

Name
Simmons Weather Contributors

Description

Group with permission to edit but not publish the Simmons Weather page(s)

Parent Group

@@ All Groups
O Administrators
O Contributors
O BGDPS

Automation

[T] This group is automatically entered. @
Automatically remove users from this group.
once a certain amount of time has passed

Accounts expire after

Days Hours Minutes

365

Expiration Action

Deactivate the user account

Cancel

H

Add Group




GROUP SETS REQUIREMENTS:
I\/I a ke G ro u p S et S For each subsite (one or more pages

to be edited by a certified agent),
create user groups for admins
(allowed to publish) and contributors
(allowed to edit but not publish).

° ‘ ‘ Also make groups for page Admins
G O to - G Set and page Contributors. Put all
9 o Lol s Admins in the Page Admins group
D ds h b Od rd Fles and the Contributors in the Page
9 S Contributors group
M e m b e rS en;e:m eere Follow the UID naming convention
User Groups 4% BG-Simmons Weather Group Sets BUETEE))
G ro u p Sets Move Multiple Groups
Attributes
Group Sets Add SEt
[ ] N a m e t h e Set Community Points Name 38 5G Page Admins
Reports
a n d C h O Ose BG-Page Admins it BG-Page Contributors
Groups it BG-Simmons Weather

mem be rS [C] Administrators

Add Set
[] Contributaors ©

* Click Add Set B 5G0PS |

BG-Si Weather Contribut
Bl BG-Simmans Weather Contriattors A CERTIFIED AGENT is a person
&F BG-Simmons Weather Admin )
BGTSC Admi allowed by PAO to post to a section
S ) i of a website. They must have
rou syof Users workiﬁ on certifications specified in the
g ] pe Groun Sets s eid IMCOM Enterprise Web SOP and
thFi)n gs’u P P operate under garrison PAO
85 Up- oversight.
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How User Groups and Group Sets relate (draft)

e User Groups and Group Sets
are used to control page
permissions and access to
pages. What groups and sets

£ (page) Page Admin user

a user belongs to determine Page admins ¥ group: Can publish pages and
V%Q?]Eppl?lgges gn%yVS?lgt they L ey 9z J add contributors for a subsite

can do with them.
(page) Contributor user
Page group: Can edit or add pages
Contributors for a subsite
Sitewide settings | group set \ P
# ﬁ
¢

(page)

Page-specific [ (P28¢) group set

settings
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(o]l =

e Start at the page in edit
mode. oo R

A= - I S I [

mfunvo o
Page Permissions

e Go to the Page Settings —
menu > Permissions  mwons v sy
* In “Assign Permissions” :
permi ol
select “Manually,” and
click OK in the pop-up confim Shange
bOX- PWFWQPa:tUm Changing this setting will affect this page
= immediately. Are you sure? -
........... E3
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Select permissions to apply

Current Permission Set

¢ |nthe Current Permission
Set,

* Click on the name of the
action you want to permit

* |nthe action box, click “Add”
next to the “included” line

* Inthe next window “ Add
Access Entity,” select how
you want to Era nt
permission: by individual,
group, group set, etc.

In this case, we’re using a Group Set.

e C(Click on the name in the
popup box. It will populate in
‘Add Access Entity.

 Click “Save,” and the new
permission will appear in the
action box.

 Click “Save” again and the
new permission will appear
in the Current Permission
Set.

View
View Versions
View Page in Sitemap

Preview

Preview Page As User

Included

= - = Administrators
Edit Speed SettingS

Change Theme Excluded

Change Page Template None
. Add Access Enti
Edit Page Type ty
........
Cancel

Note that you can select a time
limit for the permission, but since
we put a limit on the user account,
we’ll leave this blank.

Praview Page As User

Add

om
Add
Add Access Entity
Access
Wht  Add Group Set
!
5 Simmons Weather
S

TERMS:

An Action A Permission

Search User Group

m View Page in Sitemap

Preview Page As User

Edit Properties

Drag and Drop
....to duplicate permissions from
one action to another!

LTI TE ]

n Sitemap

e As User /‘\

roperties

! Contents

View Page in Sitemap
Preview Page As User
Edit Properties

Edit Contents




STANDARD CONFIGURATION:

| M CO M Sta N d a rd Current Permission Set

view [ETE3
View Versions
View Page in Sitemap
¢ Once your page Preview Page As User
permission set =it Properties
looks like this
. " ” , Edit Speed Settings
click “save” at e e
t h e botto m Of Change Page Template
the page Edit Page Type
Pag
) Edit Permissions
Delete
Delete Versions
Approve Changes
Add Sub-page
Move or Copy Page
Schedule Guest Access
Edit Multilingual Settings
PAGE 8 Copy




PAGE 9

Grant permission to

* Navigate to

Dashboard =2
Members = User
Groups

e Click on the group

you want to work
with

e Select Edit

Permissions

e QOverride the parent

group permissions —
the permissions will
become editable.

e Edit the permissions

(see page 7) as
shown. Save.

User Groups

Sitemap
Files
Q Name Members
Search Users
& All Group:
T Guest User Groups
i Registered U Move Multiple Groups
W Administrators Attributes
& Contributors Group Sets
® BG-OPS Communi ity Points
L] Simmons Weather Contribujors
¥ simmons Weat -y co0p 00 oo Boonse

Edit Permissions

Edit Permissions

Search User Group
Edit Group

Assign Group

Add Child Group

Edit Group Permissions

Permissions for this node are currently inherited from All Gr

oversee a group

WHO DOES WHAT TO WHOM:
Depending on your PAQ’s policy, you
can arrange for the Admin to be able

to add Contributors and other
Admins for that page.

STANDARD CONFIGURATION:

Edit Permissions

Permissions for this node currently override its parents’
permissions.

Search User Group
tditGroup ([EEIEEED
Assign Group

Add Child Group

Edit Group Permissions

Copy




Grant permission to use the dashhoard

STANDARD CONFIGURATION:

File Edit View History Bookmarks Tools Help

Permissions
& ) (D& | https://wuw.bragg.army.mil/index.php/dashboard @ || Q Search Wi B 3+ & 4 @ -
B User LogIn [8) Most Visited £ Graduate School USA -... @ Links - cmsmatrixorg ... [} Graduate Programs | T.. @ mileditors :: Home " —
* Go to Dashboard 2 " " Assign Permissions

Sitema p. o Sieman F Manually

e On the sitemap page click o Sty ageinemmisiions

Full Sitemap

IIInCI u d e SySte m PageS | n N E:;:::m Inherit the permissions of this page
Sitemap”

Members

i Current Permission Set

* Expand the Dashboard tree
(click on the + next to === I e
‘Dashboard” ) i st feea BG-Page Contributors

N tacks & Block: i =
[ Page Mot Found s ‘e View Versions
[3 Page Forbidden [ Extend txtend concrete! 5

* Click “Permissions” T

E% Include System Pages in Sitemap ‘ i

ystem & Settings View Page in Sitemap [ERTTEIETA EEEETRTREY

° ASSIgn ermISSIOnS : Y Preview Page As User
manually (see page 6)

Edit Properties
* Grant the Page Admin cait contents
Group Set permission to B

view the page (see page 7). e
e Save changes B e

Edit Speed Settings
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STANDARD CONFIGURATION:

Permissions

Enable sitemap use

Manually

File Edit View Higtory Bookmarks Tools Help Subpage Permissions

[Fort Bragg :: Full Sitermap x\ Site Search - concretes ® | Site Search - concreteh Inherit the permissions of this page.

G O to D a S h b O a rd 9 é i) il | https://www.bragg.army.mil/index. php/ dashboard/sitemap/full @ Q cang
. Graduat

- UserLegIn [2) Mast Visited &3 Graduate School USA -... ‘ Links - emsmatrix.org ...

Sitemap B | rromone

Current Permission Set

View

Full Sitemap Full Sitt /"

View Versions

e Click on Home (the
home page)

View Page in Sitemap

Preview Page As User [ERLTISieeies [ETE RV ETAT

e Select Permissions

[ Leadership Edit Contents

 Edit permissions as

Edit Speed Settings
[ Garrison

[ Fort Bragg History

S hown (See page 7) [ visitor Information
[ Event Calendar

[ Most Requested Documents Edit Page Type

[ Download File

Change Theme

Change Page Template

Edit Permissions
[ contact

[ My Fort Bragg Delete

[ Units / Tenants

[ Qearch I nanndin ar admin
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Set up Files permissions

e Go to File

PAGE 12

Manager in
the site
map. Open
permissions
and set up
as shown

Full Sitemap

Q Name

Home
- =& Dashboard

[J Sitemap

[ Attributes

[ File Sets
[ Add File Set
O Members

[J Reports

M Panec & Thameas

STANDARD CONFIGURATION:
Permissions

Assign Permissions

Manually

Subpage Permissions

Inherit the permissions of this page.

Current Permission Set

WU Administrators | BG-Page Admins
BG-Page Contributors

View Versions

View Page in Sitemap

Preview Page As User
Edit Properties

Edit Contents

Edit Speed Settings

Change Theme

cancel Save Changes




Set u p File Manager perm TANDADCONFIGURATION:

e Go to File
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Manager in
the site
map. Open
permissions
and set up
as shown

Full Sitemap

Q Name

Home

Ll 28 Dashboard
[J Sitemap
LT3 Files

[ File Magager
0 Aﬂribu:k

[ File Sets

[ Add File Set
O Members

[J Reports

M Panec & Thameas

Permissions

Assign Permissions

Manually

Subpage Permissions

Inherit the permissions of this page.

Current Permission Set

VU Administrators | BG-Page Admins | BG-Page Contributors

View Versions

View Page in Sitemap

Preview Page As User

Edit Properties

Eait Contents

Edit Speed Settings
Change Theme

Change Page Template

Fdit Pane Tuna

Cancel

Save Changes




Allow the use of blocks and stacks

e Use the
dashboard
to naviEate
to Stacks
and Blocks
- Block &
Stack
Permissions

e Update the
permissions
as shown
(see page 7)

e Click “Save”

Dashboard

Sitemap

Full Sitemap
Flat View
Page Search

Files

Members
Reports

Pages & Themes
Conversations
Workflow

Stacks & Blgcks
Extend concrel

Svefem & Setfinns

Block & Stack Permissions

Ad Block
Ada stack

Files

Members
Reports

Pages & Themes
Conversations
Workflow

Stacks & Blocks
Stacks

Block & Stack Permi ns

Block Types

Extend concreteS

System & Setiings

Event Calendar
Logged in as admin
Sign Out.

STANDARD CONFIGURATION:

Add Block
Add stack

PAGE 14




Grant permission to work with files

PAGE 15

Navigate to
Dashboard =2
Files = File Sets

Add a file set
following the UID
naming
convention (see
page 3)

Click “Add.”
When the new
file set name
appears in the
File Sets list, click
on it.

In the “Details”
tab, check

“Enable custom
permissions....”

File Sets Add Fi E

e O
P Moo Slg cot addod succasshully. F

a

::::::

aq
&3
&bckanes b
i & B-hon

& BG o

atc Add File Set STANDARD CONFIGURATION:

&¢

& St Name

Name
BG-Simmons Westhet BG-Simmons Weather
Enable custom permissions for this file set.
File Sets ' view Files - [XIITITIETY (G (I
Search Files i File Manager
Details Files in Set

Edit File Properties BG-Simmons Weather
Name Edit File Contents BG-Simmons Weather

BG-Simmons Weather
Copy File BG-Simmons Weather

£J} Enable custom permissions for this file set.

Edit File Access

Delete File Set
Delete File
Add File

cel Save




Grant permission to ysa-tha-fila Moo ogor

File Manager Permissions

e Check System &

L] L]

Settings -> Files | i - @i DRI ciisrsors | Gusst | 86 Page Admins | B-age Contribtors |
. \(_'II @ & | https:/fwww.bragg.army.mil/index.php/dashboard’ Search Files in File Manager

-> File Manager -

B User LogIn [8) Most Visited 53 Graduate School USA -... @ Links
o B - Edit Fle Properties
Permissions Edit File Contents

System & Settings
t Copy File
e Change the
- h Edit File Access
asics

permissions to

Accessibility
Social Links

Delete File Set
what is shown
Rich Text Editor

Languages Add File

(see page 7)

— T O =

e Save y

Files Optimization Permissions & Access Multiingual
SEO & Statistics

File Managgr Permissions Cache & Speed Settings Site Access
Allowed Fil Clear Cache Task Permissions kS
Thumbnails Automated Jobs User Permissions g \
Image Uploadin Database Query Log Advanced Permissions et

Login &
File Storage Location: IP Blacklist g

Email

Capicha Setup - . - -
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Grant permission to view site in maintenance

STANDARD CONFIGURATION:

mode

e Go to

If your page admins still see the maintenance
mode screen when logged in, do this.

Permissions & Access

D as h b Od4d rd Site Access

Task Permissigns

- System &

IP Blacklist

Settings >

Spam Control

Pe r m i SS i O n S Maintenance Mode

& Access
Task

9

Permissions

e Set

permissions

as shown
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Extend concretes

System & Settings

Basics

Multilingual

SEO & Statistic
Files

Optimization
Permissions & Access
Login & Registration
Email
Conversations
Attributes
Environment

Task Permissions

Access Sitemap LI cr]
Uninstall Packages [
Install Packages [LEIITIETEGIES
View Newsflow [[Eluiie ey
Upgrade concretes [ e
Access Page Type Permissions [[RETTSTTErS) ERRTY
Perform Backups L o
Access Task Permissions [[RERTTSTTrSy ERRTY
Access Page Type Defaults [ e
Customize Themes (IR e
Manage Layout Presets [[RLGccr]
Empty Trash [EGITIESTEATES
Add Topic Tree [

THIS IS A GROUP SET

Remove Topic Tree

View Site in Maintenance Mode

Edit Gatherings (Lo e ]



End of tutorial

Backup material follows
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Current permissions for File Manager in the
sitemap

Permissions

i
Current Permission Set
e ersions
fiew Pag Sitemap
Pre Page As Use
Edit Properties
dit Cc e S
Edit Speed Set S
Change Theme
Change Page Template
Edit Page Type "
Cancel
&
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Current Permissicn Set

view (@
View versions (ST
View Page n Semep IS
Preview Page s User  [EETEIIID
Bt Propertes SIS
 Editcoments LTI
fmwm‘ u
catPage e TN

View Page in Sitemap
Preview Page s User
Edit Properties

Who gets access to this permissio

None Selected

Group

User

Group Set

Group Combination
Page Owner




€ bragg.army.mil/index.php/about/ga

H User LogIn |2) Most Visited £F Graduate School USA -... ‘ Links - crsratrix.o

Eile Edit View History Bookmarks Tools Help

Automatio:

Fort Bragg :: Simmons Weather New Tab

&

army.mil/index.php/abou

' U.S. ARMY FORT BRAGG

Expeanca Lowan

n UserLogIn |2 Most Visited 3 Graduate School USA -..

Home of the Airborne and Special Operations H

| Ble g Yiew Higtery Bockmarks Teel Help

Home /' About / Garrison / Sir Edit Permissions
Fort Bragg = Simmens Weather = | New Tab
& acymil e
I8 s Login 8 Mosa Ve £ Geadusse School USA - Permissions for this node currently override its parents
| - - | SIMMONS WEATHER
] 3 ==
Fort Bragy
€ B Y AAD - =
Bl e g

S Dkl Maskating Coun

Copy

Edit Group
Cancel

FrTU e pyp L y—= v Sermens Westhar Adean ]
mb o A3 o

Current Permission Set

View
View Varsions

View Page in Sitemap

Preview Page As User
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Edit Properties




Granting Task Permis

PAGE 22

File Edit View History Bookmarks Teols Help

| Fort Bragg = Task Permissions x| +

o= =)

L] #  https

www.bragg.army.mil/index.php/dashboard/system/permissic

automatic slide index in

wE 9 3 A& 40 -9

n User LogIn |2 Mast Visited £3 Graduate School USA -... ‘ Links - cmsmatrix.org ... . Graduate Programs | T... @ mileditors :: Home ) Basic Web Metrics | Kn... »

Task Permissions

Permissions updated successiully.

Access Sitemap

Uninstall Packages

Install Packages

View Newsflow

Upgrade concretes

Access Page Type Permissions
Perform Backups

Access Task Permissions
Access Page Type Defaults
Customize Themes

Manage Layout Presets

Empty Trash

Add Topic Tree

Remove Topic Tree

View Site in Maintenance Mode

Edit Gatherings

Cancel

https://www.bragg.army.mil/index.php/dashboard/system/permissions/tasks

Q

Sitemap

Files

Members

Reports

Pages & Themes

Conversations

Workflow

m

Siacks & Blocks

Extend concrete5

m

System & Settings

Basics

Multilingual

SEQ & Statistics

Files

Optimization

Permissions & Access
Site Access
Task Permissions
User Permissions
Advanced Permissions
IP Blacklist
Captcha Setup
Spam Control
Maintenance Mode

Login & Registration

Email

Conversations

Attributes




What Group Sets to make

PAGE 23

For each subsite (one or
more pages to be edited by
a certified agent), create
user groups for admins
(allowed to publish) and
contributors (allowed to
edit but not publish).

Also make groups for page
Admins and page
Contributors. Put all Admins
in the Page Admins group
and the Contributors in the
Page Contributors group

Follow the UID naming
convention (Page 3)

Group Sets

&k BG-Simmons Weather

Add Set

Name

BG-Page Admins
Groups

Administrators

Contributors

BG-DPS

BG-Simmons Weather Contributors
&t BG-Simmons Weather Admin
BG-TSC Admin

Add Set

A CERTIFIED AGENT is a person
allowed by PAO to post to a section
of a website. They must have
certifications specified in the
IMCOM Enterprise Web SOP and
operate under garrison PAO
oversight.

Group Sets

4% BG-Page Admins
i8¢ BG-Page Contributors

it DG-Simmons Weather

Add Set

Name
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