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Welcome to the United States Army Cyber School and Fort Eisenhower!
Bravo Company, 401st Cyber Battalion maintains ADCON of all Soldiers assigned to
Fort Eisenhower for training in the 17C MOS.

Arrival:

Y ou must first report to the Bravo Company CQ desk (BLDG 25720) upon arrival. If you
require a barracks room then you can request one from 15th Signal BDE HQ, Staff Duty
Desk in BLDG 25710, Barnes Ave after reporting to Bravo Company CQ. The free
GuideOn app (Android/iOS) can help SMs find places on Fort Eisenhower. Most
locations are also on Google Maps. If you require assistance, contact Bravo Company CQ
at (706) 791-3572.

For Reporting:

All Soldiers must be in ACU's and will have: Common Access Card (CAC) and ID Tags,
at least 5 copies of their travel orders. Only Soldiers arriving from MEPS, or those that
changed branch, are exempt.

The report date in ATRRS generally lands on a Friday. SMs must report to the Bravo Co.
Barracks (BLDG 25720) CQ desk for further instructions. In-processing will not be done
until Monday. SMs are scheduled for Installation In-processing on Mondays, or Tuesday
if Monday was a holiday, 0845 at Darling Hall (BLDG 33720, 307 Chamberlain Ave)
Room 188E. You will need to bring a copy of your Orders; they will not make you
copies. Dental exams will be done the next morning at 0730 at Snyder Dental Clinic, on
the corner of 25th Street and Brainard Ave. Bring your dental records if you have them.
A new dental packet will be created if the SM cannot provide dental records.

SMs that arrive during duty hours (0900-1130 and 1300-1600) will be expeditiously in-
processed. In some cases, failure to arrive during the duty day will lead to new arrivals
not being properly integrated and potentially miss a class start. Ensure Soldiers report to
cadre at B Co Barracks CQ desk. You need to present your Orders and fill out a
Personnel Data Sheet. The cadre will notify Student Leadership to ensure proper
accountability.

Soldiers attending 17C course must have a fully adjudicated Top Secret clearance or will
not be eligible to enroll. Not having the appropriate clearance will result in disenrollment
and will be placed in a HOLD status. In the case of ARNG or USAR SMs, this may lead
to Soldiers being sent back to their home Unit. ARNG and USAR SMs are not actively
engaged and do not participate in any training while not enrolled in class.
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PCSing:
This course is a PCS move for everyone, and as such require Soldiers to bring ALL
ISSUED clothing and equipment. This also entitles most Soldiers to household goods
shipment and travel/move reimbursement upon arrival.

Lodging:
Single and unaccompanied SMs from PV1 to SGT will reside in barracks. Meal
deductions will be charged based on the system used at the dining facility. If you live in
the barracks, you will receive meal deductions even if you do not eat at the DFAC. MOS-
Is and MOS-Ts do not live in the same building. SMs with dependents will receive BAH
for the Fort Eisenhower Area and are responsible for acquiring their own housing.

SMs who choose not to PCS with their dependents will have two options for lodging:

SMs can stay in the barracks and not receive BAH, or they can receive BAH but must
find their own lodging. PCSing without your dependents may lead to undue financial

hardship.

BAH Waivers only authorize SMs to receive BAH for the location their dependents
reside. They are still responsible for their own meals but may eat at dining facilities.

Transportation:
MOS-Ts are responsible for their own transportation. MOS-Ts are not marched to class,
and some classes are held over a mile away from the Company HQ. It is preferred that
MOS-Ts have their own vehicle. Cadre will not transport MOS-Ts in Government
Vehicles except for in emergency situations, and never in a Personally Owned Vehicle
under any circumstance.

ARNG/USAR specific guidance:
This course is over 139 days. SMs cannot legally be placed on TDY for attendance to
these courses. ARNG/USAR SMs will bring 5 copies of their travel orders, as well as 2
copies of their MEPS orders. The 17C Course is split between 2 phases with about one
week of downtime between. If a SM is not reserved for Phase 2, they can still roll into it
after completing Phase 1. Orders will have to cover the full period of training. For both
courses, the ATRRS End Date is simply the last day of scheduled training. ARNG/USAR
SMs must still out-process Fort Eisenhower, and they are not given time to do so until
after the ATRRS End Date. SMs are scheduled to attend the Out-processing Brief with
Fort Eisenhower Transitions Office on Thursday the week after the ATRRS End Date. If
this period is not included in Orders, SMs will not out-process and will not receive a DD-
214. SMs transferring from another branch and have not been awarded an Army MOS
equivalent are not considered MOS-T and should be placed on IET Orders (this changes
some of their entitlements).
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Other pertinent information:
ASUs or AGSUs are required for monthly payday activities every first Tuesday of the
month and for graduation. Soldiers who arrive directly from MEPS and/or did not receive
an initial ASU/AGSU issue are exempt. Leaders are expected to lead/mentor outside of
the classroom environment. PT is conducted from Monday to Friday at 0515. Uniform is
weather dependent and is communicated the day prior based on the Commander's
weather call. Classes start at/around 0800, end at/around 1600, and lunch is from 1130 to
1300. End of day formations are at 1700, are only held on Mondays when classes are
inducted for graduation, and every Friday. Most holidays are observed by the Company.
MOS-Ts may put in for leave during normal scheduled 4-day weekends, otherwise they
may not leave a 250-mile radius of Fort Eisenhower.

As of 11JAN24

Very Respectfully,

SSG Carvajal, Mark A.

Operations NCOIC

B Co, 401ST CY BN

O: (706) 791-8047

E: mark.a.carvajal2. mil@army.mil

SPC Davis, Matthew

Operations Specialist

B Co, 401ST CY BN

0O: (706) 791-4266

E: matthew.w.davis91.mil@army.mil

PFC Cardinale, Nicholas R.
Operations Specialist

B Co, 401ST CY BN

0O: (706) 791-7652

E: nicholas.r.cardinale.mil@army.mil



Commander

First Sergeant

15th SIG Staff Duty

B. CO. Ops

B. CO. CQ

DOD SAFE

CCOE SHARP

15th SIG SARC

15th SIG EOA

401ST CY BN SHARP
401ST CY BN EOL

401ST CY BN Chaplain Office
988 Suicide & Crisis Lifeline

Suicide Prevention

Central Appointment
Tri-Care

Readiness Center
Connelly Clinic
American Red Cross
Snyder Dental
Optometry

Family Advocacy
Wellness Center

MFLAC

Important Numbers

(706) 791-4626

(706) 791-4682

(706) 791-8314

(706) 791-4266 / 8047
(706) 791-3572

(877) 995-5247

(706) 791-6297

(706) 589-3599

(706) 840-4795

(706) 469-4932

(706) 791-2285 / 3572
(706) 791-4053

Call or Text 988

(706) 791-9747

(800) 784-2433

(706) 787-7300

(800) 444-5445

(706) 787-7755

(706) 787-7300 / 5168
(706) 724-8481

(706) 787-7050 / 6265
(706) 787-7155 / 7345
(706) 791-3579

(706) 787-6756

(706) 288-5488

Bravo Company
401st Cyber Battalion



e .. RN

- . - - = St
DFAC #8 N ‘ ] ! Vv Cha.flle:Co 369 CO

'Thll'l“‘ PIZZa
---"’
28 Delivery.

Bravo Company, Cybe?g
Training Battahoni

el

‘TSthSija .
Brigade Mailigo

R {
| g ‘

EMESE S Bames Ave! I " amesveln

3 ey = vl b 4 - ¥ - ETEGTATE BameslAve B E
i . US Army Cyb_er Scheol - (7 Parkmg‘u@Arm‘, 15 BPE @ .. " = amesive

"‘ 9!0‘1 \Theater . . C;ber School Yoy &
9 < ' | S51stSignal Eatialon

Ft Gurdonlndmor ! bl | bEriendship Chapel Y \ =1 Centen Chi

Swimming Pagl ' 1 b A 3 e
Temporarily closed | -
L——*‘ s 3 jo -
- ] ) ;
- i i

Barton Field \®

60th'SignallBattalion HQ & -J 4 \® soldier rofLife Center
P *
ey mndons ; v

DDEAMEIACET Site -
2 1s . Gampbell Hall

= - S BrainardiAvel . $ - " - ;
~ { - — 3 ) Brf“”"’d A“E_ ) BrainardiAve
DFAG13. | TR : o
= .

QS.T/Per Party 0n|y . . L ! Mallleue il @ - = Blc‘entennla\ Chapel

o) 3 CPB Mannex
X e . ! (Bldg. 25423)




17C AIT Detailed Course Map

Phase 1 Phase 2
Cyber Basic Programming Cyber Common Technical Information OCO Analyst Core Cyberspace
Technical Core (3 weeks) Core Environment 101 (4 weeks) Response
(CBTC) \let ‘retr))losnor::!s (9 weeks) (1 week) (NCS Courses; Access & Aszsessmkent
(15+3) weeks) Shprvaataet e Operating Systems ) . Adjunct Faculty status (2 weels)
Test driven G Multi-Domain (Army developed
Shells and Scripting 4 needed) .
Computer development Permissions Operaron ol CBTs: scenario-based
‘ Incorporating files Concept Information " ; culminatin
Organization and P & HEDEERRES Operations Electronic * OVSCH00-veniewof &
Architecture Abstraction Networking and I/O 4 SIGINT Authorities event)

Operating Systems
Network Concepts
and Protocols
Windows
Unix
Scripting
Fundamentals
- PowerShell
- BASH
Enterprise Level
Networking
Protocol Analysis
Wireless
Technologies
Computer Network
Defense
Security
Python

Inheritance
Database results
Ciphers

Advanced ciphers
Working with regex
Encrypted
communication

DNS zone transfers
DNS cache poisoning
Log parsing

Log cleaning
Memory dump analysis
Scripting Metaspolit

Auditing and Logging
Key Windows features
* Registry

e Active Directory
Visualization and
Containerization

Networking

Packet Analysis

Services and Network Discovery
Industrial Control
Systems/SCADA

Filtering Devices

File Transfer, Redirection, and
Tunneling

Secure Shell (SSH)

Security

Concepts

* Reconnaissance

°  Web Exploitation

e Exploit Development

* Reverse Engineering

e Privilege
Escalation/Persistence

* Forensics / Anti — Forensics

Warfare

¢ Cyberspace Domain
& Organization
Overview

* Joint Cyberspace
Overview

e Domain &
Organization
Overview

¢ Army DODIN
Operations and
Defensive
Cyberspace
Operations

* Offensive
Cyberspace
Operations

* OVSC1208— FISA Amendment
Act Section 702

* OVSC1800— USSID SP0018 Intel
Oversight for Analytic
Personnel

e CYEC1200 - Basic Adversary
Tactics

-+ CYEC1250 - Basic Cyber

Adversary Awareness

¢ CYEC2150- CNO at NSA

¢ NETA1021- Internet
Technologies

* NETA2002 — Orientation to
Applied Digital Network
Analysis

* NETA2005 — Intro to GSM and
GPRS

¢ RPTG1012 - Basics of SIGINT
Dissemination

Classroom-Based:

* CRSK1000 — Intro to SIGINT
Development

e CYEC2200— Advanced

Adversary Tactics
* NETA1030 — DNI Gateway
Bootcamp

* NETW1002 - Global Comms
Capabilities

* DCO: 82d Airborne
Division is
supporting combat
operations in and
around the
Atropian/Donovian

* CSD:1337CSDis
tasked to
emulate/recreate
Donovian targets of
interest (bridge
transport, IR UAS,
RF UAS, air radar
and anti-aircraft)
and develop allied
capabilities to go
against each while
implementing risk
reduction measure.

* CMT:1337CMTis
tasked to leverage
intelligence and
gain a foothold
within Donovian
cyberspace to enact
DCO-RA and OCO
actions to enact
D3M activities
against targets of
interest.

US Army Cyber School, Cyber Center of Excellence




All items must be serviceable and in compliance with AR 670-1 and appropriate Army Regulations/Policies in order to be acceptable for use during the course.

***ALL Students are REQUIRED to have all items identified in this packing list. Any items from Section 5 that are unavailable to the Students MUST be justified on
a memorandum for record, signed by an O- 3 or above. Only exception will be interservice transfers.

Section 1. GENERAL ITEMS

ITEM QUANTITY NOTES
Common Access Card 1
Identification Tags w/ DODID # 2 Complete: Small and Large Chain
Bag Duffel: Nylon Duck 1
Bag Barracks: Cotton 1
Bag Clothing, Waterproof 1
Hygiene Kit 1
Shower Shoes 1
Towels Large Green or Brown 2
Wash Cloth Green or Brown 2
Eye Glasses 2 If applicable
Pens and Pencils 1
Note Book 1
Lock 2
Flashlight and Headlamp with Red Lens 1
Wristwatch 1 No Smartwatches during POl hours
Neck Gaiter 1
Camel Bak Hydration System w/bladder 1
Twin Size Bedding, Neutral Color 1 Optional for personnel staying in barrack
Multivitamin supplements (w/iron) 1 Female Soldiers

Section 2. ARMY COMBAT UNIFORM (ACU)

ITEM QUANTITY NOTES
Coat 4
Trousers 4
Undershirt, tan 499 7
Undergarments 7
Belt, rigger, tan 499 1
Socks, tan, green, or black 7
Boots, combat, tan or coyote leather 2
ACU Headgear 2

Section 3. ARMY PHYSICAL FITNESS UNIFORM (APFU)

ITEM QUANTITY NOTES

Jacket, running, black and gold, with gold Army logo. 1

Pants, running, black, with gold Army logo

Trunks, running, black, with “Army” in gold

T-shirt, black, short sleeve, with “Army” in gold

T-shirt, black, long sleeve, with “Army” in gold

Athletic footwear

Socks Black or White; Ankle must be covered, No Logo

Gloves Black, No Logo

NN R

Fleece cap, black

Section 4. ARMY GREEN SERVICE UNIFORM (AGSU) OR ARMY SERVICE UNIFORM (ASU)

ITEM QUANTITY NOTES
Coat 1
Trousers/ shirt i 1
Skirt 1 If applicable
Shirt short sleeve 1
Shirt long-sleeved 1
Necktie 1
Belt 1
Headgear 1
Footwear 1
Socks 1
Undershirt 1
All military uniform accoutrements As needed
Section 5: FTX AND TACTICS UNIFORM/EQUIPMENT
ITEM QUANTITY NOTES
Elbow pad 1 pair
Knee pad 1 pair
Modular sleep system 1set
Layer Il top & bottom lea
Rucksack 1
Layer V top & bottom lea
Layer | top & bottom lea
Wet weather top & bottom lea
E-Tool w/cover 1
Sleeping mat 1
ACH w/ cover and chin strap 1
IFAK pouch 1
Eye pro 1set Clear and dark lenses
Gloves 1 pair

FLC 1






