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The Department of the Army Freedom of Information Act Program

(OMB’s) Uniform Freedom of Information contains checklists for conducting manage-
Act Fee Schedule and Guidelines and is pulment control reviews.
lished pursuant to the Freedom of Informa-
tion Reform Act of 1986 (PL 99-570, 5 USCSupplementation. Supplementation of this
552(B)); section 954 of the National Defenséegulation and establishment of command
Authorization Act for fiscal year 1987 (PL and local forms are prohibited without prior
99661, 10 USC 2328), as amended by thepproval from HQDA (SAIS-IA-R), 107
, Defense Technical Corrections Act of 198 ARMY PENTAGON, WASH DC 20310-
_—Tar 4. { (PL 100-26). It includes all of DOD 5400.7-0107.
. R dated July 1989 except for appendixes E | . .
and F. Interim changes. Interim changes to this
J regulation are not official unless they are au-
r thenticated by the Administrative Assistant to
}B? Seretary of the Army. Users will destroy
Interim changes on their expiration dates un-
less sooner superseded or rescinded.

Togo D. West, Applicability. This regulation applies to the
Secretary of the Army Active Army, the Army National Guard, the

U.S. Army Reserve, and organizations
which the Department of the Army is the
Executive Agent.

History. This revision was originallyPro onent and exception authorit ;
published on 14 April 1997. It wa p p Y. Suggested Improvements. Users are in-

_ he proponent of this regulation is the DireCvited to send comments and suggested im-
authenticated by Togo D. West, Jr., Secretar, f Inf i f
of the Army. This electronic edition publishe Ror of Information ontions, and_ComputhLovements on DA Form 2028

S, . .
- - " - Control, Communications, and Computgféecommended Changes to Publications and
the basic April 1997 edition and |ncorporateB3|SC4). The DISC4 has the authority to ap%lank Forms) or in DAgForm 2028 format, 1

Change 1 published on 1 November 1997 Brove exceptions to this regulation that arghey are transmitted electronically, directly to
was also authenticated by TOgO D. West, J consistent with controlling law and regula-HQDA (SA'S-|A-R) 107 ARMY ’PENTA-
Secretary of the Army.. tion. The proponent may delegate the gfhNn WASH DC 2'0310_0107

Summary. This regulation updates the Freeproyal authority, in writing, to a division ’

dom of Information Act Program in accord-chief within the proponent agency in timastribution. Distribution of this regulation
ance wilh the facedom of Informaliaitage of colonel or the civilian equivalent.is made in accordance with initial distribution
RSir%r(rjn :\céng 192?7'1“1; :ticl:)zrf %rfmréAth“;ﬁ- my management control process. number (IDN) 093276, intended for com-
g gency p g g c? is regulation contains management contrahand levels B,C,D,and E for Active Army,

Zﬁtiedcelmgi %ruglef;)errrpnisi(i%ec\ilyél‘?ve?f Off eerﬁg provisions in accordance with AR 11-2 andArmy National Guard, and U.S. Army Re-

tion of such fees. The regulation conforms SErve.
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Chapter |
General Provisions

Section 1
References

1-100. References

a. Title 5, United States Code, Section 552.

b. DoD Directive 5400.7, ‘DoD Freedom of Information Act
Program,” May 13, 1988.

c. Public Law 86-36, ‘National Security Information Exemption.’

d. DoD Directive 5400.11, ‘Department of Defense Privacy Pro-
gram,” June 9, 1982.

e. DoD 5400.11-R, ‘Department of Defense Privacy Program,’
August 1983, authorized by DoD Directive 5400.11, June 9, 1982.
f. DoD Directive 5100.3, ‘Support of the Headquarters of Uni-
fied, Specified and Subordinate Commands,” November 1, 1988.
g. Title 5, United States Code, Section 551, ‘Administrative Pro-

cedures Act.’

ag. DoD 5000.12-M, ‘DoD Manual for Standard Data Elements,’
October 1986, authorized by DoD Instruction 5000.12, July 1989.

ah. DoD Instruction 5400.10, ‘OSD Implementation of DoD
Freedom of Information Act Program,” January 24, 1991.

ai. Title 32, Code of Federal Regulations, Part 518, ‘The Army
Freedom of Information Act Program.’

aj. Title 10, United States Code, Section 128, ‘Physical Protec-
tion of Special Nuclear Material Limitation on Dissemination of
Unclassified Information.’

ak. Section 822 of the National Defense Authorization Act for
FY 90 and 91 (P.L. 101-189, November 19, 1989: 103 STAT. 1382,
15083).

1-100.1. References (Army)

a. Required publications.

(1) AR 1-20 (Legislative Liaison) (cited in paras 4-300 and 5-
103).

(2) AR 20-1 (Inspector General Activities and Procedures) (cited
in paras 1-201, 5-200, and app B).

h. DoD 5200.1-R, ‘DoD Information Security Program Regula- (3) AR 25-1 (The Army Information Resources Management
tion,” January 1987, authorized by DoD Directive 5200.1, June 7, Program) (cited in paras 1-200 and 1-511).
1982. (4) AR 25-9 (Army Data Management and Standards Program)
i. Title 35, United States Code, Section 181-188, ‘Pateffited in para 7-200).
Secrecy.’ (5) AR 25-11 (Record Communications and the Privacy Commu-
j. Title 42, United States Code, Section 2162, ‘Restricted Data hications System) (cited in para 4-302).
and Formerly Restricted Data.’ (6) AR 25-400-2 (The Modern Army Recordkeeping System
k. Title 18, United States Code, Section 798,‘CommunicatidMARKS)) (cited in paras 1-511, 4-501, 5-208, and app B).

Intelligence.’

|. Title 18, United States Code, Section 3500, ‘The Jencks Act.’

m. DoD Directive 5230.24, ‘Distribution Statements on Technical
Documents,” March 18, 1987.

n. DoD Directive 5400.4, ‘Provision of Information to Congress,’
January 30, 1978.

0. DoD Directive 7650.1, ‘General Accounting Office Access to
Records,” August 26, 1982.

p. ACP-121 (United States Supplement 1).

(7) AR 27-20 (Claims) (cited in paras 1-201 and 5-101).

(8) AR 36-2 (Audit Reports and Follow-up) (cited in para 1-201).

(9) AR 40-66 (Medical Record Administration) (cited in para 1-
201).

(10) AR 40-400 (Patient Administration) (cited in para 1-201).

(11) AR 195-2 (Criminal Investigation Activities) (cited in paras
1-201 and 5-103).

(12) AR 340-21 (The Army Privacy Program) (cited in paras 1-
503, 3-200, 5-101, and 5-103).

g. Title 44, United States Code, Chapter 33, ‘Disposal of (13) AR 360-5 (Army Public Affairs, Public Information) (cited

Records.’
r. DoD Instruction 7230.7, ‘User Charges,’” January 29, 1985.

in paras 1-201 and 5-101).
(14) AR 380-5 (Department of the Army Information Security

s. DoD Directive 5000.11, ‘Data Elements and Data Coddarogram) (cited in paras 1-201, 3-200, 5-100, and 5-103).

Standardization Program,” December 7, 1964.

t. DoD Directive 7750.5, ‘Management and Control of Informa-
tion Requirements,” August 7, 1986.

u. DoD 7220.9-M, ‘Department of Defense Accounting Manual,’
October 1983, authorized by DoD Instruction 7220.9, October 22,
1981.

v. DoD Directive 5230.25, ‘Withholding of Unclassified Techni-
cal Data From Public Disclosure,” November 6, 1984.

w. DoD Directive 5230.9, ‘Clearance of DoD Information for
Public Release,” April 2, 1982.

x. DoD Directive 7650.2, ‘General Accounting Office Audits and
Reports,” July 19, 1985.

y. Title 10, United States Code, Section 2328, ‘Release of Tech-

nical Data under Freedom of Information Act: Recovery of Costs.’

z. Title 10, United States Code, Section 130, ‘Authority to With-
hold from Public Disclosure Certain Technical Data.’

aa. Title 10, United States Code, Section 2320-2311, ‘Rights in
Technical Data.’

ab. Title 10, United States Code, Section 1102, ‘Confidentiality

of Medical Quality Assurance Records: Qualified Immunity fotr

Participants.’
ac. DoD Federal Acquisition Regulation Supplement (DFARS),

Subpart 227.4, ‘Technical Data, Other Data, Computer Software and

Copyrights,’August 22, 1988.

ad. Executive Order 12600, ‘Predisclosure Procedures for Confi-
dential Commercial Information,” June 23, 1987.

ae. Title 31, United States Code, Section 3717, ‘Interest and
Penalty on Claims.’

af. Title 5, United States Code, Section 552a, as amended, ‘Th
Privacy Act of 1974.

AR 25-55 « 1 November 1997

(15) AR 530-1 (Operations Security (OPSEC)) (cited in paras 1-
501 and 5-100).
(16) AR 600-85 (Alcohol and Drug Abuse Prevention and Con-

trol Program) (cited in paras 1-201 and 5-101).

b. Related publications. A related publication is merely a source
of additional information. The user does not have to read it to
understand this regulation.

(1) AR 5-3 (Installation Management and Organization).

(2) AR 10-5 (Organization and Functions, Headquarters, Depart-
ment of the Army).

(3) AR 25-3 (Army Life Cycle Management of Information
Systems).

(4) AR 27-10 (Military Justice).

(5) AR 27-40 (Litigation).

(6) AR 27-60 (Intellectual Property).

(7) AR 60-20 (Army and Air Force Exchange Service (AAFES)
Operating Policies) (AFR 147-14).

(8) AR 70-31 (Standards for Technical Reporting).

(9) AR 190-45 (Military Police Law Enforcement Reporting).
(10) AR 380-10 (Technology Transfer for Disclosure of Informa-
jon and contacts with Foreign Representatives (U)).

(11) AR 381-45 (Investigative Records Repository (IRR)).

(12) AR 385-40 (Accident Reporting and Records).

(13) DA Pam 25-30 (Consolidated Index of Army Publications

and Blank Forms).

(14) DA Pam 25-51 (The Army Privacy Program—Systems No-

tices and Exemption Rules).

(15) Title 10, United States Code, Section 128, ‘Physical Protec-

tion of Special Nuclear Material: Limitation on Dissemination of
€Unclassified Information.’

c. Prescribed forms.



(1) DA Form 4948-R (Freedom of Information Act (FOIA/Oper- (9) AR 20-1, AR 385-40, and DA Pam 385-95 (aircraft accident
ations Security) (OPSEC) Desktop Guide) (prescribed in paras 1-investigations).

501 and 5-100). o ) (10) AR 190-45 (Military Police records and reports).
(2) DA Label 87 (For Official Use Only Cover Sheet) (prescribed (11) AR 195-2 (criminal investigation activities).

in para 4-301 and 4-400). . . L .

(3) DD Form 2086 (Record of Freedom of Information (FOI) (.12) AR 360-5 (Army_ public gﬁalrs. public |n_format|on, general
Processing Cost) (prescribed in para 6-104). policies on release of information to the Publlc). . 3

(4) DD Form 2086-1 (Record of Freedom of Information (FOI) ~ (13) AR 380-5 and DOD 5200.1-R (national security classified
Processing Cost for Technical Data) (prescribed in para 6-300a).information).

(14) AR 380-5, paragraph 7-10l1e (policies and procedures for

Section 2 allowing persons outside the Executive Branch to do unofficial
Purpose and Applicability historical research in classified Army records).

(15) AR 380-10 (Technology Transfer for disclosure of informa-

1-200. Purpose . L . . tion and contacts with foreign representatives).
The purpose of this Regulation is to prqvnde poI|C|es_, and procedures (16) AR 381-45 (U.S. Army Intelligence and Security Command
for the Department of Defense (DoD) implementation of the Free- investigation files) "~ y 9 y

dom of Information Act and DoD Directive 5400.7 (references (a)
and (b)) and to promote uniformity in the DoD Freedom of Informa-  (17) AR 385-40 (safety reports and records).

tion Act (FOIA) Program. This Army regulation implements provi- (18) AR 600-8-104 (military personnel information management
sions for access and release of information from all Armmgcords).

information systems (automated and manual) in support of the Infor- (19) AR 600-85 (alcohol and drug abuse records).

mation Resources Management Program (AR 25-1). (20) AR 690 series, FPM chapters 293, 294, and 339 (civilian

1-201. Applicability personnel records). o . .
a. This regulation applies Army-wide and implements OSD guid-  (21) Federal Acquisition Regulation (FAR), DOD Federal Acqui-
ance. The OSD Regulation applies to the Office of the Secretary ofSition Regulation Supplement (DFARS), and the Army Federal Ac-
Defense (OSD), which includes for the purpose of this Regulation quisition Regulation Supplement (AFARS) (procurement matters).

the Joint Staff, Unified Commands, the Military Departments, the

Defense Agencies, and the DoD Field Activities (hereafter referred Section 3

to as ‘DoD Components’), and takes precedence over all Compo-DoD Public Information
nent regulations that supplement the DoD FOIA Program. A list of

DoD Components is at appendix G. 1-300. Public Information

_b. The National Security Agency records are subject to the provi- The public has a right to information concerning the activities of its
sions of this Regulation, only to the extent the records are notGovernment. DoD policy is to conduct its activities in an open

exempt under Public Law 86-36 (reference (c)). manner and provide the public with a maximum amount of accurate
c. This AR applies to— and timely information concerning its activities, consistent always
(1) Active Army. with the legitimate public and private interests of the American
(2) Army National Guard. people. A DoD record requested by a member of the public who
(3) U.S. Army Reserve. follows rules established by proper authority in the Department of
(4) Organizations for which the Department of the Army (DA) is  Defense shall be withheld only when it is exempt from mandatory

the Executive Agent. public disclosure under the FOIA. In the event a requested record is

d. This regulation governs written FOIA requests from members exempt under the FOIA, it may nonetheless be released when it is
of the public. It does not preclude release of personnel or othergetermined that no governmental interest will be jeopardized by the
records to agencies or individuals in the Federal Government for uS§g|ease of the record. (See para 3-101 for clarification.) In order that
in official work. Paragraph 5-103a gives procedures for release ofy,q public may have timely information concerning DoD activities,
personnel_ |nformat|on to Govemment agencies outside DoD. records requested through public information channels by news me-

e. Soldiers and civilian employees of the Department of thg, renresentatives that would not be withheld if requested under the

é\g?&); r:ﬁé/érafhgnl\:/?)t& m_t;_azns,mrfgtueite 2’;“‘3 orre ojgzisagfqﬁgf Orfv;qFOIA should be released upon request unless the requested records
’ y prep d are in a Privacy Act system of records; such records in a system of

expense and on their own time. They may not use Government ecords will not be released absent a written request under the

equipment, supplies, or postage to prepare personal FOIA request . .
It is not necessary for soldiers or civilian employees to go through OlA, unless otherwise re!easable. under the Pr|vacy.Act. Prompt
the chain of command to request information under the FOIA. responses to requests for information from news media representa-

f. Requests for DA records processed under the FOIA may betivgs should be en_cquraged to eliminate the need for_the_se requgsters
denied only in accordance with the FOIA (5 USC 552(h)), as imple- t_o |nvoI§e the provisions of the EOIA _an_d thereby assist in providing
mented by this regulation. Guidance on the applicability of the timely information to the public. Similarly, requests from other
FOIA is also found in the Federal Acquisition Regulation (FAR) members of the public for information should continue to be
and in the Federal Personnel Manual (FPM). honored through appropriate means even though the request does

g. Release of some records may also be affected by the program80t qualify under FOIA requirements.
that created them. They are discussed in the following regulations:

(1) AR 20-1 (Inspector General reports). 1-301. Control System
(2) AR 27-10 (military justice). A request for records that invokes the FOIA shall enter a formal
(3) AR 27-20 (claims reports). control system designed to ensure compliance with the FOIA. A
(4) AR 27-60 (intellectual property). release determination must be made and the requester informed
(5) AR 27-40 (litigation: release of information and appearance within the time limits specified in this Regulation. Any request for
of witnesses). DoD records that either explicitly or implicitly cites the FOIA shall
(6) AR 36-2 (GAO audits). be processed under the provisions of this regulation, unless other-
(7) AR 40-66 and AR 40-400 (medical records). wise required by paragraph 1-512.

(8) AR 70-31 (technical reports).
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Section 4 documents disclosed to the public by publication in the Federal

Definitions Register also require no processing under the FOIA. In such cases,
Components should direct the requester to the appropriate source to
1-400. Definitions obtain the record.
As used in this Regulation, the following terms and meanings shall
be applicable. 1-403. DoD Component
An element of the Department of Defense, as defined in paragraph
1-401. FOIA Request 1-201 above, authorized to receive and act independently on FOIA

A written request for DoD records, made by any person, including arequests. A DoD Component has its own initial denial authority
member of the public (U.S. or foreign citizen), an organization, or a (IDA) or appellate authority, and general counsel. The Department
business, but not including a Federal agency or a fugitive from theof the Army is a DOD Component.

law that either explicitly or implicitly invokes the FOIA, DoD Di-

rective 5400.7 (reference (b)), this regulation, or DoD Component 1-404. Initial Denial Authority (IDA)

supplementing regulations or instructions. This regulation is the An official who has been granted authority by the head of a DoD

Department of the Army’s supplementing regulation. Component to withhold records requested under the FOIA for one
or more of the nine categories of records exempt from mandatory
1-402. Agency Record disclosure. The Department of the Army’s Initial Denial Authorities

a. The products of data compilation, such as all books, papers,are designated in paragraph 5-200d.
maps, and photographs, machine readable materials or other docu-
mentary materials, regardless of physical form or characteristics,1-405. Appellate Authority
made or received by an agency of the United States GovernmenThe Head of the DoD Component or the Component head’s
under Federal law in connection with the transaction of public designee having jurisdiction of this purpose over the record. The
business and in DoD’s possession and control at the time the FOIADepartment of the Army’s appellate authority is the Office of Gen-

request is made. eral Counsel.
b. The following are not included within the definition of the
word ‘record:’ 1-406. Administrative Appeal

(1) Objects or articles, such as structures, furniture, vehicles andA request by a member of the general public, made under the FOIA,
equipment, whatever their historical value, or value as evidence. asking the appellate authority of a DoD Component to reverse an
(2) Administrative tools by which records are created, stored, andIDA decision to withhold all or part of a requested record or to deny
retrieved, if not created or used as sources of information abouta request for waiver or reduction of fees.
organizations, policies, functions, decisions, or procedures of a DoD )
component. Normally, computer software, including source code, 1-407. Public Interest _ _
object code, and listings of source and object codes, regardless ofublic interest is _off|C|aI |nformat|(_)n that sheds Ilght_on an a_gency’s
medium, are not agency records. (This does not include the underlyPerformance of its statutory duties because the information falls
ing data which is processed and produced by such software andvithin the statutory purpose of the FOIA in informing citizens about
which may in some instances be stored with the software.) Excep-What their government is doing. That statutory purpose, however, is

tions to this position are outlined in subparagraph c, below. not fostered by disclosure of information about private citizens that
(3) Anything that is not a tangible or documentary record, such IS @ccumulated in various governmental files that reveals little or
as an individual’s memory or oral communication. nothing about an agency’s or official's own conduct.

(4) Personal records of an individual not subject to agency crea-

tion or retention requirements, created and maintained primarily for 1-408. Electronic Data

the convenience of an agency employee, and not distributed to otheFlectronic data are those records and information which are created,
agency employees for their official use’ stored, and retrievable by electronic means. This does not include
: - ) . . computer software, which is the tool by which to create, store, or

(5) Information stored within a computer for which there is no rgtrieve electronic data. See paragraph 1-402b2 and c for a discus-

existing computer program for retrieval of the requeste
information. sion of computer software.

c. In some instances, computer software may have to be treated_,39 | aw Enforcement Investigation
as an agency record and processed under the FOIA. These situatio investigation conducted by a command or agency for law en-
are rare, and shall be treated on a case-by-case basis. Examples Q-cement purposes relating to crime, waste, or fraud or for national
when computer software may have to be treated as an agency recor curity reasons. Such investigations may include gathering evi-

are- . " dence for criminal prosecutions and for civil or regulatory
(1) When the data is embedded within the software and cannot b‘?)roceedings.

extracted without the software. In this situation, both the data and
the software must be reviewed for release or denial under the FOlAggction 5
(2) Where the software itself reveals information about organiza- pgjicy
tions, policies, functions, decisions, or procedures of a DoD compo-
nent, such as computer models used to forecast budget outlays}-500. Compliance with the FOIA
calculate retirement system costs, or optimization models on travelpoD personnel are expected to comply with the provisions of the

costs. . o FOIA and this Regulation in both letter and spirit. This strict adher-
(3) See Chapter Il for guidance on release determinations ofence is necessary to provide uniformity in the implementation of the
computer software. DoD FOIA Program and to create conditions that will promote

d. A record must exist and be in the possession and control of thepublic trust.
DoD at the time of the request to be considered subject to this
regulation and the FOIA. There is no obligation to create, compile, 1-501. Openness with the Public
or obtain a record to satisfy a FOIA request. The Department of Defense shall conduct its activities in an open
e. If unaltered publications and processed documents, such asnanner consistent with the need for security and adherence to other
regulations, manuals, maps, charts, and related geophysical materiakequirements of law and regulation. Records not specifically exempt
are available through an established distribution system with orfrom disclosure under the Act shall, upon request, be made readily
without charge, the provisions of 5 USC 552 (a) (3) normally do not accessible to the public in accordance with rules promulgated by
apply and they need not be processed under the FOIA. Normally,competent authority, whether or not the Act is invoked.
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a. Operations Security (OPSEC). DA officials who release re- they qualify for exemption under one or more of the nine exemp-
cords under the FOIA must also consider OPSEC. The Army im-tions. Components (IDA) may elect to make a discretionary release,
plementing directive is AR 530-1. Paragraph 5-100 of thiwwever, a discretionary release is generally not appropriate for
regulation gives the procedure for FOIA personnel and the IDA to records exempt under exemptions 1, 3, 4, 6 and 7(C). Exemptions 4,
follow when a FOIA request appears to involve OPSEC. 6, and 7(C) cannot be claimed when the requester is the submitter of

b. DA Form 4948-R. This form lists references and information the information.
frequently used for FOIA requests related to OPSEC. Persons who b. Parts of a requested record may be exempt from disclosure
routinely deal with the public (by telephone or letter) on such under the FOIA. The proper DA official may delete exempt infor-
requests should keep the form on their desks as a guide. DA Formination and release the remainder to the requester. The proper offi-
4948R (Freedom of Information Act (FOIA)/Operations Security cial also has the discretion under the FOIA to release exempt
(OPSEC) Desk Top Guide) will be locally reproduced on 8 1/2 X information; he or she must exercise this discretion in a reasonable

11-inch paper. A copy for reproduction purposes is located at themanner, within regulations. The excised copies shall clearly reflect
back of this regulation. The name and telephone number of thethe denied information by means of BLACKENED areas, which are

command EOIA/OPSEC adviser will be entered on the form. SUFFICIENTLY BLACKENED so as to reveal no information. The

best means to ensure illegibility is to cut out the information from a
1-502. Avoidance of Procedural Obstacles copy of the document and reproduce the appropriate pages. If the
DoD Components shall ensure that procedural matters do not undocument is classified, all classification markings shall be lined
necessarily impede a requester from obtaining DoD records promptthrough with a single black line, which will allow the markings to
ly. Components shall provide assistance to requesters to help therR€ read. The document shall then be stamped “Unclassified.”
understand and comply with procedures established by this Regula- . .

<505. Public Domain

t(':%':n %':]%nflsny supplemental regulations published by the D onexempt records released under the authority of this Regulation
P ) are considered to be in the public domain. Such records may also be
made available in Components’ reading rooms to facilitate public

1-503. Prompt Action on Requests d | d hi lati h
When a member of the public complies with the procedures estap.2CCess. Exempt records released pursuant to this regulation or other

. - X - L statutory or regulatory authority, however, may be considered to be
lished in .th's Regulation for.obtalnlng DoD regords, the request in the public domain only when their release constitutes a waiver of
shall receive prompt attention; a reply shall be dispatched within 10

working davs. unless a delav is authorized. The FOIA provides for the FOIA exemption. When the release does not constitute such a
g days, uniess clay - the FOIA P ] waiver, such as when disclosure is made to a properly constituted
extensions of initial time limits for three specific situations: (1) the

. advisory committee or to a Congressional committee, the released
need to search for and collect records from separate offices; (2) th Y 9 !

dt - umi t of d ired by th %ecords do not lose their exempt status. Also, while authority may
NEed 10 examineé a voluminous amount or records required by th€qyist 1o disclose records to individuals in their official capacity, the

e - X }Srovisions of this regulation apply if the same individual seeks the
component. Further, determinations of administrative appeals ar€qcords in a private or personal capacity.

required to be made within twenty working days. See Chapter 5,
Section 3 paragraph 5-300 for guidance on appeals. When a Compot—506. Creating a Record
nent has a significant number of requests, e.g., 10 or more, and the a. A record must exist and be in the possession and control of the
Component finds it is unable to meet the 10 day requirement, orDepartment of Defense at the time of the search to be considered
meet any granted extension of the initial time limits, the requestssubject to this Regulation and the FOIA. Mere possession of a
will be processed in order of receipt. In general, a practice of record does not presume departmental control and such records, or
handling requests on a first-in, first-out basis should be followed, identifiable portions thereof, would be referred to the originating
particularly for backlogged requests. However, this does not pre-agency for direct response to the requester. There is no obligation to
clude a Component from completing action on a request which cancreate nor compile a record to satisfy a FOIA request. A DoD
be easily answered, regardless of its ranking within the order of Component, however, may compile a new record when so doing
receipt. A DoD component may expedite action on a request regardwould result in a more useful response to the requester, or be less
less of its ranking within the order of receipt upon a showing by the burdensome to the agency than providing existing records, and the
requester of exceptional need or urgency. Exceptional need or urfequester does not object. Cost of creating or compiling such a
gency is determined at the discretion of the Component processingecord may not be charged to the requester unless the fee for
the request. creating the record is equal to or less than the fee which would be
a. The 10-day period prescribed for review of initial requests _Charged for providing the existing record. Fee assessments shall be

under the FOIA (5 USC 552(a)(6)) starts only when the request—Iin accordance with Chapter VI. _
(1) Is in writing. b. With respect to electronic data, the issue of whether records

(2) Reasonably describes the record requested. are actually created or merely extracted from an existing database is

(3) Is received by the proper official designated to answer the not always readily apparent. Consequently,_when responding to
request. (See app. B.) FOIA requests for electronic data where creation of record, pro-

. . . gramming, or particular format are questionable, in other words, if
pa(ri) g\flfgiigtr)‘e procedural requirements of this regulation. (Seethe capability exists to respond to the request, and the effort would

- L i I h, th h houl -
b. All requests should refer explicitly or implicitly to the Free- be a business as usual approach, then the request should be proc

q ¢ Inf on A hei . FOIA essed. However, the request need not be processed where the capa-
agtincl)r?s nformation Act, to ensure their prompt recognition as bility to respond does not exist without a significant expenditure of

. resources, thus not being a normal business as usual approach.
c. Members of the public who make FOIA requests should care- ¢ Requested records, or portions thereof, may be located at sev-

fully follow the guidance in this regulation. They should send re- grg| Army offices. The official receiving the FOIA request will refer
quests to the office that has the desired record or to a specifiGy 1o those other offices for a direct reply if —

agency FOIA official for referral. The Army Freedom of Informa- (1) The information must be reviewed for release under the
tion and Privacy Act Office, Suite 201, 1725 Jefferson Davis High- FQ|A: and
way, Arlington, VA 22202-4102 can supply correct addresses. (2) Assembling the information would interfere materially with
d. See AR 340-21 for Privacy Act procedures. DA operations at the site first receiving the request.
1-504. Use of Exemptions 1-507. Description of Requested Record

a. It is the DoD policy to make records publicly available, unless  a. Identification of the record desired is the responsibility of the
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member of the public who requests a record. The requester musOffice, Suite 201, 1725 Jefferson Davis Highway, Arlington, VA
provide a description of the desired record, that enables the Govern22202-4102.

ment to locate the record with a reasonable amount of effort. The b. Whenever a record or a portion of a record is, after prior
Act does not authorize ‘fishing expeditions.” When a DoD Compo- consultation, referred to another DoD Component or to a Govern-
nent receives a request that does not ‘reasonably describe’ the rement agency outside of the Department of Defense for a release
quested record, it shall notify the requester of the defect. The defectietermination and direct response, the requester shall be informed of
should be highlighted in a specificity letter, asking the requester tothe referral. Referred records shall only be identified to the extent
provide the type of information outlined below in subparagraph 1- consistent with security requirements.

507 b of this Regulation. Components are not obligated to act on the ¢. A DoD Component shall refer a FOIA request for a classified
request until the requester responds to the specificity letter. Whenrecord that it holds to another DoD Component or agency outside
practicable, Components shall offer assistance to the requester ifhe Department of Defense, if the record originated in the other
identifying the records sought and in reformulating the request to pobD Component or outside agency or if the classification is deriva-
reduce the burden on the agency in complying with the Act. DA tive. In this situation, provide the record and a release recommenda-

officials will reply to unclear requests by letter. The letter will— tion on the record with the referral action.
(1) Describe the defects in the request. d. A DoD Component may also refer a request for a record that it
(2) Explain the types of information in b below, and ask the originated to another DoD Component or agency when the record
requester for such information. _ was created for the use of the other DoD Component or agency. The
(3) Explain that no action will be taken on the request until the poD Component or agency for which the record was created may
requester replies to the letter. have an equally valid interest in withholding the record as the DoD

b. The following guidelines are provided to deal with ‘fishing Component that created the record. In such situations, provide the
expedition’ requests and are based on the principle of reasonableecord and a release recommendation on the record with the referral
effort. Descriptive information about a record may be divided into action. An example of such a situation is a request for audit reports
two broad categories. ) ) . prepared by the Defense Contract Audit Agency. These advisory

(1) Category | is file-related and includes information such as reports are prepared for the use of contracting officers and their
type of record (for example, memorandum), title, index citation, release to the audited contractor should be at the discretion of the
subject area, date the record was created, and originator. contracting officer. Any FOIA request shall be referred to the appro-

(2) Category Il is event-related and includes the circumstancespriate contracting officer and the requester shall be notified of the
that resulted in the record being created or the date and circumyeferral.
stances surrounding the event the record covers. e. Within the Department of Defense, a Component shall ordinar-

c. Generally, a record is not reasonably described unless thejly refer a FOIA request for a record that it holds, but that was
description contains sufficient Category | information to permit the originated by another DoD Component or that contains substantial
conduct of an organized, nonrandom search based on the CompQnformation obtained from another DoD Component, to that Compo-
nent's filing arrangements and existing retrieval systems, or unlessnent for direct response, after direct coordination and obtaining
the record contains sufficient Category Il information to permit concurrence from the Component. The requester then shall be noti-
inference of the Category | elements needed to conduct such &gq of such referral. DoD Components shall not, in any case,
search. . o _ release or deny such records without prior consultation with the

d. The following guidelines deal with requests for personal re- gther DoD Component.
cords. Ordinarily, when personal identifiers are provided only in ¢ pop Components that receive referred requests shall answer
connection with a request for records concerning the requester, onlfham in accordance with the time limits established by the FOIA
records retrievable by personal identifiers need be searched. Searcf,q this Regulation. Those time limits shall begin to run upon
for such records may be conducted under Privacy Act proceduresreceipt of the referral by the official designated to respond.

No record may be denied that is releasable under the FOIA. : : ;
L : ) s . Agencies outside the Department of Defense that are subject to
e. The above guidelines notwithstanding, the decision of the DoD tgeg FoglA: P J
e

Component concerning reasonableness of description must be bas (1) A Component may refer a FOIA request for any record that

on knowledge of its files. If the description enables DoD Compo- originated in an agency outside the DoD or that is based on infor-

nent _pers_onnel to locate the record with reasonable effort, the de'mation obtained from an outside agency to the agency for direct
scription is adequate.

response to the requester after coordination with the outside agency,
1-508. Referrals if that agency is subject to FOIA. Otherwise, the Component must

a. A request received by a DoD Component having no records"espond fo the request.
responsive to a request shall be referred routinely to another DoD (2) A DoD Component shall not honor any FOIA request for
Component, if the other Component confirms that it has the re-investigative, intelligence, or any other type of records that are on
quested record, and this belief can be confirmed by the other Doploan to the Department of Defense for a specific purpose, if the
Component. In cases where the Component receiving the requegtecords are restricted from further release and so marked. Such
has reason to believe that the existence or nonexistence of théequests shall be referred to the agency that provided the records.
record may in itself be classified, that Component will consult the (3) Notwithstanding anything to the contrary in paragraph 1-508,
DoD Component having cognizance over the record in questiond Component shall notify requesters seeking National Security
before referring the request. If the DoD Component that is consultedCouncil (NSC) or White House documents that they should write
determines that the existence or nonexistence of the record is irflirectly to the NSC or White House for such documents. DoD
itself classified, the requester shall be so notified by the DoD Com-documents in which the NSC or White House has a concurrent
ponent originally receiving the request, and no referral shall takereviewing interest shall be forwarded to the Office of the Assistant
place. Otherwise, the request shall be referred to the other DoDSecretary of Defense (Public Affairs) (OASD(PA)), ATTN: Direc-
Component, and the requester shall be notified of any such referraltorate for Freedom of Information and Security Review (DFOISR),
Any DoD Component receiving a request that has been misaddreswhich shall effect coordination with the NSC or White House, and
sed shall refer the request to the proper address and advise thegturn the documents to the originating agency after NSC review
requester. Within the Army, referrals will be made directly to of- and determination. NSC or White House documents discovered in
fices that may have custody of requested records. If the office Components’ files which are responsive to a FOIA request shall be
receiving the FOIA request does not know where the requestedforwarded to OASD(PA), ATTN: DFOISR, for subsequent coor-
records are located, the request and an explanatory cover letter wildination with the NSC or White House, and returned to the Compo-
be forwarded to The Army Freedom of Information and Privacy Act nent with a release determination.
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h. To the extent referrals are consistent with the policies ex- e. Requesters who seek access to agency records and who cite or
pressed by this paragraph, referrals between offices of the samémply the FOIA, will have their requests processed under the FOIA.
DoD Component are authorized. f. Requesters should be advised in a final response why their

i. On occasion, the DoD receives FOIA requests for General request was processed under a different Act.

Accounting Office (GAO) documents containing DoD information.

Even though the GAO is outside the Executive Branch, and not

subject to the FOIA, all FOIA requests for GAO documents contain-

ing DoD information received either from the public, or on referral Chapter I

from the GAO, will be processed under the provisions of the FOIA. Public Reading Rooms
(In DA, requests received for GAO documents that contain classi-

fied Army information will be handled by the Army Inspector Gen- Section 1
eral's Office.) Requirements

I 2-100. Reading Room
1-509. Authe_ntlcanon . . . .. Each Component shall provide an appropriate facility or facilities

Records pr_owded under this Regulation shall be_authenn_cgted WlthWhere the public may inspect and copy or have copied the materials
an appropriate seal, whenever necessary, to fulfill an official Gov- described below. In addition, to the materials described, Compo-

Srr;hmetnt or _othder Iedgal tf#ncél(grA Th'j _serwtcz_a, r;o;vec;/t_ar,tlﬁ 'an(?g'tf'on nents may elect to place other documents in their reading room as a
0 that required under the and Is not included in the €€ means to provide public access to such documents. DoD Compo-

schedule. DoD Components may charge for the service at a rate Ofionis may share reading room facilities if the public is not unduly

$5.20 for each authentication. inconvenienced. The cost of copying shall be imposed on the person
requesting the material in accordance with the provisions of Chapter
- S VI of this Regulation. The Army FOIA Public Reading Room is

a. The Unified Commands are placed under the jurisdiction of onorated by The Freedom of Information and Privacy Act Office,
the OSD, instead of the administering Military Department, only for g;ite 201, 1725 Jefferson Davis Highway, Arlington, Virginia

the purpose of administering the DoD FOIA Program. This policy 55502.4102. It is open from 0800 to 1530, Monday through Friday,
represents an exception to the policies directed in DoD Directive except holidays.

5100.3 (reference (f)); it authorizes and requires the Unified Com-
mands to process Freedom of Information (FOI) requests in accord2-101. Material Availability
ance with DoD Directive 5400.7 (reference (b)) and this Regulation. The FOIA requires that so-called “(a)(2)" materials shall be made
The Unified Commands shall forward directly to the OASD(PA), all available in the FOIA public reading room for inspection and copy-
correspondence associated with the appeal of an initial denial foring, unless such materials are published and copies are offered for
records under the provisions of the FOIA. Procedures to effect thissale. Identifying details that, if revealed, would create a clearly
administrative requirement are outlined in Appendix A. For Army unwarranted invasion of personal privacy may be deleted from
components of unified commands, if the requested records are joint(a)(2)” materials made available for inspection and copying. In
documents, process the FOIA request through unified commandevery case, justification for the deletion must be fully explained in
channels. If the requested documents are Army-unique, process thariting. However, a DoD Component may publish in the Federal
FOIA request through Army channels. Register a description of the basis upon which it will delete identify-

b. The Specified Commands remain under the jurisdiction of the ing details of particular types of documents to avoid clearly unwar-
administering Military Department. The Commands shall designateranted invasions of privacy. In appropriate cases, the DoD
IDAs within their headquarters; however, the appellate authority Component may refer to this description rather than write a separate

1-510. Unified and Specified Commands

shall reside with the Military Department. justification for each deletion. So-called “(a)(2)" materials are:
a. Final opinions, including concurring and dissenting opinions,
1-511. Records Management and orders made in the adjudication of cases, as defined in 5 USC

FOIA records shall be maintained and disposed of in accordanced51 (reference (g)), that may be cited, used, or relied upon as
with DoD Component Disposition instructions and schedules. (SeePrecedents in future adjudications.

AR 25-400-2.) b. Statements of policy and interpretations that have been
adopted by the agency and are not published in the Federal Register.

1-512. Relationship Between the FOIA and the Privacy c. Administrative staff manuals and instructions, or portions

Act (PA) thereof, that establish DoD policy or interpretations of policy that

Not all requesters are knowledgeable of the appropriate statutoryaffect a member of the public. This provision does not apply to
authority to cite when requesting records. In some instances, theynstructions for employees on tactics and techniques to be used in
may cite neither Act, but will imply one or both Acts. For these performing their duties, or to instructions relating only to the inter-
reasons, the following guidelines are provided to ensure that requal management of the DoD Component. Examples of manuals and
esters receive the greatest amount of access rights under both Act§structions not normally made available are: _

a. Requesters who seek records about themselves contained in a (1) Those issued for audit, investigation, and inspection purposes,
PA system of records and who cite or imply the PA, will have their OF those that prescribe operational tactics, standards of performance,
requests processed under the provisions of the PA. or criteria fo_r defense, p_rosecutlon, or settlement of cases.

b. Requesters who seek records about themselves which are not (2) Operatllons an(.j.malntena.mce manuals and teCh“'C?" |n.form.a-
contained in a PA system of records and who cite or imply the PA, tion concerning munitions, equipment, systems, and foreign inteli-
will have their requests processed under the provisions of the FOIA 9€nce operations.
since they have no access under the PA. Section 2

c. Requesters who seek records about themselves which are corj, %‘;)’g‘s
tained in a PA system of records and who cite or imply the FOIA or
both Acts will have their requests processed under thg time limits c.>f2_200. “@)(2)" Materials
the FOIA and the exemptions and fees of the PA. This is appropri- 3 Each DoD Component shall maintain in each facility pre-
ate since greater access will be received under the PA. scribed in paragraph 2-100, above, an index of materials described

d. Requesters who seek access to agency records and who cite @ paragraph 2-101, above, that are issued adopted, or promulgated,
imply the PA and FOIA, will have their requests processed under after July 4, 1967. No “(a)(2)” materials issued, promulgated, or
the FOIA. adopted after July 4, 1967 that are not indexed and either made
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available or published may be relied upon, used or cited as precewhole or in part from public disclosure under the FOIA, unless
dent against any individual unless such individual has actual andotherwise prescribed by law. A discretionary release (see also para
timely notice of the contents of such materials. Such materials 1-504) to one requester may preclude the withholding of the same
issued, promulgated, or adopted before July 4, 1967, need not beecord under a FOIA exemption if the record is subsequently re-
indexed, but must be made available upon request if not exemptedjuested by someone else. In applying exemptions, the identity of the
under this regulation. requester and the purpose for which the record is sought are irrele-
b. Each DoD Component shall promptly publish quarterly or vant with the exception that an exemption may not be invoked
more frequently, and distribute, by sale or otherwise, copies of eachwhere the particular interest to be protected is the requester’s pri-
index of “(a)(2)” materials or supplements thereto unless M@cy Interest. o .
publishes in the Federal Register an order containing a determinaNumber 1.Those properly and currently classified in the interest of
tion that publication is unnecessary and impracticable. A copy of National defense or foreign policy, as specifically authorized under
each index or supplement not published shall be provided to athe criteria established by Executive Order and implemented by

requester at a cost not to exceed the direct cost of duplication as séggulations, such as DoD 5200.1-R (Reference (h)). Although mate-
forth in Chapter VI of this regulation. rial is not classified at the time of the FOIA request, a classification

; « " ; i be undertaken to determine whether the information
c. Each index of “(a)(2)” materials or supplement thereto shall be review: may o h
arranged topically or by descriptive words rather than by case nam hould be classified. The procedures in paragraph 5-100c(4) apply.

or numbering system so that members of the public can readily ri]tu(’;?i?)lrﬁlsonartglsa e);er?rﬂt.'on shall be invoked when the following

locate material. Case name and numbering arrangements, howeve?, PP ! .

mav also be included for DoD Component convenience a. The fact of the existence or nonexistence of a record would
Yy P ’ itself reveal classified information. In this situation, Components

2_201. Other Materials shall neither confirm nor deny the existence or nonexistence of the
a. Any available index of DoD Component material published in record being requested. A refusal to confirm or deny response must

the Federal Register, such as material required to be published bf® Used consistently, not only when a record exists, but also when a

Section 552(a)(1) of the FOIA, shall be made available in DoD N© record” response itself will disclose national security interest.

- “ ,, : b. Information that concerns one or more of the classification
Escilnggoir:]erg)tAFglfmrezasd_ Igg rooms. Army *(2)(2)" materials are pub categories established by Executive Order and DoD 5200.1-R (refer-

ence (h)) shall be classified if its unauthorized disclosure, either by

b. Although not required to be made available in response to itself or in the context of other information, reasonably could be

FOIA requests or made available in FOIA Public Reading Rooms : .
“ " : . : . "expected to cause damage to the national security.
(2)(1)" materials shall, when feasible, be made available in FOIA mber 2.Those related solely to the internal personnel rules and

PUb”C,, readiljg rooms for. iqspection and co’pying. Examp!es S’AN actices of DoD or any of its Components. This exemption has two
(2)(1)" materials are: descriptions of an agency’s central and field profiles, high b2 and low b2.

organization,.and to the extent thgy affeqt the pgblic, rules of proce- a. Records qualifying under high b2 are those containing or con-
dures, descriptions of forms available, instruction as to the scope, tituting statutes, release, regulations, orders, manuals, directives,
and contents of papers, reports, or examinations, and any amends, g instryctions the release of which would allow circumvention of
ment, revision, or report of the aforementioned. these records thereby substantially hindering the effective perform-
ance of a significant function of the DoD. Examples include:

(1) Those operating rules, guidelines, and manuals for DoD in-
vestigators, inspectors, auditors, or examiners that must remain priv-

Ehapter_ il ileged in order for the DoD Component to fulfill a legal
xemptions requirement.

. (2) Personnel and other administrative matters, such as examina-
Section 1

tion questions and answers used in training courses or in the deter-
mination of the qualification of candidates for employment, entrance

on duty, advancement, or promotion.

(3) Computer software meeting the standards of paragraph 1-

General Provisions

3-100. General
Records that meet the exempnpn criteria in Section 2 of this cljapter402C the release of which would allow circumvention of statute or
may be withheld from public disclosure and need not be published '

. . X . . . DoD rules, regulations, orders, directives, or instructions. In this
in the Federal Register, made available in a library reading room, Orgj jation, the use of the software must be closely examined to
provided in response to a FOIA request.

ensure a circumvention possibility exists.

b. Records qualifying under the low 2b profile are those that are
iﬁlgié%e?ggr?gcg:dGg%eerprphzr:: tlm)esfstt)ein withheld pursuant totrivial and housekeeping in nature for which there is no legitimate
Exem tiogs 13 oré shall be made availalgle unon thg request o ublic interest or benefit to be gained by release, and it would

F:j id I’ h o the iud t of th | p DoD Cq ~constitute an administrative burden to process the request in order to
any indiviaual wnen, in the juagment ot the reieasing bo 0MPO- isclose these records. Examples include: rules of personnel’s use of

nent or higher authority, no jeopardy to government interest WOU|d§ﬂarking facilities or regulation of lunch hours, statements of policy

be .ser.ved qu release. It.is appropriate for DoD Components 10 Us&q 1, gick leave and trivial administrative data such as file numbers,
their discretionary authority on a case-by-case basis in the release g,,j youting stamps, initials, data processing notations, brief refer-
given records. If a DoD Component determines that a record re-gnces to previous communications, and other like administrative
quested under the FOIA meets the Exemption 4 withholding criteria markings.

set forth in this regulation, the DoD Component shall not ordinarily Negotiation and bargaining techniques, practices, and
exercise its discretionary power to release, absent circumstances ifypitations. ' '
which a compelling public interest will be served by release of that Nymber 3.Those concerning matters that a statute specifically ex-
record. Further guidance on this issue may be found at paragraphgmpts from disclosure by terms that permit no discretion on the

3-200, Number 4. and 5-207 of this regulation. issue, or in accordance with criteria established by that statute for
i withholding or referring to particular types of matters to be with-
Section 2 held. Examples of statutes are:
Exemptions a. National Security Agency Information Exemption, P.L. 86-36,
. Section 6 (reference (c)).
3-200. FOIA Exemptions b. Patent Secrecy, 35 USC 181-188 (reference (i)). Any records

The following types of records may be withheld by the IDA in containing information relating to inventions that are the subject of
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patent applications on which Patent Secrecy Orders have bemords pertaining to the attorney-client privilege and the attorney

issued. work-product privilege.
c. Restricted Data and Formerly Restricted Data, 42 USC 2162 a. Examples include:
(reference (j)). (1) The nonfactual portions of staff papers, to include after-action

d. Communication Intelligence, 18 USC 798 (reference (k)). reports and situation reports containing staff evaluations, advice,
e. Authority to Withhold From Public Disclosure Certain Techni- opinions or suggestions. _
cal Data, 10 USC 130 and DoD Directive 5230.25 (reference (w) (2) Advice, suggestions, or evaluations prepared on behalf of the

and (aa)). Department of Defense by individual consultants or by boards, com-
f. Confidentiality of Medical Quality Records: Qualified Immu- Mittees, councils, groups, panels, conferences, commissions, task
nity Participants, 10 USC 1102 (reference (cc)). forces, or other similar groups that are formed for the purpose of

g. Physical Protection of Special Nuclear Material: Limitation on ObPtaining advice and recommendations.
Dissemination of Unclassified Information, 10 USC 128 (reference (3) Those nonfactual portions of evaluations by DoD Component

@) personnel of contractors and their products.
h. Protection of Intelligence Sources and Methods, 50 USC(4) Information of a speculative, tentative, or evaluative nature or
403(d)(3). ’ such matters as proposed plans to procure, lease or otherwise ac-

Number 4.Those containing trade secrets or commercial or financial quire and d_ispose Qf materials, re_al estate, facilitieg or funct_ipns,
information that a DoD Component receives from a person or or- when such information would provide undue or unfair competitive

ganization outside the Government with the understanding that the2dvantage to private personal interests or would impede legitimate
information or record will be retained on a privileged or confidential CGovernment functions. —
basis in accordance with the customary handling of such records, (°) Trade secret or other confidential research development, or

Records within the exemption must contain trade secrets, or com-<ommercial information owned by the Government, where prema-

mercial or financial records, the disclosure of which is likely to tre release is Ilkel_y to affect the Government's negotiating position
or other commercial interests.

cause substantial harm to the competitive position of the source 6) R ds that h d | and
providing the information; impair the Government’s ability to obtain t(h) ecijor S tha [‘;"reD egc ange tamong agency perso[mef tﬁn
necessary information in the future; or impair some other IegitimateWI In and among Lo omponents or agencies as part of the

preparation for anticipated administrative proceeding by an agency

government interest. Examples include records that contain: AP o
a. Commercial or financial information received in confidence in ©F ligation before any Federal, State, or military court, as well as
: Fecords that qualify for the attorney-client privilege.

connection with loans, bids, contracts, or proposals, as well as othe (7) Those portions of official reports of inspection, reports of the

information received in confidence or privileged, such as trade S€-|nspector Generals. audits. investigations. or survevs pertaining to
crets, inventions, discoveries, or other proprietary data. (See para 1: p . VoY 9 ’ VEYS P 9
100(ak) safety, security, or the internal management, administration, or oper-

. . ) L . ation of one or more DoD Components, when these records have
b. Statistical data and commercial or financial information con-

. . . .traditionally been treated by the courts as privileged against disclo-
cerning contract performance, income, profits, losses, and expendi-

4 . . A sure in litigation.
tures, if offered and received in confidence from a contractor or (8) Computer software meeting the standards of paragraph 1-
potential contractor.

. . . . . .402c, which is deliberative in nature, the disclosure of which would
c. Personal statements given in the course of inspections, investi-

. . > . . inhibit or chill the decision making process. In this situation, the use
gations, or audits, when such statements are received in confidencgs <otware must be closely examined to ensure its deliberative
from the individual and retained in confidence because they reveal

. . S ; nature.
trade secrets or commercial or financial information normally con- (9) Planning, programming, and budgetary information which is
sidered confidential or privileged. X '

- ) - i i . . involved in the defense planning and resource allocation process
d. Financial data provided in confidence by private employers in (see reference (ak)).
connection with locality wage surveys that are used to fix and adjust™ p, | any such intra or interagency record or reasonably segre-
pay schedules applicable to the prevailing wage rate of employeegyated portion of such record hypothetically would be made available
within the Department of Defense. routinely through the “discovery process” in the course of litigation
e. Scientific and manufacturing processes or developments con-wth the agency, i.e., the process by which litigants obtain informa-
cerning technical or scientific data or other information submitted tijon from each other that is relevant to the issues in a trial or
with an application for a research grant, or with a report while hearing, then it should not be withheld from the general public even
research is in progress. though discovery has not been sought in actual litigation. If, howev-
f. Technical or scientific data developed by a contractor or sub-er, the information hypothetically would only be made available
contractor exclusively at private expense, and technical or scientificthrough the discovery process by special order of the court based on
data developed in part with Federal funds and in part at privatethe particular needs of a litigant, balanced against the interest of the
expense, wherein the contractor or subcontractor has retained legitiagency in maintaining its confidentiality, then the record or docu-
mate proprietary interests in such data in accordance with 10 USGment need not be made available under this Regulation. Consult
2320-2321 and DoD Federal Acquisition Regulation Supplementwith legal counsel to determine whether Exemption 5 material
(DFARS), Subpart 227.4 (references (aa) and (ac)). Technical datavould be routinely made available through the discovery process.
developed exclusively with Federal funds may be withheld under c. Intra or interagency memoranda or letters that are factual, or
Exemption Number 3 if it meets the criteria of 10 USC 130 and those reasonably segregated portions that are factual, are routinely
DoD Directive 5230.25 (reference (v))(see subpara 3-200, Numbermade available through “discovery,” and shall be made available to
3e). a requester, unless the factual material is otherwise exempt from
g. Computer software meeting the conditions of paragraph 1-release, inextricably intertwined with the exempt information, so
402c, which is copyrighted under the Copyright Act of 1976 (17 fragmented as to be uninformative, or so redundant of information
USC 106), the disclosure of which would have an adverse impact onalready available to the requester as to provide no new substantive
the potential market value of a copyrighted work. information.
Number 5.Except as provided in paragraphs Number 5b through e, d. A direction or order from a superior to a subordinate, though
below, internal advice, recommendations, and subjective evalua-contained in an internal communication, generally cannot be with-
tions, as contrasted with factual matters, that are reflected in record$ield from a requester if it constitutes policy guidance or a decision,
pertaining to the decision-making process of an agency, whetheras distinguished from a discussion of preliminary matters or a re-
within or among agencies (as defined in 5 USC 552(e) (referencequest for information or advice that would compromise the decision-
(a)), or within or among DoD Components. Also exempted are making process.
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e. An internal communication concerning a decision that sub- review, of courts-martial or special courts-martial involving a bad
sequently has been made a matter of public record must be madeonduct discharge should be addressed as in appendix B, paragraph
available to a requester when the rationale for the decision is ex-5. This guidance does not preclude furnishing records of a trial to an
pressly adopted or incorporated by reference in the record containaccused.
ing the decision. Number 7.Records or information compiled for law enforcement
Number 6.Information in personnel and medical files, as well as purposes; i.e., civil, criminal, or military law, including the imple-
similar personal information in other files, that, if disclosed to the mentation of executive orders or regulations issued pursuant to law.
requester would result in a clearly unwarranted invasion of personalThis exemption also applies to law enforcement investigations such
privacy. Release of information about an individual contained in a as Inspector General investigations. This exemption may be invoked
Privacy Act System of Records that would constitute a clearly to prevent disclosure of documents not originally created for, but
unwarranted invasion of privacy is prohibited, and could subject the later gathered for law enforcement purposes.

releaser to civil and criminal penalties. _ _ ~a. This exemption applies, however, only to the extent that pro-
a. Examples of other files containing personal information simi- duction of such law enforcement records or information could result
lar to that contained in personnel and medical files include: in the following:

(1) Those compiled to evaluate or adjudicate the suitability of (1) Could reasonably be expected to interfere with enforcement
candidates for civilian employment or membership in the Armed proceedings.

Forces, and the eligibility of individuals (civilian, military, or con- (2) Would deprive a person of the right to a fair trial or to an
tractor employees) for security clearances, or for access to particUimpartial adjudication.
larly sensitive classified information. 3) Could reasonably be expected to constitute an unwarranted

! 4> ) - (
(2) Files containing reports, records, and other material pertaininginyasion of personal privacy of a living person, including surviving
to personnel matters in which administrative action, including disci- family members of an individual identified in such a record.

plinary action, may be taken. (a) This exemption also applies when the fact of the existence or

b. Home addresses are normally not releasable without the conygneyistence of a responsive record would itself reveal personally
sent of the individuals concerned. In addition, the release of lists Ofprivate information, and the public interest in disclosure is not

DoD military and civilian personnel's names and duty addressesgicient to outweigh the privacy interest. In this situation, Compo-

who are assigned to units that are sensitive, routinely deployable, Ot o shall neither confirm nor deny the existence or nonexistence
stationed in foreign territories may constitute a clearly unwarranted o¢ the record being requested.

invasion of personal privacy. (b) A “refusal to confirm or deny” response must be used consis-

. (1) Pr_ivacy interest. A pr!vacy in_terest may exi_st in personal tently, not only when a record exists, but also when a record does
information even though the information has been disclosed at SOME, ot e;(ist Otherwise, the pattern of lljsing a “no records’ response

place and time. If personal information is not freely available from when a record does not exist and a “refusal to confirm or deny”
sources other than the Federal Government, a privacy interest existy o 3 record does exist will itself disclose personally private
in its nondisclosure. The fact that the Federal Government expende formation

funds to prepare, index, and maintain records on personal informa- )
. . . (c) Refusal to confirm or deny should not be used when (1) the
tion, and the fact that a requester invokes FOIA to obtain thesepelrson whose personal privacy is in jeopardy has provided the

records indicates the information is not freely available. requester with a waiver of his or her privacy rights; or (2) the

(2) Telephone directories, organization charts, and/or staff direc- . L .
\ ) - ; L : person whose personal privacy is in jeopardy is deceased, and the
tories published by installations or activities will be released when gency is aware of that fact. .

requested under FOIA. In all such directories or charts, names of® . . .
personnel assigned to sensitive units, routinely deployable units, or (4.) Cogld reasona_bly b? expected 1o d'IS(.:|OSE the identity of a
units stationed in foreign territories will be excised and denied undercomIdentlal source, including a source within the Department of
Exemption 6 of the FOIA. By DOD policy, the names of general Defense'. a _State, _IocaI, or foreign agency or authority, or any pri-
officers (or civilian equivalent) or public affairs officers may be vate institution which furnishes the information on a confidential
released at any time. The sanitized copy will be excised by cuttingbas's' . . . . . .
out or masking the names and reproducing the documents. Initial (°) Could disclose information furnished from a confidential
Denial Authority for directories is delegated to the Freedom of source and O'F’ta'f?ed by a criminal law enforcgment authorlty In a
Information/Privacy Act Office, Suite 201, 1725 Jefferson Davis Cfiminal investigation or by an agency conducting a lawful national
Highway, Arlington, VA 22202-4102. security mtelhg_ence investigation.

c. This exemption shall not be used in an attempt to protect the (6) Would disclose techniques and procedures for law enforce-
privacy of a deceased person, but it may be used to protect thdnent investigations or prosecutions, or woulq dlsc!ose gmdgllnes for
privacy of the deceased person’s family. However, particularly sen-law enforcement investigations or prosgcutlons |f. such disclosure
sitive, often graphic, personal details about the circumstances surfuld reasonably be expected to risk circumvention of the law.
rounding an individual’s death may be withheld where necessary to (7) Could reasonably be expected to endanger the life or physical
protect the privacy interests of surviving family members, or even Safety of any individual.
information that is not particularly sensitive in itself may be with- ~ P. Examples include:
held to protect the privacy of surviving family members if release of (1) Statements of witnesses and other material developed during
the information would cause a disruption to their peace of mind. the course of the investigation and all materials prepared in connec-
Some examples might include autopsy reports and graphic details ofion with related government litigation or adjudicative proceedings.
murder. These examples are not intended to be all inclusive. (2) The identity of firms or individuals being investigated for

d. Individual’'s personnel, medical, or similar files may be with- alleged irregularities involving contracting with the Department of
held from them or their designated legal representative only to theDefense (Army) when no indictment has been obtained nor any civil
extent consistent with DoD Directive 5400.11, the Privacy Act (5 action filed against them by the United States.

USC 552a), DoD 5400.11-R, and AR 340-21. (Reference (d)). (3) Information obtained in confidence, expressed or implied, in

e. A clearly unwarranted invasion of the privacy of the person the course of a criminal investigation by a criminal law enforcement
identified in a personnel, medical, or similar record may constitute aagency or office within a DoD Component, or a lawful national
basis for deleting those reasonably segregated portions of that resecurity intelligence investigation conducted by an authorized
cord, even when providing it to the subject of the record. When agency or office within a DoD Component. National security intelli-
withholding personal information from the subject of the record, gence investigations include background security investigations and
legal counsel should first be consulted. those investigations conducted for the purpose of obtaining affirma-

f. Requests for access to or release of records, before appellatéve or counterintelligence information.
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c. The right of individual litigants to investigative records cur- under the FOIA. Records requested under the FOIA that do not bear
rently available by law (such as, the Jencks Act, 18 USC 3500,such markings, shall not be assumed to be releasable without exami-
reference (1)) is not diminished. nation for the presence of information that requires continued pro-

d. When the subject of an investigative record is the requester oftection and qualifies as exempt from public release.
the record, it may be withheld only as authorized by DoD Directive

5400.11 (reference (d)). The Army implementing directive is AR 4—104. Distribution Statement . .
340-21. Information in a technical document that requires a distribution

statement pursuant to DoD Directive 5230.24 (reference (m)) shall

. Exclusions. Excluded fi the ab ti the fol- ;
€. EXCUSIONS. =xciuded rom e above exemption are e 1o bear that statement and may be marked FOUO, as appropriate.

lowing two situations applicable to the Department of Defense:
(1) Whenever a request is made which involves access to record%eotion 2
or information compiled for law enforcement purposes, and the
investigation or proceeding involves a possible violation of criminal
law where there is reason to believe that the subject of the investigan_zool Location of Markings
tion or proceeding is unaware of its pendency, and the disclosure of 3 An unclassified document containing FOUO information shall
the existence of the records could reasonably be expected to intefhe marked “For Official Use Only” in bold letters at least 3/16 of an
fere with enforcement proceedings, Components may, during onlyinch high at the bottom on the outside of the front cover (if any), on
such times as that circumstance continues, treat the records or infofeach page containing FOUO information, and on the outside of the
mation as not subject to the FOIA. In such situation, the response thack cover (if any).
the requester will state that no records were found. b. Within a classified document, an individual page that contains
(2) Whenever informant records maintained by a criminal law both FOUO and classified information shall be marked at the top
enforcement organization within a DoD Component under the in- and bottom with the highest security classification of information
formant’s name or personal identifier are requested by a third partyappearing on the page.
using the informant's name or personal identifier, the Component ¢, Within a classified or unclassified document, an individual
may treat the records as not subject to the FOIA, unless the informpage that contains FOUO information but no classified information
ant’s status as an informant has been officially confirmed. If it is shall be marked “For Official Use Only” at the bottom of the page.
determined that the records are not subject to the FOIA, the re-The paragraphs containing the “For Official Use Only” information
sponse to the requester will state that no records were found. should also be marked with the initials FOUO.
Number 8.Those contained in or related to examination, operation d. Other records, such as, photographs, films, tapes, or slides,
or condition reports prepared by, on behalf of, or for the use of anyshall be marked “For Official Use Only” or “FOUQ” in a manner
agency responsible for the regulation or supervision of financial that ensures that a recipient or viewer is aware of the status of the

Markings

institutions. information therein. Markings on microform will conform to the
Number 9.Those containing geological and geophysical information requirements of b and ¢ above. As a minimum, each frame of a
and data (including maps) concerning wells. microform containing FOUO information will be marked “FOR

OFFICIAL USE ONLY” at the bottom center of the appropriate
page or frame. Classified or protective markings placed by a soft-
ware program at both top and bottom of a page or frame of a

Chapter IV computer-generated report are acceptable. Storage media (disk packs

For Official Use Only or magnetic tapes) containing personal information subject to the
Privacy Act will be labeled “FOR OFFICIAL USE ONLY—Privacy

Section 1 Act Information.”

General Provisions e. FOUO material transmitted outside the Department of Defense

requires application of an expanded marking to explain the signifi-
cance of the FOUO marking. This may be accomplished by typing
4-100. General or stamping the following statement on the record prior to transfer:
Information that has not been given a security classification pur- “This document contains information EXEMPT FROM MANDA-
suant to the criteria of an Executive Order, but which may be TORY DISCLOSURE under the FOIA. Exemptions ..... apply.”
withheld from the public for one or more of the reasons cited in  f. Permanently bound volumes need to be marked only on the
FOIA exemptions 2 through 9, shall be considered as being foroutside of the front and back covers, title page, and first and last
official use only. No other material shall be considered or marked pages. Volumes stapled by office-type hand or electric staples are
“For Official Use Only” (FOUO), and FOUO is not authorized as an not considered permanently bound.
anemic form of classification to protect national security interests.
Section 3
4-101. Prior FOUO Application Dissemination and Transmission
The prior application of FOUO markings is not a conclusive basis
for withholding a record that is requested under the FOIA. When 4-300. Release and Transmission Procedures
such a record is requested, the information in it shall be evaluated tdJntil FOUO status is terminated, the release and transmission in-
determine whether, under current circumstances, FOIA exemptionsstructions that follow apply:
apply in withholding the record or portions of it. If any exemption @ FOUO information may be disseminated within DoD Compo-
or exemptions apply or applies, it may nonetheless be released whefents and between officials of DoD Components and DoD contrac-
it is determined that no governmental interest will be jeopardized bytors, consultants, and grantees to conduct official business for the

its release. Department of Defense. Recipients shall be made aware of the
status of such information, and transmission shall be by means that
4-102. Historical Papers preclude unauthorized public disclosure. Transmittal documents

Records such as notes, working papers, and drafts retained as histoghall call attention to the presence of FOUO attachments.
ical evidence of DoD Component actions enjoy no special status b. DoD holders of FOUO information are authorized to convey

apart from the exemptions under the FOIA (reference (a)). such information to officials in other departments and agencies of
the executive and judicial branches to fulfill a government function,
4-103. Time to Mark Records except to the extent prohibited by the Privacy Act. Records thus

The marking of records at the time of their creation provides notice transmitted shall be marked “For Official Use Only,” and the recipi-
of FOUO content and facilitates review when a record is requestedent shall be advised that the information has been exempted from
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public disclosure, pursuant to the FOIA, and that special handlingappellate authorities, shall terminate “For Official Use Only” mark-

instructions do or do not apply. ings or status when circumstances indicate that the information no
c. Release of FOUO information to Members of Congress is longer requires protection from public disclosure. When FOUO sta-

governed by DoD Directive 5400.4 (reference (n)). Army intus is terminated, all known holders shall be notified, to the extent

plementing instructions are in paragraph 5-103 and in AR 1-20. practical. Upon notification, holders shall efface or remove the “For

Release to the GAO is governed by DoD Directive 7650. (reference Official Use Only” markings, but records in file or storage need not

(0)). Records released to the Congress or GAO should be reviewedbe retrieved solely for that purpose.

to determine whether the information warrants FOUO status. If not,

prior FOUO markings shall be removed or effaced. If withholding 4-501. Disposal

criteria are met, the records shall be marked FOUO and the recipient @ Nonrecord copies of FOUO materials may be destroyed by

provided an explanation for such exemption and marking. Alterna- tearing each copy into pieces to preclude reconstructing, and placing

tively, the recipient may be requested, without marking the record,them in regular trash containers. When local circumstances or expe-

to protect against its public disclosure for reasons that are explainedrience indicates that this destruction method is not sufficiently pro-
tective of FOUO information, local authorities may direct other
4-301. Transporting FOUO Information methods but must give due consideration to the additional expense
Records containing FOUO information shall be transported in a balanced against the degree of sensitivity of the type of FOUO
manner that precludes disclosure of the contents. When not cominformation contained in the records.
mingled with classified information, FOUO information may be sent  b. Record copies of FOUO documents shall be disposed of in
via first-class mail or parcel post. Bulky shipments, such as distribu- accordance with the disposal standards established under 44 U.S.C.
tions of FOUO Directives or testing materials, that otherwise qualify Chapter 33 (reference (q)), as implemented by DoD Component
under postal regulations may be sent by fourth-class mail. Wheninstructions concerning records disposal. Army implementing dispo-
material marked FOUO is removed from storage, attach DA Label sition instructions are in AR 25-400-2.
87 (For Official Use Only Cover Sheet).
4-502. Unauthorized Disclosure
4-302. Electrically Transmitted Messages The unauthorized disclosure of FOUO records does not constitute an
Each part of electrically transmitted messages containing FOUOunauthorized disclosure of DoD information classified for security
information shall be marked appropriately. Unclassified messagespurposes. Appropriate administrative action shall be taken, however,
containing FOUO information shall contain the abbreviatio fix responsibility for unauthorized disclosure whenever feasible,
“FOUO” before the beginning of the text. Such messages shall beand appropriate disciplinary action shall be taken against those re-
transmitted in accordance with communications security proceduressponsible. Unauthorized disclosure of FOUO information that is
in ACP-12I (US Supp I) (reference (p)) for FOUO information. protected by the Privacy Act (reference (gg)) may also result in civil

Army follows the procedures in AR 25-11. and criminal sanctions against responsible persons. The DoD Com-
ponent that originated the FOUO information shall be informed of
4-303. Telephone usage its unauthorized disclosure.

a. FOUO information may be discussed over the telephone lines
with DOD, other Government agencies, and Government support
contractors for official purposes.
b. Facsimile communications marked FOUO may be transmitted Chapter V
by nonsecure terminals with the FOUO marking intact between Release and Processing Procedures
DOD, other U.S. Government agencies, and U.S. Government sup-
port contractors for official purposes. Section 1

General Provisions

Section 4
Safeguarding FOUO Information 5-100. Public Information

. a. Since the policy of the Department of Defense is to make the
4-400. During Duty Hours maximum amount of information available to the public consistent

During normal working hours, records determined to be FOUO shall i, jis other responsibilities, written requests for a DoD or Depart-
be placed in an out-of-sight location if the work area is accessible t0ant of the Army record made under the FOIA may be denied only
non-governmental personnel. When material marked FOUO is re-\ hen:

moved from storage, attach DA Label 87. (1) The record is subject to one or more of the exemptions in

4-401. During Nonduty Hours Chapter Il of this Regulation.

At the close of business, FOUO records shall be stored so as t, (2) The record has not been described well enough to enable the
preclude unauthorized access. Filing such material with other un- oD Component to locate it with a reasonable amount of effort by
classified records in unlocked files or desks, etc., is adequate wher? €mployee familiar with the files. _

normal U.S. Government or government-contractor internal building (3) The requester has failed to comply with the procedural re-
security is provided during nonduty hours. When such internal secu-duirements, including the written agreement to pay or payment of
rity control is not exercised, locked buildings or rooms normally any required fee imposed by the instructions of the DoD Component
provide adequate after-hours protection. If such protection is notconcerned. When personally identifiable information in a record is
considered adequate, FOUO material shall be stored in locked refequested by the subject o_f the record or his attorney, notarization of
ceptacles such as file cabinets, desks, or bookcases. FOUO record8€ request may be required. , _
that are subject to the provisions of P.L. 86-36 (reference (c)) shall_P. Individuals seeking DoD information should address their
meet the safeguards outlined for that group of records. Army per-FOIA requests to one of the addresses listed in Appendix B.
sonnel handling National Security Agency (NSA) records will fol- c. Release of information under the FOIA can have an adverse

low NSA instructions on storing and safeguarding those records. impact on OPSEC. The Army implementing directive for OPSEC is
AR 530-1. It requires that OPSEC points of contact be named for all

Section 5 HQDA staff agencies and for all commands down to battalion level.

Termination, Disposal and Unauthorized Disclosures The FOIA official for the staff agency or command will use DA
Form 4948R to announce the OPSEC/FOIA advisor for the com-

4-500. Termination mand. Persons named as OPSEC points of contact will be OPSEC/

The originator or other competent authority, e.g., initial denial and FOIA advisors. Command OPSEC/FOIA advisors should implement
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the policies and procedures in AR 530-1, consistent with this regula-thinks that release may injure the patient's mental or physical heal-
tion and with the following considerations: th; in that case, copies of records will be released to the patient’s

(1) Documents or parts of documents properly classified in the next of kin or legal representative or to the doctor assuming the
interest of national security must be protected. Classified documentgatient’s treatment. If the patient is adjudged insane, or dies, the
may be released in response to a FOIA request only under AR 380¢<opies will be released, on written request, to the patient's next of
5, chapter Ill. AR 380-5 provides that if parts of a document are notkin or legal representative.
classified and can be segregated with reasonable ease, they may be(6) Copies of records may be given to a Federal or State hospital
released, but parts requiring continued protection must be clearlyor penal institution if the person concerned is an inmate or patient
identified. there.

(2) The release of unclassified documents could violate national (7) Copies of records or information from them may be given to
security. When this appears possible, OPSEC/FOIA advisors shoulcRuthorized representatives of certain agencies. The National Acad-
request a classification evaluation of the document by its proponentemy of Sciences, the National Research Council, and other accred-
under AR 380-5, paragraphs 2-204, 2-600, 2-800, and 2-801. Inited agencies are eligible to receive such information when they are
such cases, other FOIA exemptions (para 3-200) may also applye€ngaged in cooperative studies, with the approval of The Surgeon

(3) A combination of unclassified documents, or parts of them, General of the Army. However, certain information on drug and
could combine to supply information that might violate national @lcohol use cannot be released. AR 600-85 covers the Army’s alco-
security if released. When this appears possible, OPSEC/FOIA advi0l and drug abuse prevention and control program.
sors should consider classifying the combined information per AR _(8) Copies of pertinent parts of a patient's records can be fur-
380-5, paragraph 2-211. nished to the staff judge advocate or legal officer of the command in

(4) A document or information may not be properly or currently connection with the Government's collection of a claim. If proper,
classified when a FOIA request for it is received. In this case, theth® legal officer can release this information to the tortfeasor's
request may not be denied on the grounds that the document of'SUreér without the patient's consent.
information is classified except in accordance with Executive Order Note.Information released to third parties under (5), (6), and (7) above must

12958, Section 1.6(d), and AR 380-5, paragraph 2-204, and withPe accompanied by a statement of the conditions of release. The statement
apprO\}aI of the Army, General Couns;al ' will specify that the information not be disclosed to other persons except as

d. OPSEC/EOIA advisors Will— privileged communication between doctor and patient.

(1) Advise persons processing FOIA requests on related OPSEC b. Military personnel records. Military personnel records will be
requirements released under these conditions:

(2) Help custodians of requested documents prepare requests for (1) DA must provide specific information about a person's mili-
classification evaluations. Lary hserwce (stateme_nht o': military s,erwc_e) in response toh_a reql;lest
(3) Help custodians of requested documents identify the parts of y that person or with that person’s written consent to his or her

- hyd . egal representative.
ggglgnents that must remain classified under this paragraph and ARL (2) Papers relating to applications for, designation of beneficiar-

e. OPSEC/FOIA advisors do not, by their actions, relieve FOIA ies under, and allotments to pay premiums for, National Service Life

A . - Insurance or Serviceman’s Group Life Insurance will be released to
p_er_s_onnel and custodla_n_s processing FO'A requests of their réSpOfghe applicant or to the insured. If the insured is adjudged insane
sibility to protect classified or exempted information.

(evidence of an insanity judgment must be included) or dies, the

5-101. Requests from Private Parties records will be released, on request, to designated beneficiaries or to

The provisions of the FOIA are reserved for persons with private the next of kin.

. . - . (3) Copies of DA documents that record the death of a soldier, a
interests as ppposed to federal or fprelgn governments seeking qﬁ'_de(pgndelgt or a civilian employee will be released, on request, to
cial information. Requests from private persons will be made in ! ! '

writing, and will clearly show all other addressees within the Fed- that person’s next of kin, life insurance carrier, and legal representa-

eral Government to whom the request was also sent. This procedurtlve' A person acting on behalf of someone else concerned with the

will reduce processing time requirements, and ensure better inter(aeath (e.g., the executor of a wil) may also obtain copies by

] o .. submitting a written request that includes evidence of his or her
and intra-agency coordination. Components are under no obligatio

. ; . MNepresentative capacity. That representative may give written con-
to establish procedures to receive hand delivered requests. Forelggel?]t for release fo ot¥1ers P y 9

governments seeking information from DoD Components should use (4) Papers relating to the pay and allowances or allotments of a

re;éi?(ljlzhtidin(:jfif\l/?(ljﬂa(ljshir::jzlrs tfhoer Eg&'\n:ggcéggggfégn'ulefcle?eslgagfepresent or former soldier will be released to the soldier or his or her

¢ inf i " ided for i h 2505 d3 authorized representative. If the soldier is deceased, these papers
of Information, except as provided for In paragraph 1- and S il pe released to the next of kin or legal representatives.

200. DA officials will release the following records, upon request, . “cyijian personnel records. Civilian Personnel Officers (CPOSs)

to thtef persor}s Spef'f'ter? below, l(everg)lpho_l;ﬁh tlhoeze r?‘co.:ds are f)ﬁivith custody of papers relating to the pay and allowances or allot-
empt from release to the general public. The 10-day limit (para 1-mants of current or former civilian employees will release them to

503) applies. _ _ the employee or his or her authorized representative. If the em-
a. Medical records. Commanders or chiefs of medical treatment |ovee is deceased, these records will be released to the next of kin

facilities will release information— _ ] or legal representative. However, A CPO cannot release statements
(1) On the condition of sick or injured patients to the patient's of witnesses, medical records, or other reports or documents pertain-

relatives. i - - ing to compensation for injuries or death of a DA civilian employee
(2) That a patient’s condition has become critical to the nearest(Federal Personnel Manual, chap 294). Only officials listed in para-

known relative or to the person the patient has named to be ingraph 5-200d(4) and (18) can release such information.

formed in an emergency. d. Release of information to the public concerning accused per-
(3) That a diagnosis of psychosis has been made to the nearesions before determination of the case. Such release may prejudice

known relative or to the person named by the patient. the accused’s opportunity for a fair and impartial determination of
(4) On births, deaths, and cases of communicable diseases tthe case. The following procedures apply:

local officials (if required by local laws). (1) Information that can be released. Subject to (2) below, the
(5) Copies of records of present or former soldiers, dependentsfollowing information concerning persons accused of an offense

civilian employees, or patients in DA medical facilities will be may be released by the convening authority to public news agencies

released to the patient or to the patient’s representative on writteror media.

request. The attending physician can withhold records if he or she (a) The accused’'s name, grade or rank, unit, regular assigned
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duties, and other information as allowed by AR 340-21, paragraphpersonnel and medical records) may be releasable to the judge or
3-3a. court concerned, for use in litigation to which the United States is

(b) The substance or text of the offense of which the person isnot a party. Refer such requests to the local staff judge advocate or
accused. legal officer, who will coordinate it with the Litigation Division,

(c) The identity of the apprehending or investigating agency and OTJAG ((a)above).
the length or scope of the investigation before apprehension. (2) Tort claims.

(d) The factual circumstances immediately surrounding the ap- (a) A claimant or a claimant’s attorney may request a record that
prehension, including the time and place of apprehension, resistancaglates to a pending administrative tort claim filed against the DA.
or pursuit. Refer such requests promptly to the claims approving or settlement

(e) The type and place of custody, if any. authority that has monetary jurisdiction over the pending claim.

(2) Information that will not be released. Before evidence has These authorities will follow AR 27-20. The request may concern
been presented in open court, subjective observations or any inforan incident in which the pending claim is not as large as a potential
mation not incontrovertibly factual will not be released. Background claim; in such a case, refer the request to the authority that has
information or information relating to the circumstances of an ap- monetary jurisdiction over the potential claim.
prehension may be prejudicial to the best interests of the accused, (b) A potential claimant or his or her attorney may request infor-
and will not be released except under (3)(c) below, unless it serves anation under circumstances clearly indicating that it will be used to
law enforcement function. The following kinds of information will file a tort claim, though none has yet been filed. Refer such requests
not be released: to the staff judge advocate or legal officer of the command. That

(a) Observations or comments on an accused’s character andauthority, when subordinate, will promptly inform the Chief, U.S.
demeanor, including those at the time of apprehension and arrest cArmy Claims Service, of the substance of the request and the con-
during pretrial custody. tent of the record. (Mailing address: U.S. Army Claims Service,

(b) Statements, admissions, confessions, or alibis attributable toATTN: JACS-TCC, Fort George G. Meade, MD 20755-5360; tele-
an accused, or the fact of refusal or failure of the accused to make @hone, DSN 923-7860 or commercial (301) 677-7860.)
statement. (c) IDA officials listed in paragraph 5-200d who receive requests

(c) Reference to confidential sources, investigative techniquesder (a) or (b) above will refer them directly to the Chief, U.S.
and procedures, investigator notes, and activity files. This includesArmy Claims Service. They will also advise the requesters of the
reference to fingerprint tests, polygraph examinations, blood testsreferral and the basis for it.
firearms identification tests, or similar laboratory tests or(d) The Chief, U.S. Army Claims Service, will process requests

examinations. according to this regulation and AR 27-20, paragraph 110.
(d) Statements as to the identity, credibility, or testimony of pro-  (3) Contract disputes. Each request for a record that relates to a
spective witnesses. potential contract dispute or a dispute that has not reached final

(e) Statements concerning evidence or argument in the cadecision by the contracting officer will be treated as a request for
whether or not that evidence or argument may be used at the trialprocurement records and not as litigation. However, the officials

(f) Any opinion on the accused’s guilt. listed in paragraphs 510-1a and 520d will consider the effect of

(g) Any opinion on the possibility of a plea of guilty to the release on the potential dispute. Those officials may consult with the
offense charged, or of a plea to a lesser offense. U.S. Army Legal Services Agency. (Mailing address: U.S. Army

(3) Other considerations. Legal Services Agency, ATTN: JALSCA, Nassif Building, 5611

(a) Photographing or televising the accused. DA personn€blumbia Pike, Falls Church, VA 22041-5013; telephone, DSN
should not encourage or volunteer assistance to news media ir289-2023 or commercial (703) 756-2023.) If the request is for a
photographing or televising an accused or suspected person beingecord that relates to a pending contract appeal to the Armed Serv-
held or transported in military custody. DA representatives should ices Board of Contract Appeals or to a final decision that is still
not make photographs of an accused or suspect available unless subject to appeal (i.e., 90 days have not lapsed after receipt of the
law enforcement function is served. Requests from news media tdfinal decision by the contractor), then the request will be—
take photographs during courts-martial are governed by AR 360-5. (a) Treated as involving a contract dispute; and

(b) Fugitives from justice. This paragraph does not restrict the (b) Referred to the U.S. Army Legal Services Agency. (For ad-
release of information to enlist public aid in apprehending a fugitive dress and phone number, see (3) above.)
from justice. f. Dissemination of unclassified information concerning physical

(c) Exceptional cases. Permission to release information from protection of special nuclear material.
military personnel records other than as outlined in (b) above to (1) Unauthorized dissemination of unclassified information per-
public news agencies or media may be requested from The Judggaining to security measures, including security plans, procedures,
Advocate General (TJAG). Requests for information from military and equipment for the physical protection of special nuclear materi-
personnel records other than as outlined in (b) above will be proc-al, is prohibited under 10 USC 128 and para 3-200, exemption
essed according to this regulation. number 3.

e. Litigation, tort claims, and contract disputes. Release of infor-  (2) This prohibition shall be applied by the Deputy Chief of Staff
mation or records under this paragraph is subject to the time limita-for Operations and Plans as the IDA, to prohibit the dissemination
tions prescribed in paragraph 520-4. The requester must be advisedf any such information only if and to the extent that it is deter-
of the reasons for nonrelease or referral. mined that the unauthorized dissemination of such information

(1) Litigation. could reasonably be expected to have a significant adverse effect on

(a) Each request for a record related to pending litigation involv- the health and safety of the public or the common defense and
ing the United States will be referred to the staff judge advocate orsecurity by significantly increasing the likelihood of—
legal officer of the command. He or she will promptly inform the (a) lllegal production of nuclear weapons; or
Litigation Division, Office of the Judge Advocate General (OT- (b) Theft, diversion, or sabotage of special nuclear materials,
JAG), of the substance of the request and the content of the recoré@quipment, or facilities.
requested. (Mailing address: HQDA (DAJA-T), WASH DC 20310- (3) In making such a determination, DOD personnel may con-
2210; telephone, DSN 227-3462 or commercial (703 697-3462.) sider what the likelihood of an illegal production, theft, diversion, or

(b) If information is released for use in litigation involving the sabotage would be if the information proposed to be prohibited from
United States, the official responsible for investigative reports (AR dissemination were at no time available for dissemination.

27-40, para 24) must be advised of the release. He or she will note (4) DOD personnel shall exercise the foregoing authority to pro-
the release in such investigative reports. hibit the dissemination of any information described:

(c) Information or records normally exempted from release (i.e., (a) So as to apply the minimum restrictions needed to protect the
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health and safety of the public or the common defense and security; (c) Information related to disciplinary action. This subparagraph
and refers to records of trial by courts-martial; nonjudicial punishment
(b) Upon a determination that the unauthorized dissemination of of military personnel under the Uniform Code of Military Justice,
such information could reasonably be expected to result in a signifi-Article 15; nonpunitive measures such as administrative reprimands
cant adverse effect on the health and safety of the public or theand admonitions; suspensions of civilian employees; and similar
common defense and security by significantly increasing the likeli- documents. If the Department of the Army has specific instructions

hood of— on the request, the following instructions will apply. Subordinate
1. llegal production of nuclear weapons; or commanders will not release any information without securing the
2. Theft, diversion, or sabotage of special nuclear materiag§nsent of the proper installation commander. The installation com-

equipment, or facilities. mander may release the information unless the request is for a
(5) DOD employees shall not use this authority to withhold infor- classified or “For Official Use Only” document. In that case the

mation from the appropriate committees of Congress. c_omm_ander will refer the request p_romptly to_the Chief of Legisla-
g. Release of names and duty addresses. tive Liaison (see (d) below) for action, including the recommenda-

(1) Telephone directories, organizational charts, and/or staff di- tions of the transmitting agency and copies of the requested records
rectories published by installations or activities will be released With the referral, .
when requested under FOIA. In all such directories or charts, names, (d) Military personnel records. Only HQDA can release informa-
of personnel assigned to sensitive units, routinely deployable units,g%r:jgf:g; ctzlliqree?:(talyrgz%r%s;bn?pgjtlsiot?)liﬂz \(,:v;::e;eg?rL :glglislrgt?\l;eesl_t; i;rgr:n
or units stationed in foreign territories will be redacted and denied '
under Exemption 6 of the FOIA. By DoD policy, the names of Department of the Army, HQDA (SALL) WASH DC 20310-1600.
general officers (or civilian equivalent) or public affairs officers _ (€) Criminal investigation records. Only the Commanding Gener-

may be released at any time. The sanitized copy will be redacted by YU-S. Army Criminal Investigation Command (USACIDC), can

cutting out or masking the names and reproducing the documentrelease any USACIDC-originated criminal investigation file. For

The IDA for telephone directories is delegated to the U.S. Army further information, see AR 195-2.

Freedom of Information/Privacy Act Office, Suite 201, 1725 Jeffer- (f) Other exempt records._ Commanders or chief_s will refer re-
son Davis Highway, Arlington, Virginia 22202-4102. quests for all other categories of exempt information under para-

(2) Public Affairs Offices may release information determined to graph 3-200 directly to the Chief of Legislative Liaison per (d)

have legitimate news value, such as notices of personnel reassign@bove' They will include a copy of the material requested and, as

ments to new units or installations within the continental United appro%rlllatet,h recommoclend_arttk:ons concer;inlng relﬁasfe OtL denltald f
States, results of selection/promotion boards, school graduations/h ©) 3 er_”refcor_sr.] ”e ‘&?mmaf” er t(')r chie WItI custody o

completions, and awards and similar personal achievements. The)g e records will furnish afl other information promptly.

may release the names and duty addresses of key officials, if such (2) To the Federal courts, whenever ordered by officers of the

release is determined to be in the interests of advancing officialcozg; ET_E Qﬁ]ﬁsé:%rg)lr ;h:nggospego&drg)lg'sart?\}gogngf a{(ljjrsri:?l‘ies;trative
community relations functions. 9 ! '

as determined by the head of a DoD Component or designee.
5-102. Requests from Government Officials €) Disciplinary actipns and criminal investiga}tio.ns_. Requests for
Requests from officials of State or local Governments for DOD access to, or information from, the records of disciplinary actions or
Component records shall be considered the same as any other reqliminal investigations will be honored if proper credentials are
ester. Requests from members of Congress not seeking records gf€sented. Representatives of the Office of Personnel Management
behalf of a Congressional Committee, Subcommittee, either House @Y P€ given information from personnel files of employees actu-
sitting as a whole, or made on behalf of their constituents shall bed!ly €mployed at organizations or activities. Each such request will
considered the same as any other requester (See also paragraphs% considered on its merits. The information released will be the

505 and 5-103). Requests from officials of foreign governments min(ijmumd required in connection with the investigation being
gonducted.

shall be considered the same as any other requester. Requests fro - .
officials of foreign governments that do not invoke the FOIA shall _ (P) Other types of requests. All other official requests received by
be referred to appropriate foreign disclosure channels and the requD.A. elements from agencies of the executive branch (including o.ther
ester so notified. military departments) will be honored, if there are no compelling
reasons to the contrary. If there are reasons to withhold the records,
5-103. Privileged Release to Officials the requests will be submitted for determination of the propriety of

a. Subject to DoD 5200.I-R (reference (h)), and AR 380-5, appli- release to the appropriate ad_dresses showq in appendix B.
cable to classified information, DoD Directive 5400.11 (reference _ (4) To State and local officials, as determined by the head of a
(d)), and AR 340-21, applicable to personal privacy, or other appli- POD Component or designee. o o
cable law, records exempt from release under Chapter Ill, Section 2 P. DoD Components shall inform officials receiving records
of this Regulation may be authenticated and released, without re-Under the provisions of subparagraph 5-103a that those records are
quiring release to other FOIA requesters, in accordance with DoD€X€Mpt from public release under the FOIA and are privileged.
Component regulations, to U.S. Government officials requesting DOD Components shall also advise officials of any special handling
them on behalf of Federal governmental bodies, whether legislative NStructions.
executive, administrative, or judicial, as follows:

(1) To a Committee or Subcommittee of Congress, or 0 either gefore forwarding a FOIA request to an IDA for action, records
House sitting as a whole in accordance with DoD Directive 5400.4 ¢;siodians will obtain an opinion from their servicing judge advo-
(reference (n)). The Army implementing directive is AR 1-20. COM- ¢4te concerning the releasability of the requested records. A copy of
manders or chiefs will notify the Chief of Legislative Liaison of all 4 legal review, the original FOIA request, two copies of the
releases of information to members of Congress or staffs of congresgequested information (with one copy clearly indicating which por-
sional committees. Organizations that in the normal course of busi-ions are recommended for withholding, which FOIA exemptions
ness are required to provide information to Congress may Qgynort such withholding, and which portions, if any, have already
excepted. Handle requests by members of Congress (or staffs opeen released), a copy of the interim response acknowledging re-
congressional committees) for inspection of copies of official re- ceipt and notifying the requester of the referral to the IDA, and a
cords as follows: cover letter containing a telephone point of contact will be for-

(a) National security classified records. Follow AR 380-5. warded to the IDA with the command’s recommendation to deny a
(b) Civilian personnel records. Members of Congress may exam-request in whole or in part.

ine official personnel folders as permitted by 5 CFR 297.503(i).

5-104. Required coordination
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Section 2 and Comptroller) is authorized to act on requests for finance and

Initial Determinations accounting records.
. . . Note. Requests for CONUS finance and accounting records should be re-
5-200. Initial Denial Authority ferred to the Defense Finance and Accounting Service (DFAS).

a. Components shall limit the number of IDAs appointed. In
designating its IDAs, a DoD Component shall balance the goals of
centralization of authority to promote uniform decisions and decen-

tralization to facilitate responding to each request within the time Enai ;
e N ngineers and the Commander, U.S. Army Materiel Command.
limitations of the FOIA. The DA officials in paragraph d below are (4) The Deputy Assistant Secretary of the Army (Civilian Per-

designated as the Army’s only IDAs. Only an IDA, his or her : : . : ey
delegate, or the Secretary of the Army can deny FOIA requests forsonnel Policy)/Director of Civilian Personnel, Office of the Assist

? - ant Secretary of the Army (Manpower and Reserve Affairs) is
DA records. Each IDA will act on direct and referred requests for authorized to act on requests for civilian personnel records, person-
records within his or her area of functional responsibility. (See the

nel administration and other civilian personnel matters. The Deputy

proper .AR ir! the 10 series for full discussions of these areas; .theyAssistant Secretary of the Army (Civilian Personnel Policy)/Director
are outlined in d below.) In_cI_L!ded are record_s created or kept W|th|nof Civilian Personnel has delegated this authority to the Chief
the IDA’s area of responsibility; records retired by, or referred to, Policy and Program Development Division. ’

the IDA's headquarters or office; and records of predecessor organi- (5) The Director of Information Systems for Command, Control,

zations. If a request involves the areas of more than one IDA, theCommunications, and Computers (DISC4) is authorized to act on

IDA to whom the request was originally addressed will normally o4, ests for records pertaining to the Army Information Resources
respond to it; however, the affected IDAs may consult on such Management Program.

requests and agree on requnsibility_for them. IDA.S will comple’ge (6) The Inspector General is authorized to act on requests for all
all required coordination at initial denial level. This includes classi- Inspector General Records
fied records retired to the National Archives and Records Adminis- (7) The Auditor General. is authorized to act on requests for

tration when a mandatory declassification review is necessary. records relating to audits done by the U.S. Army Audit Agency

b. The initial determination of whether to make a record availa- nger AR 10-2. This includes requests for related records developed
ble or grant a fee waiver upon request may be made by any swtabl%y the Audit Agency.

official designated by the DoD Component in published regulations. (8) The Deputy Chief of Staff for Operations and Plans is author-

The presence of the marking “For Official Use Only” does not j;eq'tg act on requests for records relating to strategy formulation:
relieve the designated official of the responsibility to review the 4rce development; individual and unit training policy; strategic and
requested record for the purpose of determining whether an exempgactical command and control systems; nuclear and chemical mat-
tion under this regulation is applicable and should be invoked. IDAS tars- yse of DA forces: and military police records and reports
may delegate all or part of their authority to an office chief or prisé)ner confinement, a,nd correctional records. ’
subordinate commander. Such delegations must not slow FOIA ac- (9) The Deputy Chief of Staff for Personnel is authorized to act
tions. If an IDA’s delegate denies a FOIA or fee waiver request, the o, requests for case summaries, letters of instruction to boards,
delegate must clearly state that he or she is acting for the IDA andyepayioral science records, general education records, and alcohol
identify the IDA by name and position in the written response to the ang drug prevention and control records. Excluded are individual
requester. IDAs will send the names, offices, and telephone numbergreatmentitest records, which are a responsibility of The Surgeon
of their delegates to the U.S. Army Freedom of Information/Privacy general.
Act (FOIA/PA) Office, Suite 201, 1725 Jefferson Davis Highway,  (10) The Deputy Chief of Staff for Logistics is authorized to act
Arlington, Virginia, 22202-4102. IDAs will keep this information  on requests for records relating to DA logistical requirements and
current. . _ _ .. determinations, policy concerning materiel maintenance and use,
c. The officials designated by DoD Components to make initial equipment standards, and logistical readiness.

determinations should consult with public affairs officers (PAOs) to  (11) The Chief of Engineers is authorized to act on requests for
become familiar with SUb]eCt matter that is considered to be NeWS-records inv0|ving civil works, m|||tary construction, engineer pro-

worthy, and advise PAOs of all requests from news media repre-cyrement, and ecology; and the records of the U.S. Army Engineer
sentatives. In addition, the officials should inform PAOs in advance divisions’ districts’ |abc)ratoriesl and field operating agencies_

when they intend to withhold or partially withhold a record, if it (]_2) The Surgeon General is authorized to act on requests for
appears that the withholding action may be challenged in the mediamedical research and development records, and the medical records
A FOIA release or denial action, appeal, or court review may gener-of active duty military personnel, dependents, and persons given

ate public or press interest. In such case, the IDA (or delegate)physical examination or treatment at DA medical facilities, to in-
should consult the Chief of Public Affairs or the command or ¢luyde alcohol and drug treatment/test records.

Organization PAO. The IDA should inform the PAO contacted of (13) The Chief of Chap|ains is authorized to act on requests for

the issue and obtain advice and recommendations on handling itsecords involving ecclesiastical relationships, rites performed by DA

public affairs aspect. Any advice or recommendations requested Olchaplains, and nonprivileged communications relating to clergy and

obtained should be limited to this aspect. Coordination must beactive duty chaplains’ military personnel files.

completed within the 10 day FOIA response limit. (The point of  (14) The Judge Advocate General (TJAG) is authorized to act on
contact for the Army Chief of Public Affairs is HQDA (SAPA-  requests for records relating to claims, courts-martial, legal services,
OSR), WASH DC 20310-1500; telephone, DSN 227- 4122 or com- and similar legal records. TJAG is also authorized to act on requests
mercial (703) 697-4122.) If the request involves actual or potential for records described elsewhere in this regulation, if those records
litigation against the United States, release must be coordinated withtelate to litigation in which the United States has an interest. In

(3) The Assistant Secretary of the Army (Research, Develop-
ment, and Acquisition) is authorized to act on requests for procure-
ment records other than those under the purview of the Chief of

The Judge Advocate General. (See para 5-101e.) addition, TJAG is authorized to act on requests for records that are
d. The following officials are designated IDAs for the areas of not within the functional areas of responsibility of any other IDA.
responsibility outlined below: (15) The Chief, National Guard Bureau, is authorized to act on

(1) The Administrative Assistant to the Secretary of the Army is requests for all personnel and medical records of retired, separated,
authorized to act for the Secretary of the Army on requests for alldischarged, deceased, and active Army National Guard military per-
records maintained by the Office of the Secretary of the Army and sonnel, including technician personnel, unless such records clearly
its serviced activities, except those specified in (2) through (6) fall within another IDA’s responsibility. This authority includes, but
below, as well as requests requiring the personal attention of theis not limited to, National Guard organization and training files;
Secretary of the Army. plans, operations, and readiness files; policy files; historical files;

(2) The Assistant Secretary of the Army (Financial Management files relating to National Guard military support, drug interdiction,
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and civil disturbances; construction, civil works, and ecology re- Office, Suite 201, 1725 Jefferson Davis Highway, Arlington, VA
cords dealing with armories, facilities within the States, ranges, etc.;22202-4102.

Equal Opportunity investigative records; aviation program records

and financial records dealing with personnel, operation and mainte-5-201. Reasons for Not Releasing a Record

nance, and equipment budgets. There are seven reasons for not complying with a request for a

(16) The Chief of Army Reserve is authorized to act on requestsfecord:
for all personnel and medical records of retired, separated, dis- @ The request is transferred to another DoD Component, or to
charged, deceased, and reserve component military personnel, an@nother federal agency.
all U.S. Army Reserve (USAR) records, unless such records clearly b. The DOD component determines through knowledge of its
fall within another IDA’s responsibility. Records under the responsi- files and reasonable search efforts that it neither controls nor other-
bility of the Chief of Army Reserve include records relating to Wise possesses the requested record.

USAR plans, policies, and operations; changes in the organizational C. A record has not been described with sufficient particularity to
status of USAR units; mobilization and demobilization policies; €nable the DoD Component to locate it by conducting a reasonable
active duty tours; and the Individual Mobilization Augmentation search.

program. d. The requester has failed unreasonably to comply with proce-

(17) The Commander, United States Army Materiel Command dural requirements, including payment of fees, imposed by this
(AMC) is authorized to act on requests for the records of AMC regulation or DoD Component supplementing regulations.
headquarters and to subordinate commands, units, and activities that €. The request is withdrawn by the requester.
relate to procurement, logistics, research and development, and sup- f. The information requested is not a record within the meaning
ply and maintenance operations. of the FOIA and this Regulation.

(18) The Commander, USACIDC, is authorized to act on re- ¢. The record is denied in accordance with procedures set forth in
quests for criminal investigative records of USACIDC headquarters the FOIA and this Regulation.
and its subordinate activities. This includes criminal investigation )
records, investigation-in-progress records, and military polige202. Denial Tests o _
reports that result in criminal investigation reports. To deny a request.ed record that is in the possession or .co.ntrol of a

(19) The Commander, United States Total Army Personnel Com-D20D Component, it must be determined that the record is included
mand, is authorized to act on requests for military personnel filesi? One or more of the nine categories of records exempt from
relating to active duty (other than those of reserve and retired per-mandatory disclosure as provided by the FOIA and outlined in
sonnel) military personnel matters, personnel locator, physical disa-Chapter Il of this regulation.
bility determinations, and other military personnel administration
records; records relating to military casualty and memorialization
activities; heraldic activities; voting; records relating to identifica-
tion cards; naturalization and citizenship; commercial solicitation;
Military Postal Service Agency and Army postal and unofficial mail
service.

(20) The Assistant Chief of Staff for Installation Management
(ACSIM) is authorized to act on requests for records relating to
planning, programming, execution and operation of Army installa-
tions. This includes base realignment and closure activities; environ-
mental activities other than litigation; facilities and housing 704, Response to Requester
activities; and installation management support activities. The AC- 5 |njtial determinations to release or deny a record normally
SIM has delegated to the Commander, Community and Family Sup-shall be made and the decision reported to the requester within 10
port Center, authority to act on requests for records relating toworking days after receipt of the request by the official designated
morale, welfare, and recreation activities; non-appropriated funds,to respond. The action office/command holding the records will date
child development centers, community life programs, family action and time-stamp each request on receipt. The 10-day limit will start
programs; retired activities; club management; Army Emergency from the date stamped.

Relief, consumer protection; retiree survival benefits; and records p \when a decision is made to release a record, a copy should be
dealing with DA relationships with Social Security, Veterans Af- made available promptly to the requester once he has complied with
fairs, United Service Organization, U.S. Soldiers and Airmepgejiminary procedural requirements.

Home, and American Red Cross. . c. When a request for a record is denied in whole or in part, the
_(21) The Commander, United States Army Intelligence and Secu-official designated to respond shall inform the requester in writing
rity Command, is authorized to act on requests for intelligence of the name and title or position of the official who made the
investigation and security records, foreign scientific and technologi- getermination, and shall explain to the requester the basis for the
cal information, intelligence training, mapping and geodesy informa- getermination in sufficient detail to permit the requester to make a
tion, ground surveillance records, intelligence threat assessment, angecision concerning appeal. The requester specifically shall be in-
missile intelligence data relating to tactical land warfare systems.formed of the exemptions on which the denial is based. When the

(22) The Commander, U.S. Army Safety Center, is authorized tonitial denial is based in whole or in part on a security classification,
act on requests for Army safety records. the explanation should include a summary of the applicable criteria

(23) The General Counsel, Army and Air Force Exchange Serv-for classification, as well as an explanation, to the extent reasonably
ice (AAFES), is authorized to act on requests for AAFES records, feasible, of how those criteria apply to the particular record in
under AR 60-20/AFR 147-14. question. The requester shall also be advised of the opportunity and

(24) The Commander, Forces Command (FORSCOM), as a specprocedures for appealing an unfavorable determination to a higher
ified commander, is authorized to act on requests for specifiedfinal authority within the DoD Component. The IDA will inform the
command records that are unique to FORSCOM under paragraph lrequester of his or her right to appeal, in whole or part, the denial of
510. the FOIA or fee waiver request and that the appeal must be sent

(25) Special IDA authority for time-event related records may be through the IDA to the Secretary of the Army (ATTN: General
designated on a case-by-case basis. These will be published in th€ounsel). (See para 5-300.)

Federal Register. Current information on special delegations may be d. The response to the requester should contain information con-
obtained from the U.S. Army Freedom of Information/Privacy Act cerning the fee status of the request, consistent with the provisions

5-203. Reasonably Segregable Portions

Although portions of some records may be denied, the remaining
reasonably segregable portions must be released to the requester
when it reasonably can be assumed that a skillful and knowledgea-
ble person could not reconstruct the excised information. When a
record is denied in whole, the response advising the requester of that
determination will specifically state that it is not possible to reasona-
bly segregate portions of the records for release. (See para 1-504b
for excising guidance.)
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of Chapter VI, this Regulation. Generally, the information shall a non-U.S. Government source, or for a record containing informa-

reflect one or more of the following conditions: tion clearly identified as having been provided by a non-U.S. Gov-
(1) All fees due have been received. ernment source, the source of the record or information (also known
(2) Fees have been waived because they fall below the automati@s “the submitter” for matters pertaining to proprietary data under 5
fee waiver threshold. USC 552 (reference (a)) Exemption (b) (4)) (Chapter IIl, section 2,

(3) Fees have been waived or reduced from a specified amount t®aragraph 3-200, Number 4., and reference (ee), this Regulation)
another specified amount because the rationale provided in suppor¥ill be notified promptly of that request and afforded reasonable
of a request for waiver was accepted. time (e.g., 30 calendar days) to present any objections concerning

(4) A request for waiver has been denied. the release, unless it is clear that there can be no valid basis for

(5) Fees due in a specified amount have not been received. Objection. This practice is required for those FOIA requests for data

e. The explanation of the substantive basis for a denial shall N0t deemed clearly exempt from disclosure under Exemption (b)(4).
include specific citation of the statutory exemption applied under !f: for example, the record or information was provided with actual
provisions of this regulation. Merely referring to a classification or O Presumptive knowledge of the non-U.S. Government source and
to a “For Official Use Only” marking on the requested record does established that it would be made available to the public upon
not constitute a proper citation or explanation of the basis for invok- réduest, there is no obligation to notify the source. Any objections
ing an exemption. shall be evaluated. The final decision to disclose information

f. When the time for response becomes an issue, the officialCl@imed to be exempt under Exemption (b)(4) shall be made by an

responsible for replving shall acknowledae to the reguester the dat®fficial equivalent in rank to the official who would make the
ofstphe Srleceiptrc:f F:hyé ?eéuest. wieag requester decision to withhold that information under the FOIA. When a

substantial issue has been raised, the DoD Component may seek
5-205. Extension of Time additional information from the source of the information and afford

a. In unusual circumstances, when additional time is needed tothe source and requester reasonable opportunities to present their
respond, the DoD Component shall acknowledge the request indrguments on the legal and substantive issues involved prior to
writing within the 10 day period, describe the circumstances requir- Making an agency determination. When the source advises it will
ing the delay, and indicate the anticipated date for substantive reS€€k a restraining order or take court action to prevent release of the

sponse that may not exceed 10 additional working days. Unusuafecord or information, the requester shall be notified, and action on
circumstances that may justify delay are: the request normally shall not be taken until after the outcome of

(1) The requested record is located in whole or in part at p|acesthat court action is known. When the requester brings court action to
other than the office processing the request. compel disclosure, the submitter shall be promptly notified of this

(2) The request requires the collection and evaluation of a sub-action: o . .
stantial number of records. b. The coordination provisions of this paragraph also apply to

(3) Consultation is required with other DoD Components G non-U.S. Government record in the possession and control of
agencies having substantial interest in the subject matter to detert'® Department of Defense from multi-national organizations, such

mine whether the records requested are exempt from disclosure iri\S the N(Xth AmericgnfTreaté Organiéat’i\loonRg\lgTO) fand_ North
whole or in part under provisions of this regulation or should be ~merican éarosg.ace‘ e e.nsef ommand ( ). ocrj or?]lgn gov-
released as a matter of discretion, ernments. Coordination with foreign governments under the provi-

b. The statutory extension of time for responding to an initial sions of this paragraph shall be made through Department of State.
request must be approved on a case-by-case basis by the finag_zo& File of Initial Denials
appellate authority for the DoD Component, or in accordance with copies of all initial denials shall be maintained by each DoD Com-

regulations of the DoD Component, or in accordance with regula- honent in a form suitable for rapid retrieval, periodic statistical

tions of the DoD Component that establish guidance governing thecompilation, and management evaluation. Records will be main-
circumstances in which such extensions may be granted. The timgained in accordance with AR 25-400-2.

may be extended only once during the initial consideration period.
Only the responsible IDA can extend it, and the IDA must first 5-209. Special Mail Services
coordinate with the Office of the Army General Counsel. DoD Components are authorized to use registered mail, certified
c. In these unusual cases where the statutory time limits cannotmail, certificates of mailing and return receipts. However, their use
be met and no informal extension of time has been agreed to, theshould be limited to instances where it appears advisable to establish
inability to process any part of the request within the specified time proof of dispatch or receipt of FOIA correspondence.
should be explained to the requester with notification that he or she
may treat the delay as an initial denial with a right to appeal, or 5-210. Receipt Accounts )
anticipated date. It should be made clear that any such agreemertO!A receipts. These accounts, which are described below, shall be
does not prejudice the right of the requester to appeal the initialused for depositing all FOIA receipts, except receipts for in-
decision after it is made. Components are reminded that the requdustrially funded and non-appropriated funded activities. Compo-
ester still retains the right to treat this delay as a defacto denial with€nts are reminded that the below account numbers must be
full administrative remedies. preceded by the appropriate disbursing office two digit prefix. In-
d. As an alternative to the taking of formal extensions of time as dustrially-funded and nonappropriated funded activity FOIA receipts
described in subparagraphs 5-205, a., b., and c., above, the negotighall be deposited to the applicable fund. _
tion by the cognizant FOIA coordinating office of informal exten- _ & Receipt Account 3210 Sale of Publications and Reproductions,

sions in time with requesters is encouraged where appropriate. Freedom of Information Act. This account shall be used when
depositing funds received from providing existing publications and

5-206. Misdirected Requests forms that meet the Receipt Account Series description found in
Misdirected requests shall be forwarded promptly to the DoD Com- Federal Account Symbols and Titles. Deliver collections within 30
ponent with the responsibility for the records requested. The periodcalendar days to the servicing finance and accounting office.
allowed for responding to the request misdirected by the requester b. Receipt Account 3210 Fees and Other Charges for Services,
shall not begin until the request is received by the DoD ComponentFreedom of Information Act. This account is used to deposit search

that manages the records requested. fees, fees for duplicating and reviewing (in the case of commercial
requesters) records to satisfy requests that could not be filled with
5-207. Records of Non-U.S. Government Source existing publications or forms.

a. When a request is received for a record that was obtained from
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Section 3 however, without prejudicing their right of judicial remedy, await a

Appeals substantive response. The DoD Component shall continue to process
the case expeditiously, whether or not the requester seeks a court
5-300. General order for release of the records, but a copy of any response provided

a. If the Initial Denial Authority (IDA) declines to provide a subsequent to filing of a complaint shall be forwarded to the Depart-
record because the IDA considers it exempt, that decision may bement of Justice.
appealed by the requester, in writing, to a designated appellate
authority. The appeal should be accompanied by a copy of the lette6-304. Response to the Requester
denying the initial request. Such appeals should contain the basis for a. When an appellate authority makes a determination to release
disagreement with the initial refusal. Appeal procedures also applyall or a portion of records withheld by an IDA, a copy of the records
to the disapproval of a request for waiver or reduction of fees, andso released should be forwarded promptly to the requester after
for no record determinations when the requester considers such gompliance with any preliminary procedural requirements, such as
response adverse in nature. A requester must be advised that a “rgayment of fees.
record” response may be considered to be adverse, and if so inter- b. Final refusal to provide a requested record or to approve a
preted, may be appealed using normal appeal procedures. An addiequest for waiver or reduction of fees must be made in writing by
tional records search shall be conducted and certified, based on thtéhe head of the DoD Component or by a designated representative.
receipt of an appeal to a “no record” response. Should the secondhe response, at a minimum, shall include the following:
search still not produce any records responsive to the request, a fee (1) The basis for the refusal shall be explained to the requester,
may be assessed based on compliance with fee assessment rulesithwriting, both with regard to the applicable statutory exemption or
paragraph 6-104. Appeals of denials of Office of the Secretary of exemptions invoked under provisions of this Regulation.
Defense and Joint Staff documents or fee waivers may be sent to the (2) When the final refusal is based in whole or in part on a
address in Appendix B, paragraph 2a. security classification, the explanation shall include a determination

b. Appeals of adverse determinations from denial of records or that the record meets the cited criteria and rationale of the governing
“no record” determination, received by Army IDAs must be for- Executive Order, and that this determination is based on a declas-
warded through the denying IDA to the Secretary of the Army sification review, with the explanation of how that review confirmed
(ATTN: General Counsel). On receipt of an appeal, the IDA will— the continuing validity of the security classification. 3

(1) Send the appeal to the Office of the Secretary of the Army, 3) 'I_'he final denlal shall include the name and title or position of
Office of the General Counsel, together with a copy of the docu- the official responsible for the denial. _ _
ments that are the subject of the appeal, marked to show the por- (4) The response shall advise the requester that the material being
tions withheld; the initial denial letter; and any other relevafignied does not contain meaningful portions that are reasonably

material. segregable. _ _ o
(2) Assist the General Counsel as requested during his or her (3) The response shall advise the requester of the right to judicial
consideration of the appeal. review.

c. Appeals of denial of records made by the General Counsel,
AAFES, shall be made to the Secretary of the Army when the
Commander, AAFES, is an Army officer.

5-305. Consultation
a. Final refusal, involving issues not previously resolved or that
the DoD Component knows to be inconsistent with rulings of other

5-301. Time of Receipt DoD Components, ordinarily should not be made before consulta-
A FOIA appeal has been received by a DoD Component when itgc;r;e\r/]vgt: the Office of the General Counsel of the Department of

reaches the office of an appellate authority having jurisdiction. Mis-
directed appeals should be referred expeditiously to the proper ap
pellate authority.

_ b. Tentative decisions to deny records that raise new or signifi-
cant legal issues of potential significance to other agencies of the
government shall be provided to the Department of Justice, ATTN:
5-302. Time Limits Office of Legal Policy, Office of Information and Policy, Washing-

a. The requester shall be advised to file an appeal so that itton, DC 20530.
reaches the appellate authority no later than 60 calendar days after
the date of the initial denial letter. At the conclusion of this period, Se€ction 4
the case may be considered closed; however, such closure does natdicial Actions
preclude the requester from filing litigation. In cases where thee5_400 General

requester is provided several incremental determinations for a sing| . ;

request, the time for the appeal shall not begin until the requester a. Th.'s sectl;)r;hstatesdcurr%e_ﬂt Ie({:]atl and tpro?edlljral (;ules Ior th?

receives the last such notification. Records which are denied shallConycrience of the reager. the statements ot rules do mot create
: ights or remedies not otherwise available, nor do they bind the

be ret_alned for_a period of 6 years to meet the statute of IImItatlonsDepartment of Defense to particular judicial interpretations or
of claims requirement. procedures

b. Final determinations on appeals normally shall be made within b. A requester may seek an order from a United States District

20 working days after receipt. Court to compel release of a record after administrative remedies
. . . have been exhausted; i.e., when refused a record by the head of a
5-303. Delay in Responding fo an Appeal Component or an appellate designee or when the DoD Component

a. If additional time is needed due to the unusual circumstances ; L : L ;
described in 5-205, above, the final decision may be delayed for thehﬁzI fiilI?gistorg;iﬁ)gt?gnwnhm the time limits prescribed by the FOIA

number of working days (not to exceed 10), that were not used ad
additional time for responding to the initial request. 5-401. Jurisdiction

b. If a determination cannot be made and the requester notifiedThe requester may bring suit in the United States District Court in
within 20 working days, the appellate authority shall acknowledge the district in which the requester resides or is the requester’s place

to the requester, in writing, the date of receipt of the appeal, thegf pysiness, in the district in which the record is located, or in the
circumstances surrounding the delay, and the anticipated date fobjstrict of Columbia.

substantive response. Requesters shall be advised that, if the delay

exceeds the statutory extension provision or is for reasons other thag—402. Burden of Proof

the unusual circumstances identified in paragraph 5-205, above, theyThe burden of proof is on the DoD Component to justify its refusal
may consider their administrative remedies exhausted. They mayto provide a record. The court shall evaluate the case de novo
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(anew) and may elect to examine any requested record in camera (ioonform to the Office of Management and Budget Uniform Free-

private) to determine whether the denial was justified. dom of Information Act Fee Schedule and Guidelines. They reflect
_ direct costs for search, review (in the case of commercial requ-
5-403. Actions by the Court esters), and duplication of documents, collection of which is permit-

a. When a DoD Component has failed to make a determinationted by the FOIA. They are neither intended to imply that fees must
within the statutory time limits but can demonstrate due diligence in pe charged in connection with providing information to the public in
exceptional circumstances, the court may retain jurisdiction andthe routine course of business, nor are they meant as a substitute for
allow the Component additional time to Complete its review of the any other schedule of fees, such as DoD Instruction 7230.7 (refer-
records. ence (r)) (AR 37-60), which does not supersede the collection of

b. If the court determines that the requester's complaint is sub-fees under the FOIA. Nothing in this chapter shall supersede fees
stantially correct, it may require the United States to pay reasonablechargeable under a statute specifically providing for setting the level
attorney fees and other litigation costs. of fees for particular types of records. A “statute specifically provid-

c. When the court orders the release of denied records, it maying for setting the level of fees for particular types of records” (5
also issue a written finding that the circumstances surrounding theyscC 552 (a)(4)(A)(vi)) means any statute that enables a Govern-
withholding raise questions whether DoD Component personnel ac-ment Agency such as the Government Printing Office (GPO) or the
ted arbitrarily and capriciously. In these cases, the special counsel oNational Technical Information Service (NTIS), to set and collect
the Merit Systems Protection Board shall conduct an investigation tofees. Components should ensure that when documents that would be
determine whether or not disciplinary action is warranted. The DoD responsive to a request are maintained for distribution by agencies
Component is obligated to take the action recommended by thepperating statutory-based fee schedule programs such as the GPO or
special counsel. NTIS, they inform requesters of the steps necessary to obtain re-

d. The court may punish the responsible official for contempt cords from those sources.
when a DoD Component fails to comply with the court order to  b. The term “direct costs” means those expenditures a Compo-
produce records that it determines have been withheld improperly.nent actually makes in searching for, reviewing (in the case of

. . commercial requesters), and duplicating documents to respond to a
5-404. Non-United States Government Source Information FOIA request. Direct costs include, for example, the salary of the
A requester may bring suit in a U.S. District Court to compel the employee performing the work (the basic rate of pay for the em-
release of records obtained from a non-government source or repioyee plus 16 percent of that rate to cover benefits), and the costs
cords based on information obtained from a non-government sourcegs operating duplicating machinery. These factors have been in-
Such source shall be notified promptly of the court action. When the | ,ded in the fee rates prescribed at Section 2 of this Chapter. Not
source advises that it is seeking court action to prevent release, thg,c| ded in direct costs are overhead expenses such as costs of

Dob Component shall defer answering or otherwise pleading to thegpace  heating or lighting the facility in which the records are
complainant as long as permitted by the Court or until a decision isgigred.

rendered in the court action of the source, whichever is sooner. c. The term “search” includes all time spent looking for material

that is responsive to a request. Search also includes a page-by-page
.. or line by-line identification (if necessary) of material in the docu-
FOIA managers at DoD Component level shall be aware of litiga ment to determine if it, or portions thereof are responsive to the

tion under the FOIA. Such information will provide management request. Components should ensure that searches are done in the
insights into the use of the nine exemptions by Component person- q : P

nel. The Litigation Status Sheet at Appendix C provides a standardgfstt)oif_]ﬁ?Leentcinrg fﬁ:ﬁ,te;ﬁgnfﬁ\f r?ill?érsopgf é?( aqunllemlzcgeO::nosctf
format for recording information concerning FOIA litigation and P d ' pie, P

forwarding that information to the Office of the Secretary of De- gﬁn;tisrzogcliu?génetnlgnfc?vsnlrt]olIgc?r;kt)a}:i#ansS?)irsCiC:Sin\?g:rﬁwnat(ijcgjnpl\l/sgﬂlrgig
fense. Whenever a complaint under the FOIA is filed in a U.S. P

District Court, the DoD Component named in the complaint shall prove to be the less expensive and quicker method of complying

forward a Litigation Status Sheet, with items | through 6 completed, with the request. Time spent reviewing documents in order to deter-

and a copy of the complaint to the OASD(PA), ATTN: DFOISR mine whether to apply one or more of the statutory exemptions is
with an information copy to the General Coun’sel, Department bf not search time, but review time. See subparagraph 6-101e, for the

Defense, ATTN: Office of Legal Counsel. A revised Litigation definition of review, and subparagraph 6-201b, for information per-

Status Sheet shall be provided at each stage of the litigation. In th(—lzalnlng to computer searches.

Department of the Army, HQDA TJAG (DAJA-LT), WASH D.C d. The term ‘_‘duplication” refers to the process of makir_lg a copy
20310-2210 is responsit;le for preparing this rep(;rt "7 of a document in response to an FOIA request. Such copies can take

the form of paper copy, microfiche, audiovisual, or machine reada-
ble documentation (e.g., magnetic tape or disc), among others.
Every effort will be made to ensure that the copy provided is in a
Chapter VI form_ that is_reasor_lably usable by requesters. If it is not possible to
Fee Schedule provide copies which are clearly usable, the requester shall be noti-
fied that their copy is the best available and that the agency’s master
copy shall be made available for review upon appointment. For
duplication of computer tapes and audiovisual, the actual cost, in-
cluding the operator’s time, shall be charged. In practice, if a Com-
6—100. Authorities ponent estimates that assessable duplication charges are likely to
The Freedom of Information Act (5 USC 552), as amended; by the€xceed $25.00, it shall notify the requester of the estimate, unless
Freedom of Information Reform Act of 1986; the Paperwork Reduc- the requester has indicated in advance his or her willingness to pay
tion Act (44 USC 35); the Privacy Act of 1974 (5 USC 552a); the fees as high as those anticipated. Such a notice shall offer a requ-
Budget and Accounting Act of 1921 (31 USC 1 et. seq.); the Budgetester the opportunity to confer with Component personnel with the
and Accounting Procedures Act (31 USC 67 et. seq.); the Defenseobject of reformulating the request to meet his or her needs at a
Authorization Act for FY 87, Section 954, (P.L. 99-661), awer cost. ) o
amended by the Defense Technical Corrections Act of 1987 (P.L. €. The term “review” refers to the process of examining docu-

5-405. Litigation Status Sheet

Section 1
General Provisions

100-26). ments located in response to a FOIA request to determine whether
one or more of the statutory exemptions permit withholding. It also
6-101. Application includes processing the documents for disclosure, such as excising

a. The fees described in this Chapter apply to FOIA requests, andthem for release. Review does not include the time spent resolving
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general legal or policy issues regarding the application of exemp-whether the subject matter of the request involves issues which will
tions. It should be noted that charges for commercial requesters magignificantly contribute to the public understanding of the operations
be assessed only for the initial review. Components may not chargeor activities of the Department of Defense. Requests for records in
for reviews required at the administrative appeal level of an exemp-the possession of the Department of Defense which were originated
tion already applied. However, records or portions of records with- by non-government organizations and are sought for their intrinsic
held in full under an exemption which is subsequently determined content, rather than informative value will likely not contribute to

not to apply may be reviewed again to determine the applicability of public understanding of the operations or activities of the Depart-
other exemptions not previously considered. The costs for such anent of Defense. An example of such records might be press clip-

subsequent review would be properly assessable. pings, magazine articles, or records forwarding a particular opinion
or concern from a member of the public regarding a DoD activity.
6-102. Fee Restrictions Similarly, disclosures of records of considerable age may or may

a. No fees may be charged by any DoD Component if the costsnot bear directly on the current activities of the Department of
of routine collection and processing of the fee are likely to equal or Defense; however, the age of a particular record shall not be the
exceed the amount of the fee. With the exception of requesterssole criteria for denying relative significance under this factor. It is
seeking documents for a commercial use, Components shall providgossible to envisage an informative issue concerning the current
the first two hours of search time, and the first one hundred pages ofctivities of the Department of Defense, based upon historical docu-
duplication without charge. For example, for a request (other thanmentation. Requests of this nature must be closely reviewed consis-
one from a commercial requester) that involved two hours and tentent with the requester’s stated purpose for desiring the records and
minutes of search time, and resulted in one hundred and five pagethe potential for public understanding of the operations and activi-
of documents, a Component would determine the cost of only tenties of the Department of Defense.
minutes of search time, and only five pages of reproduction. If this (i) The informative value of the information to be disclosed.
processing cost was equal to, or less than the cost to the Componeiithis factor requires a close analysis of the substantive contents of a
for billing the requester and processing the fee collected, no chargesecord, or portion of the record, to determine whether disclosure is
would result. meaningful, and shall inform the public on the operations or activi-

b. Requesters receiving the first two hours of search and the firstties of the Department of Defense. While the subject of a request
one hundred pages of duplication without charge are entitled to suctmay contain information which concerns operations or activities of
only once per request. Consequently, if a Component, after completthe Department of Defense, it may not always hold great potential
ing its portion of a request, finds it necessary to refer the request tdor contributing to a meaningful understanding of these operations
a subordinate office, another DoD Component, or another FederaPr activities. An example of such would be a heavily redacted
Agency to action their portion of the request, the referring Compo- record, the balance of which may contain only random words, frag-
nent shall inform the recipient of the referral of the expend8tented sentences, or paragraph headings. A determination as to
amount of search time and duplication cost to date. whether a record in this situation will contribute to the public under-

c. The elements to be considered in determining the “cost of Standing of the operations or activities of the Department of Defense

collecting a fee” are the administrative costs to the Component ofmust be approached with caution, and carefully weighed against the
receiving and recording a remittance, and processing the fee forarguments offered by the requester. Another example is information
deposit in the Department of Treasury’s special account. The cost tgilréady known to be in the public domain. Disclosure of duplicative,
the Department of Treasury to handie such remittance is negligible®" nearly identical |_nformat|on _already existing in t_he public domaln
and shall not be considered in Components’ determinations. may add no meaningful new information concerning the operations
d. For the purposes of these restrictions, the word “pages” refers@nd activities of the Department of Defense. ,
to paper copies of a standard size, which will normally be “g 1/2 x _ (i) The contribution to an understanding of the subject by the
11" or “11 X 14" . Thus, requesters would not be entitled to 100 9€neral public likely to result from disclosure. The key element in
microfiche or 100 computer disks, for example. A microfiche con- determining the applicability of this factor is whether disclosure will
taining the equivalent of 100 pages or 100 pages of computer print-Nform, or have the potential to inform the public, rather than simply
out, however, might meet the terms of the restriction. Fhe |nd|V|duaI requester or.small segment Of. mterestled persons. The
e. In the case of computer searches, the first two free hours Wmldentlty of the requester is essential in this situation in order to

be determined against the salary scale of the individual operating théj_etermlne whether such requester has the capability and intention to

computr o the puposes of the secrch, As an example, when 1SSt e eTTaler e 1 PPLC, lioe seserions of D
direct costs of the computer central processing unit, input-output ' gap Ject, 9

devices, and memory capacity equal $24.00 (two hours of equiV(,jl_dlssertatlon work, or indigency are insufficient without demonstrat-

lent search at the clerical level), amounts of computer costs ining the capacity to further disclose the information in a manner

: which will be informative to the general public. Requesters should
excess of that amount are chargeable as computer search tlme'be asked to describe their qualifications, the nature of their research,

6-103. Fee Waivers the purpose of the requested information, and their intended means

a. Documents shall be furnished without charge, or at a charge®f dissemination to the public. . .
reduced below fees assessed to the categories of requesters in para-V¥) The significance of the contribution to public understanding.

graph 6-104 when the Component determines that waiver or reduc!N applying this factor, Components must differentiate the relative

tion of the fees is in the public interest because furnishing the Significance or impact of the disclosure against the current level of
information is likely to contribute significantly to public understand- publlclknotwhledge, gr unnglle[jstarlldlng which exists ?efoée ”,:e fdlsgclio-
ing of the operations or activities of the Department of Defense andSU'®. N Other worads, will disclosure on a current subject or wide

is not primarily in the commercial interest of the requester. public interest be unique in contributing previously unknown facts,

b. When assessable costs for a FOIA request total $15.00 or Iessthemby enhancing public knowledge, or will it basically duplicate

fees shall be waived automatically for all requesters, regardless ofwhaFf.'s already Knownbby the geor|1eral DUb“CH A (:]emsmré.reg.ardlgg
category. significance requires objective judgment, rather than subjective de-

c. Decisions to waive or reduce fees that exceed the automatictermmatlon’ and must be applied carefully to determine whether

waiver threshold shall be made on a case-by-case basis Consisted'sclosure will likely lead to a significant public understanding of
; ) . Y ’ e issue. Components shall not make value judgments as to
with the following factors:

(1) Disclosure of the information ‘s in the public interest be- whether the information is important enough to be made public.

: ; . 2) Disclosure of the information “is not primarily in th m-
cause it is likely to contribute significantly to public understanding m( ) Disclosure of the information "is not primarily e co

f th . e ¢ th g ercial interest of the requester.”
0 (:) eTr?gerseLtlbojr;itorofa?kll\gu?Zq?Jetste g%vn?:)nor?wirr?t-s should analy (i) The existence and magnitude of a commercial interest. If the

Ffquest is determined to be of a commercial interest, Components
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should address the magnitude of that interest to determine if thecategory determination, and notify the requester of such determina-
requester’s commercial interest is primary, as opposed to any section, to include normal administrative appeal rights of the
ondary personal or non-commercial interest. In addition to profit determination.
making organizations, individual persons or other organizations may (ii) Advise the requester that, notwithstanding any appeal, a
have a commercial interest in obtaining certain records. Where it issearch for responsive records will not be initiated until the requester
difficult to determine whether the requester is of a commercial indicates a willingness to pay assessable costs appropriate for the
nature, Components may draw inference from the requester’s idencategory determined by the Component.
tity and circumstances of the request. In such situations, the provi- (2) Requesters must submit a fee declaration appropriate for the
sions of paragraph 6-104, below, apply. Components are remindedelow categories.
that in order to apply the commercial standards of the FOIA, the () Commercial. Requesters must indicate a willingness to pay all
requester’'s commercial benefits must clearly override any personalsearch, review and duplication costs.
or non-profit interest. (i) Educational or Noncommercial Scientific Institution or News

(i) The primary interest in disclosure. Once a requester's com- Media. Requesters must indicate a willingness to pay duplication
mercial interest has been determined, Components should then dekharges in excess of 100 pages if more than 100 pages of records
termine if the disclosure would be primarily in that interest. This are desired. o .
requires a balancing test between the commercial interest of the (i) All Others. Requesters must indicate a willingness to pay
request against any public benefit to be derived as a result of thafSSessable search and duplication costs if more than two hours of
disclosure. Where the public interest is served above and beyond€arch effort or 100 pages of records are desired.
that of the requester’s commercial interest, a waiver or reduction of (3) If the above conditions are not met, then the request need not
fees would be appropriate. Conversely, even if a significant public P& Processed and the requester shall be so informed.
interest exists, and the relative commercial interest of the requester, (4) In the situations described by subparagraphs 6-104, b.1. and
is determined to be greater than the public interest, then a waiver of- 2P0ve, Components must be prepared to provide an estimate of
reduction of fees would be inappropriate. As examples, news medig?SSessable fees if desired by the requester. While it is recognized
organizations have a commercial interest as business organizationdal search situations will vary among Components, and that an

hoieer, theft nneret role of disseminaing news to (e generalc UL SLET L 1 DI PCY 0 2 S0 Senieh e
public can ordinarily be presumed to be of a primary interest. g

Therefore, any commercial interest becomes secondary to the pri-a willingness to pay. Should Component estimates exceed the actual

mary interest in serving the public. Similarly, scholars writing books amount of the estimate or the amount agreed to by the requester, the
or engaged in other forms of academic research, may recognize
commercial benefit, either directly, or indirectly (through the institu-
tion they represent); however, normally such pursuits are primarily fe
undertaken for educational purposes, and the application of a fe

amount in excess of the estimate or the requester's agreed amount
2hall not be charged without the requester's agreement.

(5) No DoD Component may require advance payment of any
e; i.e., payment before work is commenced or continued on a
. . erequest, unless the requester has previously failed to pay fees in a
charge would be inappropriate. Conversely, data brokers or othergine\y “fashion, or the agency has determined that the fee will ex-

who merely compile government information for marketing can coeq'$250.00. As used in this sense, a timely fashion is 30 calendar
normally be presumed to have an interest primarily of a commermaldays from the date of billing (the fees have been assessed in writ-

nature. _ ing) by the Component.

d. Components are reminded that the above factors and examples () Where a Component estimates or determines that allowable
are not all inclusive. Each fee decision must be considered on &harges that a requester may be required to pay are likely to exceed
case-by-case basis and upon the merits of the information provideds250.00, the Component shall notify the requester of the likely cost
in each request. When the element of doubt as to whether to charggnd obtain satisfactory assurance of full payment where the requ-
or waive the fee cannot be clearly resolved, Components should ruleester has a history of prompt payments, or require an advance
in favor of the requester. payment of an amount up to the full estimated charges in the case of

e. In addition, the following additional circumstances describe requesters with no history of payment.
situations where waiver or reduction of fees are most likely to be (7) Where a requester has previously failed to pay a fee charged
warranted: in a timely fashion (i.e., within 30 calendar days from the date of

(1) A record is voluntarily created to preclude an otherwise bur- the billing), the Component may require the requester to pay the full
densome effort to provide voluminous amounts of available records,amount owed, plus any applicable interest, or demonstrate that he
including additional information not requested. has paid the fee, and to make an advance payment of the full

(2) A previous denial of records is reversed in total, or in part, amount of the estimated fee before the Component begins to process
and the assessable costs are not substantial (e.g.$15.00/$30.00).2 new or pending request from the requester. Interest will be at the

rate prescribed in 31 USC 3717 (reference (ff)), and confirmed with
6-104. Fee Assessment respective Finance and Accounting Offices.

a. Fees may not be used to discourage requesters, and to this end, (8) After all work is completed on a request, and the documents
FOIA fees are limited to standard charges for direct documentare ready for release, Components may request payment prior to
search, review (in the case of commercial requesters) datvarding the documents if there is no payment history on the
duplication. requester, or if the requester has previously failed to pay a fee in a

b. In order to be as responsive as possib'e to FOIA requeststim-ely fashion (i.e., within 30 calendar days from the date of the
while minimizing unwarranted costs to the taxpayer, Componentsbilling). In the case of the latter, the provisions of subparagraph 6-
shall adhere to the following procedures: 104, b.7., above, apply. Components may not hold documents ready

(1) Analyze each request to determine the category of the requ_for release pending payment from requesters with a history of

ester. If the Component determination regarding the category of thePf@Mpt payment.
requester is different than that claimed by the requester, the compo:, (%) When Components act under subparagraphs 6-104, 1 through
nent will: 7, above, the administrative time limits of the FOIA (i.e., 10 work-

(i) Notify the requester that he should provide additional justifi- ing days from receipt of initial requests, and 20 working days from

cation to warrant the category claimed, and that a search for respon[e.Celpt (.)f appeals, plus permissible extensions of thes_e time limits)
will begin only after the Component has received a willingness to

sive records will not be initiated until agreement has been attained . . o
. pay fees and satisfaction as to category determination, or fee pay-
relative to the category of the requester. Absent further categoryments (if appropriate).

justification from the requester, and within a reasonable period of (10) Com . ;
. ; ' ponents may charge for time spent searching for re-
time (i.e., 30 calendar days), the Component shall render a f'nalcords, even if that search fails to locate records responsive to the
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request. Components may also charge search and review (in the casepresentative of the news media. Requesters must reasonably de-
of commercial requesters) time if records located are determined toscribe the records sought (see para 1-507).
be exempt from disclosure. In practice, if the Component estimates (1) The term “representative of the news media” refers to any
that search charges are likely to exceed $25.00 it shall notify theperson actively gathering news for an entity that is organized and
requester of the estimated amount of fees, unless the requester haperated to publish or broadcast news to the public. The term
indicated in advance his or her willingness to pay fees as high as’news” means information that is about current events or that would
those anticipated. Such a notice shall offer the requester the opporbe of current interest to the public. Examples of news media entities
tunity to confer with Component personnel with the object of refor- include television or radio stations broadcasting to the public at
mulating the request to meet his or her needs at a lower cost. large, and publishers of periodicals (but only in those instances
c. Commercial Requesters. Fees shall be limited to reasonablevhen they can qualify as disseminators of “news” ) who make their
standard charges for document search, review and duplication wherproducts available for purchase or subscription by the general pub-
records are requested for commercial use. Requesters must reasonlié. These examples are not meant to be all-inclusive. Moreover, as
bly describe the records sought (see para 1-507). traditional methods of news delivery evolve (e.g., electronic dissem-
(1) The term “commercial use” request refers to a request from,ination of newspapers through telecommunications services), such
or on behalf of one who seeks information for a use or purpose thaglternative media would be included in this category. In the case of
furthers the commercial, trade, or profit interest of the requester or‘freelance” journalists, they may be regarded as working for a news
the person on whose behalf the request is made. In determiningrganization if they can demonstrate a solid basis for expecting
whether a requester properly belongs in this category, Component$ublication through that organization, even though not actually em-
must determine the use to which a requester will put the documentgloyed by it. A publication contract would be the clearest proof, but
requested. Moreover, where a Component has reasonable cause feomponents may also look to the past publication record of a
doubt the use to which a requester will put the records sought, ofequester in making this determination.
where that use is not clear from the request itself, Components (2) To be eligible for inclusion in this category, a requester must
should seek additional clarification before assigning the request to aneet the criteria in subparagraph 6-104g(1), above, and his or her
specific category. request must not be ma}de for co.mmeruall use. A request for records
(2) When Components receive a request for documents for com-supporting the news dissemination function of the requester shall
mercial use, they should assess charges which recover the full direcdtot be considered to be a request that is for a commercial use. For
costs of searching for, reviewing for release, and duplicating the €xample, a document request by a newspaper for records relating to
records sought. Commercial requesters (unlike other requesters) arthe investigation of a defendant in a current criminal trial of public
not entitled to two hours of free search time, nor 100 free pages ofinterest could be presumed to be a request from an entity eligible for
reproduction of documents. Moreover, commercial requesters areénclusion in this category, and entitled to records at the cost of
not normally entitled to a waiver or reduction of fees based upon anféproduction alone (excluding charges for the first 100 pages).
assertion that disclosure would be in the public interest. However, (3) The phrase “representatives of the news media” does not
because use is the exclusive determining criteria, it is possible tginclude private libraries, private repositories of Government records,
envision a commercial enterprise making a request that is not forof middlemen, such as information vendors or data brokers.
commercial use. It is also possible that a non-profit organization N- All Other Requesters. Components shall charge requesters who
could make a request that is for commercial use. Such situationglo Not fit into any of the above categories, fees which recover the
must be addressed on a case-by-case basis. full direct cost of searching for and duplicating records, except that
d. Educational Institution Requesters. Fees shall be limited to the first two hours of search time and the first 100 pages of duplica-

only reasonable standard charges for document duplication (excludfion shall be furnished without charge. Requesters must reasonably
ing charges for the first 100 pages) when the request is made by afescribe the records sought (see para 1-507). Requests from subjects

educational institution whose purpose is scholarly research. Requ2P0ut themselves will continue to be treated under the fee provisions
purp y d the Privacy Act of 1974 (reference (gg)), which permit fees only

esters must reasonably describe the record sought (see para 1-50“/;?;(.r duplication. Components are reminded that this category of

The term “educational institution” refers to a pre-school, a public or Iso be eliaible f h ducti e "
private elementary or secondary school, an institution of graduate(r]l‘?qulESter m?yha spf € eligibie for ak\]/valvelglpr reduction Od ?fsé
higher education, an institution of undergraduate higher Educaﬂon'ulr?ge?sglzf)pgra;r?ar;ﬂ ng(?;'OQ IZblcr)]wts e(S%Lé ;fsgn;irbe;;rgsra;h'%elo 4
an institution of fessional educati d instituti - Ty G : : Bl
professional education, and an institution of voca c.2.)DD Form 2086 (Record of Freedom of Information (FOI)

tional education, which operates a program or programs of scholarl . " .
research ' P prog prog yProcessmg Cost) will be used to annotate fees for processing FOIA

e. Non-Commercial Scientific Institution Requesters. Fees shall information. The form is available through normal publications

be limited to only reasonable standard charges for document dup"_channels.

cation (excluding charges for the first 100 pages) when the requesg_1o5 Aggregating Requests
is made by a non-commercial scientific institution whose purpose is gxcept for requests that are for a commercial use, a Component may
scientific research. Requesters must reasonably describe the recorggt charge for the first two hours of search time or for the first 100
sought (see para 1-507). The term “non-commercial scientific insti- nages of reproduction. However, a requester may not file multiple
tution” refers to an institution that is not operated on a “commer- requests at the same time, each seeking portions of a document or
cial” basis as defined in subparagraph 6-104c, above, and which igjocuments, solely in order to avoid payment of fees. When a Com-
operated solely for the purpose of conducting scientific research, thegonent reasonably believes that a requester or, on rare occasions, a
resylts of which are not intended to promote any particular productgroup of requesters acting in concert, is attempting to break a
or industry. ) ) request down into a series of requests for the purpose of avoiding
f. Components shall provide documents to requesters in sife assessment of fees, the agency may aggregate any such requests
paragraphs 6-104, d. and e., above, for the cost of duplication aloneand charge accordingly. One element to be considered in determin-
excluding charges for the first 100 pages. To be eligible for inclu- ing whether a belief would be reasonable is the time period in which
sion in these categories, requesters must show that the request ife requests have occurred. For example, it would be reasonable to
being made under the auspices of a qualifying institution and thatpresume that multiple requests of this type made within a 30 day
the records are not sought for commercial use, but in furtherance Ogeriod had been made to avoid fees. For requests made over a
scholarly (from an educational institution) or scientific (from a non- |onger period, however, such a presumption becomes harder to sus-
commercial scientific institution) research. tain and Components should have a solid basis for determining that
g. Representatives of the news media. Fees shall be limited toaggregation is warranted in such cases. Components are cautioned
only reasonable standard charges for document duplication (excludthat before aggregating requests from more than one requester, they
ing charges for the first 100 pages) when the request is made by anust have a concrete basis on which to conclude that the requesters
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are acting in concert and are acting specifically to avoid payment ofTable 6-2
fees. In no case may Components aggregate multiple requests on-Continued

unrelated subjects from one requester. Type Cost per Page

6-106. Effect of the Debt Collection Act of 1982 (P.L. 97- Microfiche 25 cents

365)

The Debt Collection Act of 1982 (P.L. 97-365) provides for a Computer copies (tapes or print- Actual cost of duplicating the tape
minimum annual rate of interest to be charged on overdue debtsPuts) or printout (includes operator’s

owed the Federal Government. Components may levy this interest time and cost of the tape)

penalty for any fees that remain outstanding 30 calendar days from

the date of billing (the first demand notice) to the requester of the

amount owed. The interest rate shall be as prescribed in 31 USG_203. Review Time (in the case of commercial
3717 (reference (ff)). Components should verify the current interestrequesters)

rate with respective Finance and Accounting Offices. After one
demand letter has been sent, and 30 calendar days have lapsed with
no payment, Components may submit the debt to respective Financéable 6-3
and Accounting Offices for collection pursuant to the Debt Collec-
tion Act of 1982. Hourly

Type Grade Rate
6-107. Computation of Fees -
The fee schedule in this Chapter shall be used to compute thé~erical E9/GS8 and below $12
search, review (in the case of commercial requesters) and duplicasz $25

8 . . . . Professi | 01-06/GS9-GS15
tion costs associated with processing a given FOIA request. Costs rofessiona

shall be computed on time actually spent. Neither time-based norgxecutive 07/GS16/ES1 and above $45
dollar-based minimum charges for search, review and duplication
are authorized.

Section 2 6—204. Audiovisual Documentary Materials

Collection of Fees and Fee Rates Search costs are computed as for any other record. Duplication cost
is the actual direct cost of reproducing the material, including the

6—200. Collection of Fees wage of the person doing the work. Audiovisual materials provided

Collection of fees will be made at the time of providing the docu- to a requester need not be in reproducible format or quality. Army
ments to the requester or recipient when the requester specificallyaudiovisual materials are referred to as “visual information.”
states that the costs involved shall be acceptable or acceptable up to

a specified limit that covers the anticipated costs. Collection of fees6—205. Other Records

may not be made in advance unless the requester has failed to pdyirect search and duplication cost for any record not described
previously assessed fees within 30 calendar days from the date ofilbove shall be computed in the manner described for audiovisual
the billing by the DoD Component, or the Component has deter-documentary material.

mined that the fee will be in excess of $250. (see para 6-104).
6—206. Costs for Special Services

6—201. Search Time Complying with requests for special services is at the discretion of
a. Manual Search the Components. Neither the FOIA, nor its fee structure cover these

kinds of services. Therefore, Components may recover the costs of

special services requested by the requester after agreement has been

Table 6-1 obtained in writing from the requester to pay for one or more of the
following services:
Hourly a. Certifying that records are true copies.
Type Grade Rate b. Sending records by special methods such as express mail, etc.
Clerical E9/GS8 and below $12
Section 3
Professional 01-06/GS9-GS/GM15 $25 Collection of Fees and Fee Rates for Techical Data
Executive 07/GS/GM16/ES1 and above $45 6—300. Fees for Technical Data

a. Technical data, other than technical data that discloses critical
b. Computer Search. Computer search is based on direct cost ofechnology with military or space application, if required to be
the central processing unit, input-output devices, and memory ca-eleased under the FOIA, shall be released after the person request-
pacity of the actual computer configuration. The salary scale (equating such technical data pays all reasonable costs attributed to search,
ing to para a. above ) for the computer operator/programnfiplication and review of the records to be released. Technical data,
determining how to conduct and subsequently executing the searcis used in this Section, means recorded information, regardless of

will be recorded as part of the computer search. the form or method of the recording of a scientific or technical
nature (including computer software documentation). This term does
6—202. Duplication not include computer software, or data incidental to contract admin-

istration, such as financial and/or management information. DoD
Components shall retain the amounts received by such a release, and

Table 6-2 it shall be merged with and available for the same purpose and the
same time period as the appropriation from which the costs were
Type Cost per Page incurred in complying with the request. All reasonable costs as used

in this sense are the full costs to the Federal Government of render-
ing the service, or fair market value of the service, whichever is
Office copy 15 cents higher. Fair market value shall be determined in accordance with

Pre-Printed material 2 cents
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commercial rates in the local geographical area. In the absence of gable 6-5
known market value, charges shall be based on recovery of full—Continued

costs to the Federal Government. The full cost shall include all 1y, Cost
direct and indirect costs to conduct the search and to duplicate the
records responsive to the request. This cost is to be differentiated. 35mm roll film, per frame $.50
from the direct costs allowable under Section 2 of this Chapter for
other types of information released under the FOIA. DD Form €. 16mm roll film, per frame $.45

2086-1 (Record of Freedom of Information (FOI) Processing Cost
for Technical Data) will be used to annotate fees for technical data.
The form is available through normal publications channels.

b. Waiver. Components shall waive the payment of costs re-
quired in subparagraph 6-300a, above, which are greater than the
costs that would be required for release of this same information (3) Review Time
under Section 2 of this Chapter if:

(1) The request is made by a citizen of the United States or a
United States corporation, and such citizen or corporation certifies able 6-6
that the technical data requested is required to enable it to submit an

d. Paper prints-engineering drawings, each $1.50

e. Paper reprints of microfilm indices, each $.10

offer, or determine whether it is capable of submitting an offer to Hourly
provide the product to which the technical data relates to the UnitedTyre Grade Rate
States or a contractor with the United States. However, Component$erical E9/GS8 and below $13.25
may require the citizen or corporation to pay a deposit in an amount

equal to not more than the cost of complying with the request, (Minimum $8.30

which will be refunded upon submission of an offer by the citizen Charge)
or corporation; ' _ _ Notes:

(2) The release of teChnlcal. data is requeSted in order to comply1 Professional and Executive (To be established at actual hourly rate prior to re-
with the terms of an international agreement; or, view. A minimum charge will be established at 1/2 hourly rates.)

(3) The Component determines in accordance with subparagraph
6-103a., that such a waiver is in the interest of the United States.

c. Fee Rates. d. Other Technical Data Records. Charges for any additional
(1) Search Time services not specifically provided in subparagraph 6-300, c., above,
() Manual Search consistent with DoD Instruction 7230.7 (reference (r)), shall be
made by Components at the following rates:
Table 6-4
Table 6-7
Hourly
Type Grade Rate Type Cost
Clerical E9/GS8 and below $13.25 1. Minimum charge for office copy (up to six im-  $3.50
ages)
(Minimum $8.30 2. Each additional image $.10
Charge)
3. Each typewritten page $3.50
Notes:
1 Professional and Executive (To be established at actual hourly rate prior to 4. Certification and validation with seal, each $5.20

search. A minimum charge will be established at 1/2 hourly rates.)

5. Hand-drawn plots and sketches, each hour or  $12.00

(i) Computer search is based on the total cost of the centra'fractlon thereof

processing unit, input-output devices, and memory capacity of the
actual computer configuration. The wage (based upon the scale in
subparagraph 6-300, c.1.(i), above) for the computer operator and/or
programmer determining how to conduct, and subsequently execut-
ing the search will be recorded as part of the computer search. Chapter VII

(2) Duplication Reports
Section 1
Table 6-5 Reports Control
Type Cost 7-100. General
: P : The reporting requirement outlined in this Chapter is assigned
Aerial phot hs, ficat , ts, charts, $2.50
blire;?)riﬁtsc? g?]rdagthserst%iﬂr:?;;odnoscu;ﬁg:tlss. charts, % Re_port Control Symbol DD-P_A(A)1365. Prepare the annual report
Engineering data (microfilm) using DD Form 2564 (see fig 7-1).
a. Aperture cards 7-200. Reporting Time
- ) _ Each DA IDA shall prepare statistics and accumulate paperwork for
(i) Silver duplicate negative, per card $.75 the preceding calendar year on those items prescribed for the annual
__ report. The IDAs will follow guidelines below and submit the infor-
When key punched and verified, per card $:85 mation to the Department of the Army, Freedom of Information and
T ; . Privacy Acts Office, 1725 Jefferson Davis Highway, Suite 201
D duplicat tive, d .65 . i . ’ ’
(i) Diazo duplicate negative, per car $ Arlington, VA 22202-4102 by the fifteenth day of each January.
When key punched and verified, per card $.75 a. Each reporting activity will submit the information requested
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in figure 7-1 to its IDA. Data will be collected throughout the year  (3) Failure of Requester to Reasonably Describe Record: Enter

on DD Form 2086. the number of times an FOIA request could not be acted on since

b. Each IDA will submit the information requested in figure 7-1, the requester failed to reasonably describe the record(s) being
excluding items 4 through 8. sought.

c. The Judge Advocate General (DAJA) will submit the informa-  (4) Other Failures by Requester to Comply with Published Rules
tion requested in figure 7-1, item 7. and/or Directives. Enter the number of times a requester failed to

d. The General Counsel (SAGC) will submit the information follow published rules concerning time, place, fees, and procedures.
requested in figure 7-1, items 4 through 6. (5) Request Withdrawn by Requester. Enter the number of times

e. The Department of the Army, Freedom of Information/Privacy a requester withdrew a request and/or appeal.
Acts Office will compile the data submitted in the Department of (6) Not an Agency Record. Enter the number of times a requester
the Army’s Annual Report. This report will be submitted to the was provided a response indicating the requested information was
Office of the Assistant Secretary of Defense (Public Affairs) on or not an agency record.

before the 1st day of each February. (7) Total. Enter the sum of columns 1 through 6 above. The total
will be equal to or greater than Item 1l.e., above, since more than

7-201. Annual Report Content one reason may be claimed for each “Other Reason” response.

The following instructions and attached format shall be used in 3. ITEM 3.

preparing the annual report (see fig 7-1): Initial Denial Authorities by Participation. Enter the name, rank (if

1. ITEM 1 military), title, and activity of each individual who signed a partial

a. Total requests. Enter the total number of FOIA responses com-or total denial response and give the number of instances of partici-
pleted during the calendar year. This number will be less than orpation. The total number of instances will equal the sum of 1c and
equal to 1f below. 1d above. Show the individual’s full title and complete organization

b. Granted in Full. Enter the total number of FOIA requests (do not use acronyms or abbreviations, other than U.S. (See exam-
responded to and granted in full during the calendar year. (This mayple in Figure 7-1.)
include requests granted by your office, yet still requiring action by 4. ITEM 4.
another office). a. Total Requests. Enter the total number of FOIA appeals re-

c. Denied in Part. Enter the number of FOIA requests respondedsponded to during the calendar year. This number will be less than
to and denied in part based on one or more of the nine FOIAor equal to 4f, below.
exemptions. (Do not report denial of fee waivers). b. Granted in Full. Enter the total number of FOIA appeals re-

d. Denied in Full. Enter the total number of FOIA requests re- sponded to and granted in full during the year.
sponded to and denied in full based on one or more of the nine c. Denied in Part. Enter the total number of FOIA appeals re-
FOIA exemptions. (Do not report denial of fee waivers). sponded to and denied in part based on one or more of the nine

e. “Other Reason” Responses. Enter the total number of FOIA exemptions.
requests in which you were unable to provide all or part of the d. Denied in Full. Enter the total number of FOIA appeals re-
requested information based on an “Other Reason” response. Itensponded to and denied in full based on one or more of the nine
2.c. below explains the six possible “Other Reasons” . exemptions.

f. Total Actions. Enter the total number of FOIA actions taken e. “Other Reason” Responses. Enter the total number of FOIA
during the calendar year. This number will be the sum of 1b throughappeals in which you were unable to provide the requested informa-
le above and greater than or equal to 1a, above since more than ori®n based on Other Reason response. Item 2c above explains the six
action may be taken on a single request. possible Other Reasons.

2. ITEM 2 f. Total Actions. Enter the total number of FOIA appeal actions
a. Exemptions Invoked on Initial Determinations. Identify the taken during the calendar year. This number will be the sum of 4b
number of times an exemption was claimed for each request tha@nd 4e above, and greater than or equal to 4a above, since more

was denied in full or in part. Since more than one exemption maythan one action may be taken on a single appeal.
be claimed when responding to a single request, this number will beS. ITEM 5
equal to or greater than the sum of 1c and 1d above. a. Exemptions Invoked on Appeal Determinations: Identify the

b. Statutes Invoked on Initial Determinations. Identify the stat- number of times an exemption was claimed for each appeal that was
ute(s) cited and number of times invoked when you claimed adenied in full or in part. Since more than one exemption may be
“(b)(3)" exemption. The total number of instances will be equal to claimed when responding to a single request, this number will be
the total in 2a above. Cite the specific sections when invoking theequal to or greater than the sum of 4c and 4d above.

Atomic Energy Act of 1954, or the National Security Act of 1947.  b. Statutes Invoked on Appeal Determinations: Identify the stat-
To qualify as a b(3) exemption, the statute must contain clearutes cited when you claimed a “(b)(3)" exemption. The total number
wording that the information covered will not be disclosed. The Of instances will be equal to the total in 5(a) above. Cite the specific

following examples are not b(3) statutes: sections when invoking the Atomic Energy Act of 1954 or the
(1) 5 USC 552a - Privacy Act. National Security Act of 1947. To qualify as a b(3) exemption, the
(2) 17 USC 101 et. seq. - Copyright Act. statute must contain clear wording that the information covered will
(3) 18 USC 793 - Gathering, Transmitting or Losing Defense not be disclosed. Examples which are not b(3) statutes are listed in

Information. 2b above. ‘ o .
(4) 18 USC 794 - Gathering or Delivering Defense Information _C: Other Reasons Cited on Appeal Determinations: Identify the

to Aid Foreign Governments. “Other Reason” response cited when resp_ondlng to an appeal and
(5) 18 USC 1905 - Trade Secrets Act. enter the number of times each was claimed. See 2c above for
(6) 18 USC 1498 - Patent and Copyright Cases. dgscrlptlon of Other Reasons. This number will be the same as 4e

above.

c. “Other Reasons” Cited on Initial Determinations. Identify the
“Other reason” response cited when responding to an FOIA reques
and enter the number of times each was claimed. e - - L

(1) Transferred Request. Enter the number of times a request waEnter the name, rank (|f_m|I|tary), title, af_‘d activity of each |n_d|V|d-
transferred to another DoD Component or Federal Agency fiff Who signed a partial or total denial response and give the
action m_meer of instances of participation. The total humber of instances

(2) Lack of Records Entr the number of tmes a search offlesth St e U of c ar 40 above, Show e 1) e
failed to identify records responsive to subject request and there wa p 9 y ’

no statutory obligation to create a record. 7haH_EUMS'%' See Figure 7-1 for example.

p. ITEM 6
Appeal Denial Authorities by Participation.
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Court Opinions and Actions Taken. Briefly describe the results of (2) Review and Excising. This includes all direct costs incurred
each suit The Judge Advocate General and/or the General Counseluring the process of examining documents located in response to a
participated in during the calendar year. See example below: request to determine whether any portion of any document located is
Armed Forces Relief and Benefit Association v. Department of permitted to be withheld. It also includes excising documents to
Defense, Department of the Army, Department of the Air Force, andprepare them for release. It does not include time spent resolving
Department of the Navy. C.A. 89-0689, U.S.D.C.D.C., March 15, general legal or policy issues regarding the application of
1989. Plaintiff filed suit for defendant’s refusal to release sexemptions.

vicemen’s names and duty addresses. Information was held pursuant (3) Coordination and Approval. This includes all costs involved

to 5 USC 552(b)(2) and (b)(6). Plaintiff voluntarily dismissed suit in coordinating the release/denial of documents requested under the

June 19, 1989. FOIA.
8. ITEM (4) Correspondence/Form Preparation. This includes all costs in-
FOIA Implementation Rules or Regulations. volved in typing responses, filling out forms, etc., to respond to a

List all changes or revisions of FOIA rules or regulations affecting FOIA request.

the implementation of the FOIA Program, followed by the Federal (5) Other Activities. This includes all processing costs not cov-

Register reference (volume number, date, and page) that announcegyed above, such as processing time by the mail room.

the change or revision to the public. Append a copy of each. See (6) Total. Enter the sum of (1) through (5) above.

example below: (d) Overhead. This is the cost of supervision, space, and adminis-
DOD Regulation 5400.7-R “DOD Freedom of Information Act Pro- trative support. It is computed as 25% of the sum of (b) and (c)

gram” - 32 CFR 286, Vol 54, No. 155, page 33190, 14 August above.
1989. (e) Total. Enter the sum of (b), (c), and (d) above.

9. ITEM 9 (2) Other Case-Related Costs. Using the fee schedule, enter the

Fees Collected from the Public. Enter the total amount of feestotal amounts incurred in each of the areas below.

received from the public during the calendar year. This includes (&) Computer Search Time. This includes cost of central process-
search, review, and reproduction costs only. ing unit, input/output devices, memory, etc., of the computer system
10. ITEM 10 used, as well as the wage of the machine’s operator/programmer.

a. Availability of Records. Report all new categories or (b) Office Copy Reproduction. This includes the cost of
segregable positions of records now being released upon requesteproducing normal documents with office copying equipment.

b. FOIA Program Costs. (c) Microfiche Reproduction. This is the cost of reproducing re-

(1) Personnel Costs. Items (a) and (b) below are used to captur&0rds and providing microfiche. .
manyears and salary costs of personnel primarily involved in plan- (d) Printed Records. This is the cost of providing reproduced
ning, program management and/or administrative handling of FOIA copies of forms, publications, or reports. o
requests. Determine salaries for military personnel by using the (€) Computer Copy. This is the actual cost of duplicating mag-
Composite Standard Pay Rates (DOD 7220.9-M, Department ofhetic tapes, floppy disks, computer printouts, etc. o
Defense Accounting Manual). For civilian personnel use Office of (f) Audiovisual Materials. This is the actual cost of duplicating
Personnel Management (OPM) salary table and add 16% for beneaudio or video tapes or like materials, to include the wage of the

fits. A sample computation is shown below. Table 7-1 shows how Person doing the work. _ o
the cost computation is made. (g) Other. Report all other costs which are easily identifiable,

such as per diem, operation of courier vehicles, training courses,
printing (indexes and forms), long distance telephone calls, special

Table 7-1 mail services, use of indicia, etc.
Sample Computation (h) Subtotal. Enter the sum of (a) through (g) above.
Number of Percent (i) Overhead. This is the cost of supervision, space and adminis-
Grade personnel Salary of time Costs trative support. It is computed as 25% of (h) above.
() Total. Enter the sum of (h) and (i) above.
05 ! $88.463 10 $ 8,846 (3) Cost of Routine Requests Processed. This item is optional.
0-1 1 $37,219 30 $11,165 Some reporting activities may find it economical to develop an
average cost factor for processing repetitive routine requests rather
GS-12 1 $41,557 50 $20,779 than tracking costs on each request as it is being processed. Care
should be exercised so that costs are comprehensive, to include a
Notes: ‘ ‘ 25% overhead, yet not duplicated elsewhere in the report. Multiply
1 To determine the manyear computation: Add the total percentages of time and the number of routine requests processed times the cost factor to

divide the percentage by 100.

2 sample Computation: Manyears = 140% divided by 100 = 1.4 manyears. compute this amount.

(4) Total Costs. Enter the sum of (1) through (3) above.
c. Formal Time Limit Extension. Enter the total number of in-

(a) Estimated Manyears. Add the total percentages of time for stances in which it was necessary to seek a formal 10 working day
personnel involved in administering the FOIA program and divide time extension for one of the reasons explained below.
by 100. In the example shown above, (10x30x50)/100=.9 manyears. (1) Location. The need to search for and collect the requested

(b) Manyear Costs. Total costs associated with salaries of indi-records from another activity that was separate from the office
viduals involved in administering the FOIA program. In the exam- processing the request.
ple shown above, the total cost is $40,790. (2) Volume. The need to search for, collect, and appropriately

(c) Estimated Manhour Costs by Category. This section accountsexamine a voluminous amount of separate and distinct records indi-
for all other personnel not reported in (a) and (b) above who arecated in a single request.
involved in processing FOIA requests. Enter the total hourly cost for (3) Consultation. The need for consultation with another agency
each of the five areas described below. having a substantial interest in the material requested.

(1) Search Time. This includes only those direct costs associated (4) Court Involvement. Where court actions were taken on the
with time spent looking for material that is responsive to a request,basis of exhaustion of administrative procedures because the depart-
including line-by-line identification of material within a document ment/activity was unable to comply with the request within the
to determine if it is responsive to the request. Searches may be donapplicable time limits, and in which a court allowed additional time
manually or by computer using existing programming. upon a showing of exceptional circumstances, provide a copy of
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each court opinion and court order containing such an extension of
time.
(5) Total. Enter the sum of (1) through (4) above.
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ANNUAL REPORT

FREEDOM OF INFORMATION ACT

REPO

RT CONTROL SYMSOL

DD-PA(A) L1365

1. WNITIAL DETERMANATIONS

3. TOTAL REQUESTS

b. GRANTED IN FULL

€. DENIED IN PARY

d. DENIED IN FULL

e "OTHER REASONS®

1. TOTAL ACTIONS

31,916 19,319 2,385 451 9,761 31,916
8. EXEMPTIONS INVOKED ON INITIAL DETERMINATIONS
o) (1) {b) (2) (b) (3) (b} (4) (b) (S) {b) (6) () (N (b) (8) (b) (9) TOTAL
226 584 42 504 648 1,962 1,458 -Q- -0- 5,424

2b. {bX3) SYATUTES INVOKED ON INITIAL DETERMINATIONS (Continve on separate sheet if necessary)

(1) (b){3) STATUTES CLAIMED

(2) NUMBER OF INSTANCES

"USC 130, guthority to Withhold Unclassified Technical Data or 14
pace Application
10 USC 618(f), Action on Reports of Selection Boards 4
10 USC 1102, Confidentiality of Medical Records 5
10 USC 2305, Protection of Contractor Proposals 13
10 USC 470hh, Archaeological Resources Protection Act 1
10 USC 423, bProcurement Integrity 4
2¢. “OTHER REASONS® CITED ONM INITIAL DETERMINATIONS
1 2 3 4 H | TOTAL

4,373 2,266 601 1,082 864 730 9,916

3. INITIAL DENIAL AUTHORMIES BY &

ARTICIPATION (Continue on separate theet if pecessary)

8 NAME (Last, First, Middle Inftial)

b. RANK (I Military)

€. TITLE AND ORGANIZATION

d. NUMBER OF INSTANCES

Christensen,

Rose Marie

NA

Communications,

Chief, Freedom of Information and
Privacy Acts Office, Office of the
Dircctor ol Information for Command
Control,
Computers

and

2836

4.  APPEAL DEITERMINATIONS

8 TOTAL REQUESTS

& GRANTED IN FULL

¢. DENIED IN PART

d. DENIED IN FULL

“"OTHER REASONS”

f. TOTAL ACTIONS

236

23

21

91 101 236

$3. EXEMPTIONS INVOKED ON APPEAL DETERMINATIONS

() () (2) by (3) () (&) ) (5) (b) {6) ) () (b) (8) () (9) TOTAL
23 1 o 19 32 60 62 -0- -0- 204

Sb. {bX3) STATUTES INVOKED ON APPEAL DETERMINATIONS (Continue on separate sheet if neceLsary)

(1) (b)X3) STATUTES CLAIMED

{2) NUMBER OF INSTANCES

10 USC 1102¢(f)

7

S¢.

“OTHER REASONS® CITED ON APPEAL DETERMINATIONS

1

2

4

TOTAL

57

37

—0~

7

-0-

-0~

101

§.  APPEAL DENIAL AUTHOBTIES BY PARTICIPATION (Continue on sepsrete sheet if necessary)

3 NAME (Last, First. Midkfe initial)

b RANK (I Military)

¢ TITLE AND ORGANIZATION

d. NUMBER OF INSTANCES

BASXIR, Lawrence M.

NA

Principal Deputy General Counsel,
Office of the General Counsel

112

DD Form 2564. AUIG @O

Figure 7-1. Annual report format
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7. COURT OPINIONS AND ACTIONS TAKEN (Continue on separate sheet it necessary)

*pore v. United States, No, 93-1797 (D.D.C., filed Jul. 14, 1993). Plaintiff sued challenging the Army's “no records'
response to plaintiff's request for certain documents relating to the Panama Canal. The court, concluding that the

Army had conducted a thorough search, nevertheless gave plaintiff the option of paying for an additional search, which
the Amy estimated would cost $360.00. Moore declined and the case was dismissed on February 26, 1996,

Devine v. CIA, et al. No. 960588 (D.D.C., filed Mar. 25, 1996). Ms. Devine filed a camplaint to obtain records with-
held by the CTA, DOD, DX, and the State Department. Several years ago, Ms. Devine's husband, while living in
Guatemala, was murdered. Suspicion for the murder fell on Guatemalan Army Officers. Ms. Devine filed numerous FOIA
requests with DOD organizations (DIA, SOUTHOOM, NSA, INSOM, and DA OGC) in June and November 1995 for any documents
relating to DOD involvement with the Guatemalan military. The Army has compiled all documents responsive to all of
Ms. Devine's requests and forwarded them to her on September 30, 1996,

8. FREEDOM OF INFORMATION ACT IMPLEMENTATION RULES OR REGULATIONS (Continue on separate sheet if necessary)

NA

9. FEES COLLECTED FROM THE PUBLIC

TOTAL AMOUNT COLLECTED FROM PUBLIC }

285,848, 44

10a. AVAILABILITY OF RECORDS (Continue on seperate sheet if necessary)
U.S. ARYY (HEMICAL & RIOLOGICAL DEFENSE OOMVAND, BLIG E5183, ABERDERN PROVING GROUND MD 21010-5623:

(hemical Corps Intelligence Estimate¥ast Germany (U), 1 November 1961
Riot Control Weapons for the Vietnam War, June 1970

10b. FOI PROGRAM COSTS

1 PERSONNEL COSTS

A ESTIMATED MANYEARS - 188.00

C. ESTIMATED MANKOQUR COSTS BY CATEGORY

8. MANYEAR COSTS $ 7,008,655.86

{1) Search Time 313,812.61 -

(2) Review and Excising 309,944, 68

i(3) Coordination ana Approvael 250,941, 32

(5) Other Activities 151,359, 66

$
3
3
{4) Corresponaence / Form Preparation : s 261,206.53
$
3

(6) Totat ({1) through (5)) 1,287,264.80
D OVERMEAD {(B + Q) x 25%) $ 2,073,980.,16
€. TOTAL (8 through D) 310,369,900, 82
I OTHER CASE - RELATED COSTS T e B
A COMPUTER SEARCH TIME $ 116,754,335
8. OFFICE COPY REPRODUCTION $ 368,216.92
€ MICROFICHE REPRODUCTION $ 8,079,966
D PRINTED RECORDS $ 3,655.34
€. COMPUTER COPY 3 21,811.11
F AUDIOVISUAL MATERIALS s 3,100.25
G. OTHER 3 39,375,56
H. SUBTOTAL (A through G) $  560,993,49
| OVERHEAD (25% x W) s 140,248.37
i TOTAL (M « ) s /01,241.86
Nl COST OF ROUTINE REQUESTS PROCESSED $ 17,075.11
V. TOTAL COSTS (1 through it) ‘1 1,088 ,217.79
10c FORMAL TIME UMIT EXTENSIONS ]
(1) LOCATION (2) VOLUME {3) CONSULTATION {4) COURY {5) TOTAL
180 497 248 3 928

DD Form 2564 Reverse, AUG 90

Figure 7-1. Annual report format— Continued
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Chapter VI
Education and Training

Section 1
Responsibility and Purpose

8-100. Responsibility

The head of each DoD Component is responsible for the establish-
ment of educational and training programs on the provisions and
requirements of this Regulation. The educational programs should
be targeted toward all members of the DoD Component, developing
a general understanding and appreciation of the DoD FOIA Pro-
gram; whereas, the training programs should be focused toward
those personnel who are involved in the day-to-day processing of
FOIA requests, and should provide a thorough understanding of the
procedures outlined in this Regulation.

8-101. Purpose

The purpose of the educational and training programs is to promote
a positive attitude among DoD personnel and raise the level of
understanding and appreciation of the DoD FOIA Program, thereby
improving the interaction with members of the public and improving
the public trust in the Department of Defense.

8-102. Scope and Principles

Each Component shall design its FOIA educational and training
programs to fit the particular requirements of personnel dependent
upon their degree of involvement in the implementation of this

Regulation. The program should be designed to accomplish the
following objectives:

a. Familiarize personnel with the requirements of the FOIA and
its implementation by this Regulation.

b. Instruct personnel, who act in FOIA matters, concerning the
provisions of this Regulation, advising them of the legal hazards
involved and the strict prohibition against arbitrary and capricious
withholding of information.

c. Provide for the procedural and legal guidance and instruction,
as may be required, in the discharge of the responsibilities of initial
denial and appellate authorities.

d. Advise personnel of the penalties for noncompliance with the
FOIA.

8-103. Implementation

To ensure uniformity of interpretation, all major educational and
training programs concerning the implementation of this Regulation
should be coordinated with the Director, Freedom of Information
and Security Review, OASD(PA).

8-104. Uniformity of Legal Interpretation

In accordance with DoD Directive 5400.7 (reference (b)), the Gen-
eral Counsel of the Department of Defense shall ensure uniformity
in the legal position and interpretation of the DoD FOIA Program.

This regulation provides procedures for contacting the DOD General
Counsel where required.
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Appendix A ASD(PA) not later than each February 1. This reporting requirement

Unified Commands—Processing Procedures for FOI is assigned Report Control Symbol DD-PA(A)1365.
Appeals
1. General Appendix B

a. In accordance with DoD Directive 5400.7 (reference (b)) and Addressing FOIA Requests
this Regulation, the Unified Commands are placed under the juris-
diction of the Office of the Secretary of Defense, instead of the 1. General
administering Military Department, only for the purpose of ad- @ The Department of Defense includes the Office of the Secre-
ministering the Freedom of Information (FOI) Program.</title> tary of Defense and the Joint Staff, the Military Departments, the

This policy represents an exception to the policies in DoD Directive Unified Commands, the Defense Agencies, and the DoD Field

Activities.
5100.3 (reference(f)). b. The Department of Defense does not have a central repository

b. The policy change above authorizes and requires the Unifiedso, pop records. FOIA requests, therefore, should be addressed to
Commands to process FOI requests in accordance with DoD DireCthe DoD Component that has custody of the record desired. In
tive 5400.7 (reference (b)) and DoD Instruction 5400.10 (referenceanswering inquiries regarding FOIA requests, DoD personnel shall
(i) and to forward directly to the OASD(PA) all correspondence assist requesters in determining the correct DoD Component to
associated with the appeal of an initial denial for information under address their requests. If there is uncertainty as to the ownership of
the provisions of the FOIA. the record desired, the requester shall be referred to the DoD Com-

ponent that is most likely to have the record.

2. Responsibilities of Commands o
Unified Commanders in Chief shall: 2R.el&hsélsntg of DoD Component Addresses for FOIA

a. Designate the officials authorized to deny initial FOIA re- 4 "Office of the Secretary of Defense and the Joint Staff. Send all
quests for records. requests for records from the below listed offices to: Office of the

b. Designate an office as the point-of-contact for FOIA matters. Assistant Secretary of Defense (Public Affairs), ATTN: Directorate

c. Refer FOIA cases to the ASD(PA) for review and evaluation for Freedom of Information and Security Review, Room 2C757,
when the issues raised are of unusual significance, precedent setting,he Pentagon, Washington, DC 20301-1400.
or otherwise require special attention or guidance. (1) Executive Secretariat. .

d. Consult with other OSD and DoD Components that may have (2) Under Secretary of Defense (Policy). _ _
a significant interest in the requested record prior to a final determi- (&) Assistant Secretary of Defense (International Security

. P ; ; : Affairs).
nation. Coordination with agencies outside of the Department of . . . .
Defense, if required, is autgorized P (b) Assistant Secretary of Defense (International Security Policy).

e. Coordinate proposed denials of records with the appropriatete (c) Assistant Secretary of Defense (Special Operations/Low In-

o \ - nsity Conflict).
Unified Command’s Office of the Staff Judge Advocate. (d) Principal Deputy Under Secretary of Defense (Strategy and

f. Answer any request for a record within 10 working days of Resources).
receipt. The requester shall be notified that his request has been (e) Deputy Under Secretary of Defense (Trade Security Policy).
granted or denied. In unusual circumstances, such notification may (f) Deputy Under Secretary of Defense (Security Policy).
state that additional time, not to exceed 10 working days, is required (g) Director of Net Assessment.
to make a determination. (h) Director Defense Security Assistance Agency.

g. Provide to the ASD(PA) when the request for a record is (i) Defense Technology Security Administration.
denied in whole or in part, a copy of the response to the requester or (3) Under Secretary of Defense (Acquisition).
his representative, and any internal memoranda that provide back- (&) Assistant Secretary of Defense (Production & Logistics).
ground information or rationale for the denial. (b) Assistant Secretary of Defense (Command, Control, Commu-
gpications, and Intelligence).
o (c) Assistant to the Secretary of Defense (Atomic Energy).
(d) Director of Defense Research and Engineering.
(e) Director of Small and Disadvantaged Business Utilization.

h. State in the response that the decision to deny the release
the requested information, in whole or in part, may be appealed t
the Assistant Secretary of Defense (Public Affairs), the Pentagon,

Wgshlngton, DC 20301'1.400' (4) Comptroller of the Department of Defense.
i. Upon request, submit to ASD(PA) a copy of the records that (5) Assistant Secretary of Defense (Force Management &
were denied. ASD(PA) shall make such requests when adedicati”QDersonnel).

appeals. (6) Assistant Secretary of Defense (Health Affairs).
(7) Assistant Secretary of Defense (Legislative Affairs).
3. Fees for FOI Requests (8) Assistant Secretary of Defense (Public Affairs).
The fees charged for requested records shall be in accordance with (9) Assistant Secretary of Defense (Program Analysis and
Chapter VI, above. Evaluation).
(10) Assistant Secretary of Defense (Reserve Affairs).
4. Communications (11) General Counsel, Department of Defense.

Excellent communication capabilities currently exist between the (12) Director, Operational Test and Evaluation. )
OASD(PA) and the Public Affairs Offices of the Unified Com- _ (13) Assistant to the Secretary of Defense (Intelligence

: o o Oversight).
. Th I hall for FOIA . . .
tT]Ztn dasre ti::ecc;rgrr:;ﬁir:/lgatlon capability shall be used for FOIA cases (14) Assistant to the Secretary of Defense (Intelligence Policy).

(15) Defense Advanced Research Projects Agency.
(16) Strategic Defense Initiative Organization.

5. Reporting.Requirements . (17) Defense Systems Management College.
a. The Unified Commands shall submit to the ASD(PA) an an-  (18) National Defense University.

nual report. The instructions for the report are outlined in Chapter (19) Armed Forces Staff College.

VI, above. (20) Department of Defense Dependents Schools.
b. The annual report shall be submitted in duplicate to the(21) Uniformed Services University of the Health Sciences.
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b. Department of the Army. Army records may be requested (5) Legal records.
from those Army officials who are listed in 32 CFR 518 (reference (a) Records of general courts-martial and special courts-martial
(ai), Appendix B. Send requests to the U.S. Army Freedom of in which a bad conduct discharge was approved. For cases not yet
Information and Privacy Acts Office, Suite 201, 1725 Jefferson forwarded for appellate review, apply to the staff judge advocate of
Davis Highway, Arlington, Virginia 22202-4102 for records of the the command having jurisdiction over the case. For cases forwarded
Headquarters, U.S. Army, or if there is uncertainty as to which for appellate review and for old cases, apply to the U. S. Army
Army activity may have the records. Send requests to particularLegal Service Agency, ATTN: JALS-CC, Nassif Building, Falls

installations or organizations as follows: Church, VA 22041-5013; DSN 289-1888, commercial telephone,
(1) Current publications and records of DA field commands, in- (202) 756-1888.
stallations, and organizations. (b) Records of special courts-martial not involving a bad conduct

(a) Send the request to the commander of the command, installadischarge. These records are kept for 10 years after completion of
tion, or organization, to the attention of the Freedom of Information the case. If the case was completed within the past 3 years, apply to

Act Official. the staff judge advocate of the headquarters where it was reviewed.
(b) Consult AR 25-400-2 for more detailed listings of all record If the case was completed from 3 to 10 years ago, apply to the
categories kept in DA offices. National Personnel Records Center (Military Records), 9700 Page

(c) Contact the installation or organization public affairs officer Ave., St. Louis, MO 63132-5100. If the case was completed more
for help if you cannot determine the official within a specific organ- than 10 years ago, the only evidence of conviction is the special
ization to whom your request should be addressed. courts-martial order in the person’s permanent records. Request as

(2) Department of the Army publications. in (3) above.

(a) Write to the U.S. Government Printing Office, which has (c) Records of summary courts-martial. Locally maintained re-
many DA publications for sale. Address: Superintendent of Docu- cords are retired 3 years after action of the supervisory authority.
ments, U.S. Government Printing Office, Washington, DC 20402- Request records of cases less than 3 years old from the staff judge
0001. advocate of the headquarters where the case was reviewed. After 10

(b) Use the facilities of about 1,000 Government publication de- years,_the only evidence of conviction is the summary cqurts-martial
pository libraries throughout the United States. These libraries haveorder in the person’s permanent records. Request as in (3) above.
copies of many DA publications. Obtain a list of these libraries from  (d) Requests submitted under (b) and (c) above. These requests
the Superintendent of Documents at the above address. will be processed in accordance with chapter V. The IDA is The

(c) Send requests for current administrative, training, technical, Judge Advocate General, HQDA (DAJA-CL), WASH DC 20310-
and supply publications to the National Technical Information Serv- 2213; DSN 225-1891, commercial telephone, (703) 695-1891.
ice, U.S. Department of Commerce, ATTN: Order Preprocessing (&) Administrative settlement of claims. Apply to the Chief, U.S.
Section, 5285 Port Royal Road, Springfield, VA 22151-2171; com- Army Claims Service, ATTN: JACS-TCC, Fort George G. Meade,
mercial telephone, (703) 487-4600. The National Technical Informa- MD 20755-5360; DSN 923-7860, commercial telephone, (301) 677-
tion Service handles general public requests for unclassifié§60- ) )
uncopyrighted, and nondistribution-restricted Army publications not () Records involving debarred or suspended contractors. Apply

sold through the Superintendent of Documents. to HQDA (JALS-PF), WASH DC 20310-2217; DSN 285-4278,
(3) Military personnel records. Send requests for military person- commercial telephone, (703) 504-4278.
nel records of information as follows: (9) Records of all other legal matters (other than records kept by

(a) Army Reserve personnel not on active duty and retired per- & command, installation, or organization staff judge advocate). Ap-
sonnel—Commander, U.S. Army Reserve Personnel Center, 970!y to HQDA (DAJA-AL), WASH DC 20310-2212; DSN 224-
Page Ave., St. Louis, MO 63132-5200; commercial telephone, (314)4316, commercial telephone, (703) 694-4316. _
263-7600. (6) Civil works program records. Civil works records include

(b) Army officer personnel discharged or deceased after 1 Ju|yphose relating to construction, operation, and maintenance for the
1917 and Army enlisted personnel discharged or deceased after improvement of rivers, harbors, and waterways for navigation, flood
November 1912—Director, National Personnel Records Centg@ntrol, and related purposes, including shore protection work by
9700 Page Ave., St. Louis, MO 63132-5100. the Army. Apply to the proper division or c_ilstrlct office of thg

(c) Army personnel separated before the dates specified in (ji) COPS ofhEnglneer. II] necessary to determine the proper office,
above—Textual Reference Division, Military Reference Branch, Na- contact the Commander, U.S. Army Corps of Engineers, ATTN:
tional Archives and Records Administration, Washington, D Ezcgo-zKé WASH DC 20314-1000; commercial telephone, (703)
20408-0001. NG

(d) Army National Guard officer personnel—Chief, National (7) Civilian personnel records. Send requests for personnel re-

Guard Bureau. Army National Guard enlisted personnel—Adjutant COrdS ©f current civilian employees to the employing installation.
General of the proper State Send requests for personnel records of former civilian employees to

(e) Active duty commissioned and warrant officer personnel-- the Director, National Personnel Records Center, 111 Winnebago

Commander, U.S. Total Army Personnel Command, ATTN: TAPC- St, St. Louis, MO 63118-4199. . .

ALS, Alexandria, VA 22332-0405; commercial telephone, (703) (8) Procuremgn_t_ records. Send requests for information _about
325_’4053 Active’ duty enlisted peréonnel—Commander U S Army procurement activities to the contracting officer concerned or, if not
Enlisted I'?ecords and Evaluation Center, ATTN: PCFéE-I.:EF', Fort feasible, to the procuring activity. If the contracting officer or pro-

o : ) . ; curing activity is not known, send inquiries as follows:
gzgjggzg Harnison, IN 46249-4701; commercial telephone, (317) (a) Army Materiel Command procurement: Commander, U.S.

(4) Medical records Army Materiel Command, ATTN: AMCPA, 5001 Eisenhower Ave.,

. . - Alexandria, VA 22333-0001.
a) Medical records of non-active duty milita ersonnel. Use ' -
thé ?same addresses as for military perzonnel rrye(:pords. (b) Corps of Engineers procurement: Commander, U.S. Army

(b) Medical records of military personnel on active duty. Address Corps of Engineers, ATTN: CECC-K, WASH DC 20314-1000;

X " commercial telephone, (202) 272-0028.
the medical treatment facility where the records are kept. If neces-
sary, request locator Servig’a ber (¢) above P (c) All other procurement: HQDA (DAJA-KL), WASH DC

(c) Medical records of civilian employees and all dependents. 20310-2208; DSN 225-6209, commercial telephone, (202) 695-

X o 6209.
ﬁl?ad::ig rgzehg\?glggggerg?: (;1 t ggrc]g't?e\évl?:srtestg etrr](eecgz(rjscgrez EZFt)itc.)rI]f (9) Criminal investigation files. Send requests involving criminal
Personnel Records Center. 111 Winnebago St., St. Louis, %estlgatlon files to the Commander, U.S. Army Criminal Investi-

63118-4199 ion Command, ATTN: CICR-FP, commercial telephone, (703)
: 806-0468, 6010 6th St., Bldg #1465, Ft. Belvoir, VA 22060-5585.
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Only the Commanding General, USACIDC, can release amA Division, 400 Army Navy Drive, Arlington, Virginia 22202-
USACIDC-originated criminal investigation file. 2884.

(10) Personnel security investigation files and general Army in- n. Defense Finance and Accounting Service (DFAS). DFAS re-
telligence records. Send requests for personnel security investigatiortords may be requested from any of its regional offices or from its
files, intelligence investigation and security records, and records ofHeadquarters. Requesters should send FOIA requests to Defense
other Army intelligence matters to the Commander, U.S. Army Finance and Accounting Service, Crystal Mall 3, Room 416, Wash-
Intelligence and Security Command, ATTN: IACSF-FI, Fort George ington, DC 20376-5001 for records of its headquarters, or if there is
G. Meade, MD 20755-5995. uncertainty as to which DFAS region may have the records sought.

(11) Inspector General records. Send requests involving records
within the Inspector General system to HQDA (SAIG-ZXL), WASH 3. Other Addressees
DC 20310-1714. AR 20-1 governs such records. Although the below organizations are OSD and Joint Staff Compo-

(12) Army records in Government records depositories. nents for the purposes of the FOIA, requests may be sent directly to

(a) Noncurrent Army records are in the National Archives of the the addresses indicated.

United States, WASH DC 20408-0001; in Federal Records Centers a. Office of Civilian Health and Medical Program of the Uni-
of the National Archives and Records Administration; and in other formed Services (OCHAMPUS). Director, OCHAMPUS, ATTN:
records depositories. Requesters must write directly to the heads oFreedom of Information Officer, Aurora, CO 80045-6900.

these depositories for copies of such records. _ b. Chairman, Armed Services Board of Contract Appeals
(b) A list of pertinent records depositories is published in AR 25- (ASBCA). Chairman, Armed Services Board of Contract Appeals,
400-2, table 6-1. Skyline Six, 5109 Leesburg Pike, Falls Church, VA 22041-3208.

(13) Department of the Navy. Navy and Marine Corps records ¢ U.S. Central Command. U.S. Central Command/CCJI/AG,
may be requested from any Navy or Marine Corps activity by MacDill Air Force Base, FL 33608-7001.
addressing a letter to the Commanding Officer and clearly indicating g, y.S. European Command. Records Administrator, Headquar-
that it is a FOIA request. Send requests to Chief of Naval Opera-ters U.S. European Command/ECJ-AR(FOIA), APO New York
tions, Code OP09B30, Room 5ES521, Pentagon, Washington, DCng128-4209.
20350-2000, for records of the Headquarters, Department of the e. U.S. Southern Command. Attorney-Advisor (International),

Navy, and to Freedom of Information and Privacy Act Office, Code paadguarters U.S. Southern Command/SCSJA. APO Miami 34003-
MI-3, HQMC, Room 4327, Washington, DC 20308-0001, for re- oogy = !

cords of the U.S. Marine Corps, or if there is uncertainty as to
which Navy or Marine activities may have the records.

d. Department of the Air Force. Air Force records may be re-
quested from the Commander of any Air Force installation, major
command, or separate operating agency (ATTN: FOIA Office). For
Air Force records of Headquarters, United States Air Force, or if
there is uncertainty as to which Air Force activity may have the Force Base, FL. 33608. . . .
records, send requests to Secretary of the Air Force, ATTN: SAF/ h. U.S. Atlantic Command. Commander-in-Chief, Atlantic Com-
AADS(FOIA), Washington, DC 20330-1000. mand, Code J002PG, Norfolk, VA 23511-5100. o

e. Defense Contract Audit Agency (DCAA). DCAA records may " U.S. Space Com_m_and. .Ch'ef' R_ecords Management Division,
be requested from any of its regional offices or from its headquar-Pirectorate of Administration, United States Space Command,
ters. Requesters should send FOIA requests to the Defense Contrafeterson Air Force Base, CO 80914-5001.

Audit Agency, for records of its headquarters or if there is uncer-
tainty as to which DCAA region may have the records sought.

f. Defense Information Systems Agency (DISA). DISA records
may be requested from any DISA field activity or from its head-
quarters. Requesters should send FOIA requests to Defense Inform
tion Systems Agency, Code H104, Washington, DC 20305-2000.

g. Defense Intelligence Agency (DIA). FOIA requests for DIA
records may be addressed to Defense Intelligence Agency, ATTN:
RTS-1B, Washington, DC 20340-3299.

h. Defense Investigative Service (DIS). All FOIA requests for
DIS records should be sent to the Defense Investigative Service
ATTN: V0020, 1900 Half St., SW, Washington, DC 20324-1700.

i. Defense Logistics Agency (DLA). DLA records may be re-
quested from its headquarters or from any of its field activities.
Requesters should send FOIA requests to Defense Logistics Agency,

8725 John J. Kingman Rd., Suite 2533, Ft. Belvoir, VA 22060- Appendix C
6221. _ Litigation Status Sheet

j- Defense Mapping Agency (DMA). FOIA requests for DMA
records may be sent to the Defense Mapping Agency, 8613 Lee;. case Number*

Highway, Fairfax, VA 22031-2137. *Number used by Component for references. (for DA, use case

k. Defense Nuclear Agency (DNA). FOIA requests for DNA re- name)
cords may be sent to the Defense Nuclear Agency, Public Affairs
Office, Room 113, 6801 Telegraph Road, Alexandria, VA 22310- 2. Requester
3398.

I. National Security Agency (NSA). FOIA requests for NSA re- 3. Document Title or Description
cords may be sent to the National Security Agency/Central Security
Service, ATTN: Q43, Fort George G. Meade, MD 20755-6000. 4. Litigation

m. Office of the Inspector General, Department of Defense (IG, a. Date Complaint Filed
DoD). FOIA requests for IG, DoD records may be sent to the b. Court
Department of Defense, Office of the Inspector General, Assistant c¢. Case File Number*

Inspector General for Investigations, ATTN: Deputy Director FOIA/

f. U.S. Pacific Command. Administrative & Security Programs
Division (J147A), Joint Secretariat, CINCPAC, Box 28, Camp H.
M. Smith, HI 96861-5025.

g. U.S. Special Operations Command. Freedom of Information
Officer, ATTN: U.S. Special Operations Command, MacDill Air

4. National Guard Bureau

FOIA requests for National Guard Bureau records may be sent to
the Chief, National Guard Bureau, (NGB-DAI), Pentagon, Room
a2-C362' Washington, D.C. 20310-2500.

5. Miscellaneous

If there is uncertainty as to which DoD component may have the
DoD record sought, the requester may address a Freedom of Infor-
mation request to the Office of the Assistant Secretary of Defense
(Public Affairs), ATTN: Directorate for Freedom of Information and
Security Review, Room 2C757, The Pentagon, Washington, DC
20301-1400.

AR 25-55 « 1 November 1997 33



5. Defendants (agency and individual)
6. Remarks: (brief explanation of what the case is about)

7. Court Action
a. Court's Finding
b. Disciplinary Action (as appropriate)

8. Appeal (as appropriate)
a. Date Complaint Filed
b. Court

. Case File Number*

. Court’s Finding

c
d
e. Disciplinary Action (as appropriate)

Appendix D
Other Reason Categories

1. Transferred Requests

This category applies when responsibility for making a determina-
tion or a decision on categories 2, 3, or 4 below is shifted from one
Component to another, or to another Federal Agency.

34 AR 25-55 ¢« 1 No

2. Lack of Records

This category covers those situations wherein the requester is ad-
vised the DoD Component has no record or has no statutory obliga-
tion to create a record.

3. Failure of Requester to Reasonably Describe Record
This category is specifically based on Section 552(a) (3)(a) of the
FOIA (reference (a)).

4. Other Failures by Requesters to Comply with Published

Rules or Directives

This category is based on Section 552(a)(3)(b) of the FOIA (refer-
ence (a)) and includes instances of failure to follow published rules
concerning time, place, fees, and procedures.

5. Request Withdrawn by Requester

This category covers those situations wherein the requester asks an
agency to disregard the request (or appeal) or pursues the request
outside FOIA channels.

6. Not an Agency Record

This category covers situations where the information requested is
not an agency record within the meaning of the FOIA and this
Regulation.

Appendix E
DD Form 2086
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RECORD OF FREEDOM OF INFORMATION (FOI) PROCESSING COST

Piease read instructions on reverse before completing form.

1, REQUEST NUMBER 2. TYPE OF REQUEST (X one) 3. DATE COMPLETED (YYMMOD)
97-123 X| a nmiaL b APPLAL 970411
& CLERICAL HOURS (E-9/GS-8 and below) o o HouRY Ramt cou
2 SEARCH gs19) *$ 6,00
b. REVIEW /EXCISING VAYA  27.00
. CORRESPONDENCE AND FORMS PREPARATION A X $12.00 - 2 00
d. OTHER ACT:VITY 75 Q‘QO
5. PROFESSIONAL HOURS (0-1 - 0-6/GS-9 - GSIGM-15) ToTAL WouRs HouR " waTt cos
 SEARCH .U *$ 12,50
b. REVIEW/EXCISING 1.00 x $25.00 . * 95 00
¢ COORDINATION/ APPROVAL / DENIAL 1.50 3750
d OTHER ACTIVITY .25 6,25
6. EXECUTIVE HOURS (0-7/GS/GM-16/ES 1 and above) Tota Noums HouEy T ot
a SEARCH s g -
b REVIEW /EXCISING e X $45.00 - e ——
¢ COORDINATION / APPROVAL j DENIAL 75 ¢ 33.75
7. COMPUTER SEARCH rouL“:vouas uouu&v) RATE cg;'
a2 MACHINE HOURS , b0 25,00 *$ 12.50
b PROGRAMMER /OPERATOR TIME — x .
(1) Clerica’ e $12.00 . p—
{2) Professional 1.00 $25.00 ° 25.00
8. OFFICE COPY REPRODUCTION e o o
a PAGES REPRODUCED 225 x [ s ] - *$ 78.75
9. MICROFICHE REPRODUCTION "U;‘"’"‘ RG‘)E x(n;;v
a MICROFICHE REPRODUCED 10 x [ 25 ] . & 2.50
10. PRINTED RECORDS o b o
a FORN'S - * ——
b. PUBLICATIONS 30 X .02 = * .60
¢ REPORTS 30 ‘51,00
11. COMPUTER COPY Rl R o
2 TAPE 1 x 315,001 . [-$.15.00
b PRINTOUT 2 $25.00 * 5000
o
12. AUDIOVISUAL MATERIALS "“:‘l‘"“ mua; cosy c(c;';Y
2 MATERIALS REPRODUCED 5 X |3 6,25 = ¢ 31.25
13. For FOI Office Use Only
» SEARCH FEES PAID $ 1.20 1. TOTAL COLLECTABLE COSTS $ 165.30
b. REVIEW FEES PAID _ . TOTAL PROCESSING COSTS
- ¢ 376.60
. COPY FEES PAID h. TOTAL CHARGED
164,10 16
d. TOTAL PAD 165 i. FEES WAIVED/REDUCED (X one) ves |y No
.30 . — :
e. DATE PAID (YYMMOD) 970430 ‘C:;:Qr’gi:able to alfl requesters after sppiication of ail waiver

** Chargesble only to commercial requesters.

DD Form 2086, JUN 89

Previous editions are obsolete.

10rw158

Figure E-1. Record of Freedom of Information (FOI) Processing Cost
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Appendix F
DD Form 2086-1
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RECORD OF FREEDOM OF INFORMATION (FOI) PROCESSING COST FOR TECHNICAL DATA
Please read instructions on reverse before completing form.
1. REQUEST NUMBER 2. TYPE OF REQUEST (X one) 3. DATE COMPLETED (YYMMDD)
97-124 X T a mmia b. APPEAL 970411
4. CLERICAL HOURS (£-9/GS-8 and below) Youa.":oomls Nmm(LZY) e (?!:'
a SEARCH .75 = 3 9.9
b REVIEW /EXCSING hasant . ..L
¢_CORRZSPONDENCE AND FORMS PREPARATION 75 x $13.25 = 337
d OTHER ACTIVITY 25 3' 31
e_MINIMUM CHARGE . $ 830 o
5. PROFESSIONAL HOURS (0-1-0-6/GS-§ - GYGM-15) TWLU';"”"‘ "0""(‘;) Rate cast
[$]
a SEARCH .50 . $ 11.75
b REVIZW/EXCISING 1.00 ACTUAL . 23.50
< COORDINATION / APPROVAL f DENIAL 2 00 x NOU;!LY x 47A 20
8 OTHER ACTIVITY 95 ($ﬁ.‘50) c g
e MIN'MUM (HARGE —— 172 HOURLY RATE —
6. EXECUTIVE HOURS (0-7/GS/GM TBIES T and above) 707“(""0"‘“ el €ost
(6]
a SEARCH —— ACTUAL . —
b REVIEW /EXCISING —— X HOURLY = ] —
¢ COORDINATION / APPROVAL / DENIAL .75 ($4%7E0) $ 31.95
d MINIMUM (HARGE — 1/2 HOURLY RATE ——
7. COMPUTER SEARCH TOTaL HOURS MOUALY RATE cosY
o (2 t
> MACHINE HOURS 1.00 | x| _$25,00 1 = |- § 25.00
b PROGRAMMER/QPERATOR TIME
- Clercal —_— $12.15 OR MINIMUM .
Frofessionat 50 ACTUAL OR MINIMUM * 25,00
8. REPRODUCTION el N o
2 AERIAL PHOTOGRAPHS, SPECIFICATIONS, PERMITS, CHARTS,
BLUEPRINTS, AND OTHER TECHNICAL DOCUMENTS 10 $ 250 '_$ 25.00
b ENGINEERING DATA (Microfiim) [ .
- Aperture casds TR 5 o
—~  Silver duplicate negative. per card 20 .75 . 15.00
- When keypunched and veritied, per card —— X 85 = |* e
~ Diazo duplicate negatve, per card —— 65 . —
When keypunched and verified, per card —— 75 * —
- 35 mm rolt ilm_ per frame 20 -50 . 10.00
16 mm rofl film, per frame —— 45 * —_
- __Paper prints [engineering drawings), each 5 1.50 * 7.50
Paper reprints of microfiim indices, each —— A0 . —_—
< AUD.OVISUAL MATERIALS (Insert actual cost in block (2)) 1 $ 6,25 . 6.25
d OTHER TECHNICAL DATA RECORDS
Charges for any additional services not specifically provided above shall be made by components at the following rates:
Muiimum charge tor office copy {up to six images) 6 $ 3.50 *$ 21,00
Eact addtional image - 10 * ——
Each typewritten page — X 3.50 « |* —
Cert:ication and vahdation with seai, each 6 5.20 * 31.20
- Hand-drawn plots and sketches, each hour or fraction thereof —— 12.00 . —
* Chargeable to all requesters.
9. For FOI Office Use Only
g. TOTAL PROCESSING
a. SEARCH FEES PAID $ 71 . 69 d. TOTAL PAID $ 211 14 COSTS $ 302. 59
) IEW FEES PAID e DATE PAID (YYMMDOD) h. TOTAL CHARGED
b. REVIEW FEES 93 =Q 970430 211,14
f. TOTAL COLLECTABLE . FEES WAIVED/
¢. COPY FEES PAID 84.75 COSTS $ 211.14 REDUCED (X one) YES X NO
1044158

DD Form 2086-1, JUN 89

Figure F-1. Record of Freedom of Information (FOI) Processing Cost for Technical Data:

Components

DoD Freedom of Information Act Program
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Appendix G Submit comments to HQDA (SAIS-IA-R), 107 ARMY PENTA-
DOD FREEDOM OF INFORMATION ACT PROGRAM GON, WASH DC 20310-0107.
COMPONENTS

Office of the Secretary of Defense/Joint Staff/Unified Commands,

Defense Agencies, and the DOD Field Activities

Department of the Army

Department of the Navy

Department of the Air Force

Defense Contract Audit Agency

Defense Finance and Accounting Service

Defense Information Systems Agency

Defense Intelligence Agency

Defense Investigative Service

Defense Logistics Agency

Defense Mapping Agency

Defense Nuclear Agency

National Security Agency

Office of the Inspector General, Department of Defense

Appendix H
Management Control Evaluation Checklist

H-1. Function.
The function covered by this checklist is the Freedom of Informa-
tion Act Program.</title>

H-2. Purpose.

To ensure that prescribed policies, procedures, and responsibilities
contained in 5 USC 552 are followed to allow access and release of
Army records to the public. The document used to accomplish the
control objective is AR 25-55. This checklist ensures that a Freedom
of Information Act Program is established and implemented. Ap-
points an individual with Freedom of Information Act Program
responsibilities and ensures designation of appropriate staff to assist
him/her.</title>

H-3. Test Questions.

a. Is a Freedom of Information Act Program established and
implemented in your organization:
Response: Yes No NA
Remarks:

b. Is an individual appointed to implement Freedom of Informa-
tion Act responsibilities:
Response: Yes No NA
Remarks:

c. Are provisions of AR 25-55 concerning protection of OPSEC
sensitive information regularly brought to the attention of managers
responsible for responding to FOIA requests and those responsible
for control of Army records?

Response: Yes No NA
Remarks:

d. Is the ten working day time limit met when replying to FOIA
requests?

Response: Yes No NA
Remarks:

e. When more than ten working days are required to respond, is
the FOIA requester informed, explaining the circumstance requiring
the delay and provided an appropriate date for completion?
Response: Yes No NA
Remarks:

H-4. Supersession.
This checklist replaces the checklist for the Freedom of Information
Act Program previously published.

H-5. Comments.
Help make this a better tool for evaluating management controls.
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Glossary

Section |
Abbreviations

AAFES

Army and Air Force Exchange Service

AMC
U.S. Army Materiel Command

ASBCA

GAO
Government Accounting Office

GPO
Government Printing Office

HQDA
Headquarters, Department of the Army

IDA
initial denial authority

Armed Services Board of Contract AppealdDR

ASD(PA)

Mandatory Declassification Review

Assistant Secretary of Defense for PuldN&TO

Affairs

CPO
civilian personnel officer

CPR
civilian personnel record

DA
Department of the Army

DCAA
Defense Contract Audit Agency

DFARS

North Atlantic Treaty Organization

NSA
National Security Agency

NSC
National Security Council

NTIS
National Technical Information Service

OCHAMPUS
Office of Civilian Health and Medical Pro-
gram of the Uniformed Services

Department of Defense Federal Acquisitio®?MB

Regulation Supplement

DIS
Defense Investigative Service

DISA

Defense Information Systems Agency

DISC4

Office of Management and Budget

OPSEC
Operations Security

OSD
Office of the Secretary of Defense

OTJAG

Director of Information Systems for Com-Office of The Judge Advocate General

mand, Control, Communications, anpck

Computers

DLA
Defense Logistics Agency

DMA
Defense Mapping Agency

DNA
Defense Nuclear Agency

DOD
Department of Defense

FAR
Federal Acquisition Regulation

FOIA
Freedom of Information Act

FORSCOM
Forces Command

FOUO
For Official Use Only

FPM
Federal Personnel Manual

(0]
Public affairs officer

SIO
standard installation organization

TJAG
The Judge Advocate General

TOE
table of organization and equipment

USACIDC
U.S. Army Criminal Investigation Command

USAR
United States Army Reserve

Section |
Terms
This section contains no entries.

Section Il

Special Abbreviations and Terms
This section contains no entries.
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Index_ _ _ _ Directories, 5-101
This index is organized alphabetically Dysciplinary action information, 5-103

topic and subtopic. Topics and subtopics arBisclosure, unauthorized, of FOUO mate-

identified by paragraph number.
'(@)(2)’ materials, 2-101, 2-200

Accused persons, releasing informatio
about, 5-101
Administrative appeal, defined, 1-406
Administrative material, 3-200
Annual reports Content, 7-201
Format, 7-202
Reporting time, 7-200
Worksheet, 7-203
Appeals to denials of requests for informa-
tion, and no record findings 5-300
Delay in responding to, 5-303
Final refusal, 5-305
Response to requester, 5-304
Time limits, 5-302
Time of receipt, 5-301
Appellate authority, 1-405, 5-304
Army Chief of Public Affairs, U.S., 5-200
Army Claims Service, U.S., 5-101
Army Criminal Investigation Command,
uU.S., 5-103
Army Legal Services Agency, U.S., 5-101
Authentication policy, 1-509
Authority for denying information re-
quests, 5-200

Bargaining techniques information, 3-20

rial, 4-502
District Court, U.S., judicial actions, 5-403

rlExempted materiel, 3-100, 3-101, 3-200
xemptions, use of, 1-504

Federal Register records, 2-201

quests, 6-105
Application of, 6-101
Assessment, 6-104
Authorities, 6-100
Collection, 6-200
Costs for special services, 6-206
Waivers, 6-103, 6-300

Financial information, 3-200

For Official Use Only (FOUO) Defined, 4-
100
Disposal of, 4-501

Marking records, 4-103, 4-104, 4-105
Prior application, 4-101

300

Termination, 4-500

Transporting information, 4-301
Unauthorized disclosure, 4-502

0 Freedom of Information Act (FOIA). See

Commands, Unified and Specified, policy,
1-510

Commercial information, 3-200

Communication intelligence, 18 USC 798,
3-200

Compliance policy, 1-500

Confidentiality of Medical Quality Re-

Information Act (FOIA) Program
Definition of request, 1-401

100, 8-101, 8-102
Exemptions, 3-200
Implementation of, 8-103

cords: Fugitives from justice information, 5-101
Qualified Immunity Participants, 10 USC
1102, 3-200 . .
Congress, U.S., release of FOUO informa- ©f FOUO information to, 4-300
tion to, 4-300 Requests for documents of, 1-508

Government requests for information, 5-
102, 5-103

Historical papers, 4-102

Contract disputes, 5-101
Correspondence, 3-200
Costs, reporting of, 7-201

Criminal investigation records, 5-103 .
9 Information control system, 1-301

Fee schedule and fees Aggregation r

Electrically transmitted messages, 4-302

Release and transmission procedures, %

Safeguarding information, 4-400, 4-401

also Department of Defense Freedom of

DOD educational and training programs, 8

Uniformity of legal interpretation of, 8-104

Negotiating techniques information, 3-200
Non-U.S. Government source information,
5-207, 5-404

Office of General Counsel, 1-405

Office of the Secretary of Defense (OSD),
applicability of program to, 1-201

Operations security (OPSEC), 1-501

Orders as exempted material, 3-200

eO_rganization charts, 5-101

Patent Secrecy, 35 USC 18 1-188, 3-200

Personal information, 3-200

Personnel information, 3-200, 5-101, 5-103

Physical Protection of Special Nuclear Ma-
terial: Limitation of Dissemination of
Unclassified Information, 10 USC 128, 3-
200

Privacy Act of 1974, 1-301

Public domain records, 1-505

Public information, 1-300, 5-100

Reading room, 2-100
Receipt Account 3-210,5-210
Records Definition of, 1-402
anagement of, 1-511
eferrals of requests, 1-508
Release of public information, 5-100
Requests for information
Definition of, 1-401
DOD procedural policy, 1-502, 1-503
From Government officials, 5-102
From private parties, 5-101
Time to respond, 1-503
Requirements for requesting information,
_ 1-507, 3-200, 5-100, 5-204
Research and research grant information,
3-200
Responding to request for information, 5-
204
Extension of time, 5-205
Misdirected requests, 5-206

General Accounting Office (GAO) Release Restricted Data and Formerly Restricted

Data, 42 USC 2162, 3-200

Scientific data and processes information,
3-200
Segregable portions, defined, 1-407

Technical data, 3-200
Telephone directories, 5-101

Death, releasing information about, 5-101 [nitial denial authority (IDA), 5-200.SeeTort claims, 5-101

Debt Collection Act of 1982 (PL 9 7-365),
6-106

Definition of terms, 1-400

Denial test, 5-202

Denying requests for information, 5-201.
See also Initial denial authority
Appeals to, 5-300
File of initial denial, 5-208

also Denying requests for information
Definition, 1-404

Judicial actions, 5-400
Burden of proof, 5-402
Jurisdiction, 5-401

5-404

Reasonably segregable portions, 5-203 Law enforcement investigation, defined, 1-

Receipt accounts, 5-210
Special mail services, 5-209
Department of Defense component,
fined, 1-403
Department of Defense Freedom of Infor-
mation Act (FOIA) Program. See also
Freedom of Information Act Compliance
policy, 1-500
General references, 1-100
Openness policy, 1-501
Purpose, 1-200
Department of the Army records, 1-201

407
Litigation status sheet, 5-405

deI§/Ianufacturing information, 3-200

Materiel availability, 2-101, 2-201
Medical files, 3-200, 5-101
Memoranda, 3-200

(MARKS), 1-511

National Security Agency Information Ex-
emption, PL 8 6-36, Section 6, 3-200
National Security Agency records, 1-201

40 AR 25-55 « 1 November 1997

Non-U.S. Government source information

Modern Army Recordkeeping System

Trade secrets, 3-200

Unclassified documents, 5-100

Unclassified information concerning physi-
cal protection of special nuclear materi-
al, 5-101

Wage information, 3-200



MANAGEMENT CONTROL EVALUATION CERTIFICATION 1. REGULATION NUMBER

STATEMENT
2. DATE OF REGULATION

For use of this form, see AR 11-2; the proponent agency is ASA(FM).

3. ASSESSABLE UNIT

4. FUNCTION

5. METHOD OF EVALUATION (Check one)

a. CHECKLIST b. ALTERNATIVE METHOD (Indicate method)

APPENDIX (Enter appropriate letter) j

6. EVALUATION CONDUCTED BY

a. NAME (Last, First, M) b. DATE OF EVALUATION

7. REMARKS (Continue on reverse or use additional sheets of plain paper)

8. CERTIFICATION

| certify that the key management controls in this function have been evaluated in accordance with provisions of AR 11-2,
Management Control . | also certify that corrective action has been initiated to resolve any deficiencies detected. These deficiencies
and corrective actions (if any) are described above or in attached documentation. This certification statement and any supporting
documentation will be retained on file subject to audit/inspection until superseded by a subsequent management control evaluation.

a. ACCESSABLE UNIT MANAGER

(1} TYPED NAME AND TITLE b. DATE CERTIFIED

(2) SIGNATURE

DA FORM 11-2-R, JUL 94 EDITION OF JAN 94 IS OBSOLETE.
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FREEDOM OF INFORMATION ACT (FOIA)/
OPERATIONS SECURITY (OPSEC) DESK TOP GUIDE

For use of this form, see AR 25-55; the proponent agency is ODISC4

Problem: The release of information from Department of the Army records must comply with the Freedom of
Information Act (FOIA) and AR 25-55. At the same time, sensitive information concerning military operations and
activities must be protected from disclosure to hostile intelligence services and their agents.

Solution:  The following references to AR 25-55 and AR 530-1 outline proper policies and procedures.

Paragraph 5-200d, AR 25-55. Assigns areas of responsibility to the Initial Denial Authorities (/DA) for the Army.
Only the Secretary of the Army and IDAs may deny a request for information submitted to the Army under the FOIA.

Paragraph 3-200, AR 25-55. Outlines the nine categories of records exempt from mandatory release under the
FOIA. Denial under the exemptions is not automatic; each case must be reviewed and denial justified in each instance.

Paragraph 5-100c, AR 25-55. Discusses OPSEC considerations when reviewing information requested under the
FOIA.

Paragraph 3-12, AR 530-1. Requires commanders to designate an OPSEC officer at battalion and higher levels of
command to assist in discharging their responsibilities for Operations Security.

Paragraph 5-100d, AR 25-55. Invests command OPSEC points of contact with FOIA advisory functions. They will
advise and assist FOIA personnel in dealing with reguests for information that have OPSEC implications.

CAUTION: Documents properly classified under Executive Order 12065 are automatically reviewed for
operations security impact; however, the compilation of unclassified documents, or portions thereof, may
combine information that, if released, might cause damage to national security (para 2-211, AR 380-5). |if
you have any questions about releasing information, immediately contact your command OPSEC/FOIA advisor.

COMMAND OPSEG/FOIA ADVISOR TELEPHONE NO.

DA FORM 4948-R, NOV 89 DA FORM 4848, APR 82 IS OBSOLETE
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