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Enclosure 1 
 

 

Social Media Tips for Personal Pages 

Soldiers are encouraged to have a social media presence and should feel free to 
express themselves as part of their First Amendment right. However they must 
understand they are required to conduct themselves accordingly, be mindful of OPSEC 
and they are subject to UCMJ at all times. 

• You are personally responsible for what you say and post on social networking 
services and any other medium. 
 

• Any time you engage in social media, you’re representing the Army. Don’t do 
anything that discredits you or your service. Don’t post any defamatory, libelous, 
vulgar, obscene, abusive, profane, threatening, racially or ethnically hateful or 
otherwise offensive or illegal information or material.  
 

• Consider how a post can be interpreted by the public. Be cautious about crossing 
the line between funny and distasteful. 
 

• Commenting, posting or linking to material that violates the UCMJ or basic rules 
of Soldier conduct is prohibited. 
 

• Don’t post classified, sensitive or For Official Use Only information (for example, 
troop movement, force size, weapons details, etc.). If in doubt, talk to your 
supervisor or security manager. 
 

• Deployed Soldiers are not to use location-based social networking services such 
as geotagging. 
 

• Monitor your page and make sure others are not posting about or commenting on 
sensitive information in comments to your posts. 
 

• Maintain appropriate communication and conduct with officers and enlisted 
personnel, peers, superiors and subordinates (to include civilian superiors and 
subordinates). 

 
• Don’t post any information that would infringe upon the proprietary, privacy or 

personal rights of others. 
 

• It is prohibited to use rank, job and/or responsibilities in order to promote yourself 
online for personal or financial gain. 
 

• Don’t use your military affiliation, official title or position to promote, endorse or 
benefit yourself or any profit-making group or agency. For details, refer to the 
Code of Federal Regulations, Title 5, Volume 3, sec. 2635.702, Use of Public 
Office for Private Gain, in the Joint Ethics Regulation. 
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• Never accept a friend request from a person you do not know, even if it is a 
friend of a friend. 
 

• Don’t post anything on your social media page that will bring unwanted attention 
from “violent extremists” or would help extremist learn individual service 
members identities. 
 

• Don’t use any words, logos or other marks that would infringe upon the 
trademark, service mark, certification mark or other intellectual property rights of 
the owners of such marks without owner permission. 
 

• If you have doubts about whether you should post something, err on the side of 
caution. If you have questions or concerns, discuss the proposed post with your 
supervisor or your local public affairs office.  
 

• It is not appropriate for media members to solicit opinions or official quotes 
through social media without first working through public affairs. If contacted by 
the media, do not respond and contact your unit Public Affairs Officer. 
 

• All federal employees may not:  
1. Use a social media account in your official capacity to engage in political  
activity at any time (but including your official title/position on a social media 
profile is allowed) 
2. Tweet, retweet, share, or like a post or content that solicits political  
contributions at any time  
3. Like or follow the social media page of  a candidate for partisan office or  
partisan group while on duty or in the workplace  
4. Engage in political activity via social media while on duty or in the workplace   
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Social Media Tips for Unit Organization Pages 

 
 Make sure all content is approved by the commander or the organization’s 

release authority prior to posting. 
 

 Make sure all content is posted in accordance with organization public affairs 
guidance and Army regulations. 
 

 Monitor your social media presence and make sure users are not posting about 
or commenting on sensitive information. 
 

 Commenting, posting or linking to material that violates the UCMJ or basic rules 
of Soldier conduct is prohibited. 
 

 Deployed Soldiers are not to use location-based social networking services such 
as geotagging. 
 

 Become familiar with the terms of service and privacy policy for social media 
sites you are in charge of. 
 

 Never accept a friend request from the organization’s admin page. 
 

 OPSEC and personal privacy concerns should be paramount when using social 
media. Review wall posts frequently and remove posts that violate OPSEC, unit 
social media policy or personal privacy.  

 
 Make sure you keep your social media presences active. A stagnant social 

media presence is an ineffective social media presence. 
 

 It is important to understand Army social media policy. Additional Army social 
media resources can be found at www.slideshare.net/USArmySocialMedia. 
 

 It is prohibited to use rank, job and/or responsibilities in order to promote yourself 
online for personal or financial gain. 
 

 When using Army branding on social media sites, it is important to use the 
correct colors, tagline and imagery. The U.S. Army Brand Portal 
(www.usarmybrandportal.com) provides brand elements such as Army logos and 
released Army photography.  
 

References: 
Army Social Media Handbook 
U.S. Army OPSEC and Safe Social Networking brief 
ALARACT 421/2011 – Army OPSEC Training for External Official Presence (EOP) Sites 
Operators 
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