Procedures and Steps for Receiving
a New CAC at the Detroit Arsenal

(And what to do after you've received your CAC)
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Before Making your CAC Appointment:

Before you get a new CAC, you must decrypt windows files and folders. For any files or
folders labeled in green text, you must follow the steps listed in this documentation for
Decrypting Windows Files and Folders.

Please contact your I.T. Support Staff with any questions or concerns.

Schedule CAC Renewal

1.

Schedule within 30 days of expiring. Please use our online appointment
scheduler at to schedule appointments.

Appointment hours are M-F 0800-1130 & 1315-1530

» Ms Linda Plauman in Building 232 (VCC) at 282-8074
(located at the 11 road entrance gate first building on the right).

» Ms Tracey Smialek in Building 230W Room 1H058-0 at 282-5611
(located in the hallway just before the breezeway to building 229).

Un-encrypt any files prior to your appointment and be “LOGGED OFF” your
computer. If you have numerous emails, contact your |.T. support for
assistance.

Bring with you your CAC and one other form of valid ID such as; driver license or
photo ID issued by the state, passport, voter registration card, social security
card, Military or dependent ID card.

Please arrive to your scheduled appointment and location no more than 10
minutes early. If you cannot make your appointment please call to be re-
scheduled. (FYI-You will be getting a new photo).



Decrypting Windows Files and Folders

Decryption - For any files or folders labeled in green text, you must follow the steps
listed in this documentation to decrypt files and folders. There are multiple locations on
your computer that could have Encrypted data

1. Where do | look? On your desktop, double click on the folder with your name

2. Look for folders labeled in green text, you may need to check your Documents
and Desktop folders.
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3. Double click on the Desktop folder and check for any folders with green text




5. Double click on the Documents folder and check for any folders with green text

Documents

6. Double click the Computer Icon on your desktop

Computer

7. Double click Default (C:) on the right. Find a folder labeled Encrypted

# Computer » Default (C:) »
ISSS—— SSS—e——

Mame D
. AGMLogs 1
@M Client 2
| Encrypted b,

8. Did you find any files or folders with green text?
a. No, then you are done. You are ready to get your new CAC.

b. Yes, then continue with these steps.



9. Right click on the folder or file labeled in green text and Select Properties
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Properta
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11.Uncheck the box labeled Encrypt contents to secure data - Click OK

Advanced Attributes - ﬁ

Choose the settings you want for this folder.

When you dick OK or Apply on the Properties dialog, you will be
asked if you want the changes to affect all subfolders and files
as well,

Archive and Index atiributes

Folder is ready for archiving
Index this folder for faster searching

Compress or Encrypt atiributes

press contents to save disk space
] Encript contents to secure data Details

[ ok J [ Cancel

12.1f the Confirm Attribute Changes box pops up, check Apply changes to this
folder, subfolders and files — then Click OK

Confirm Attribute Changes - I&J

You have chosen to make the following attribute changes:

decrypt
Do you want to apply this change to this folder only, or do you want to
apply it to all subfolders and files as well?

) Apply changes to this folder only
(@) Apply changes to this folder, subfolders and files

[ oK J [ Cancel

13.The folder should now be decrypted and the text should be black

(Note: If you have a large number of files and folders to decrypt, this could
take several hours)



Removing old CAC certificates from Internet
Explorer

1. Open Internet Explorer and click on Tools, Internet Options

Print
ﬁ ¥ . File > %
= Zoom (100%) >

Safety
Add site to Apps

View downloads Ctrl+)

Manage add-ons
F12 Developer Tools

Go to pinned sites

About Internet Explorer

2. Click on the Content tab

Internet Optio

General |Seqmty I anacf | Content | C%mecbons | Programs | Advanced

Home page
@ To create home pa ., type each address on its own line.
I —_—__—PP——

hitps:/fwww.us.army. mil/ -

[ usecurent | [ usedefault |[ uUsebienk

Browsing history

; . Delete temparary files, history, cookies, saved passwords,
t /J and web form information.

Search
p Change search defaults,

Tabs

_l_\ Change how webpages are displayed in
b_ tabs.

Appearance
[ colors | [ Lenguages || Fonts | [ Accessbiity |

@ Some settings are managed by your system administrator.

[ o< [ concel J[ ooy |




3. Click on the Certificate button

It o

| General I Security I Privacy | Content |Connecﬁons I Programs I Advanced|

Content Advisor

@ Ratings help you control the Internet content that can be
viewed on this computer.,

Certificates

il Use oerﬁﬁﬁ?b%wPKd ections and identification.
|

[ Clear S5L (tahe ] [ Certificates ] [ \fublishers ]

AutoComplete

; % AutoComplete stores previeusemies

on webpages and suggests matches
for you.

Feeds

@ Feeds provide updated content from
N

F| websites that can be read in Internet
Explorer and other programs.

@ Some settings are managed by your system administrator,

[ OK ][ Cancel ] Apply

VERY IMPORTANT: DO NOT DELETE THE CERTIFICATE THAT SHOWS
YOUR NAME IN LOWER CASE IF YOU DO DELETE THIS CERTIFICATE YOU
WILL RUN THE CHANCE OF BREAKING YOUR EFS ENCRYPTED FOLDER
AND LOSEING DATA. THE EFS CERTIFICATE IS CIRCLED BELOW DO NOT
DELETE THIS CERTIFICATE.

4. Go through the Certificates and delete out any Expired certificates, EXCEPT for your
name in lower case (see below).

- Internet Optiol
I
Certificates '
- e
#
Intended purpose: [<AII> ']

3
El Persanal |Oﬂ'1e( Peaple I Intermediate Certification Authorities I Trusted Root Certificatior) * | *
ni

Issued To Issued By Eriendly Mame
o 'q EA Gierak. Christian, 12,.. DOD CA-22 6/24f2011  Gierak.Christian.... \>
3 ; DON FMATL CA-19 5/30/2010  GIERAK-EHRIST |

|5/ GIERAK.CHRISTIA... DOD CA-19 9/30/2010  <None:
rdl @GIERAK.CHRISTIA... DOD EMAIL CA-19 9/30/2010  GIERAK.CHRIST...
0
i
ip
n

——————y——

Certificate intended purposes
Client Authentication, Smart Card Logon

Learn more about certificates

5. Once you have removed the old certificates Internet Explorer will only pull the
new ones when prompted for a certificate.



Making your new CAC certificates available on

your computer

1. Insert CAC into reader and log onto the pc. Click on the ActivCard Gold icon in the
system tray at the bottom of the screen:

2. In the ActivClient window, click on Tools -> Advanced -> Reset optimization cache

View | Tools | Help
New Card... @
Unlock Card...
o e Category Description
3 View Unlock Code E%) Srart Card I...  Technical infort
view L! LK .
smart » My Certifica... Certificates for
lasks Advanced P| View Policy Settings... re
~Ertificates Publish to GAL
-ertificate...
Frhfeate Check for Card Update...
0 Task = Enable Logging
*ersonal Info
Reset optimization cache

3. Close the ActivClient Window.



Outlook: Publishing CAC Certificates to the G
(Global Address List)

1. Launch Outlook.

2. Click on File > Options >Trust Center > Select “Trust Center Settings”

(Clwjilkerefze A0

Outlook Options

General

Mail

Calenda

People

Tasks

Search

Language
Advanced
Customize Ribbon
Quick Access Toolbar
Add-Ins

Trust Center

@ Help keep your documents safe and your computer secure and healthy.

Protecting your privacy

Microsoft cares about your privacy. For more information about haw Micrasoft Outlook helps to protect your privacy,
please see the privacy statements,

Show the Microsoft Outlook privacy statement

of

Customer Experience Pragram

Microsoft Office Feedback "Send a Smile” Privacy Statement

Security & more
Visit Office.com to leam mare about pratecting your privacy and security,
Microsott Trustworthy Computing

Microsoft Outlook Trust Center

The Trust Center centains security and privacy settings. These settings help keep your
computer secure, We recommend that you do not change these settings.

Trust Center Settings..

o) o)

3. From the Trust Center window, click on the Email Security Tab:
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4. Click on Settings:

Trutted Publishers o
Asg e {‘I
Piwacy Optians 157 i St signabuce 12 autgoeng metiage \
B ) et SMIAE et ot o S0 e et 1o )
i | Dot Sotting. | bay SR Settings Dwvek LincomGu sy, [ [etinge |
Automats Downioad
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& =T = G
Bubluhto GAL. | | ivpori®eport.. | | Get a Dighal B
nac ot Puain Tt

(] megd ab stansars mad in pan teet

Savipt in Folders.

I e ccrip in shanesa rosers
] aaw seript in Pubiis: potdess

5. Click on Delete and click OK

Security Setting Prefer

Security Settings Name:

y 5/MIME Settings (|

User.Name [EEVEREGIREN)]

Cryptography Format: | 5/MIME Ed

[] Default Security Setting for this oryptographic message format
Default Security Setting for all cryptographic messages

[Seqﬂty].abeis... J [ New J [ Delete J |_EasswordT|

Certificates and Algorithms
Signing Certificate: |5ignan.|re Ceofflicate | [ Choose. .. ]

Hash Algorithm: | SHAL ]

Encryption Certificate: |Encry|:|ﬁnr- Certificate | [ Choose,.. ]
N
Encryption Algorithm: |30E5 \ Ed

[¥] send these certificates with .-jg')edma

6. Click on Publish to GAL

Trustad PuBBtRary
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Next, Click OK on the two notice prompts.

8. Click on OK

Jligrosdie Ufie ooy

Trusited Publishery

Encrypted e mal
b R g
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(] megd ab stansars mad in pan teet
Savipt in Folders.

I e ccrip in shanesa rosers
] aaw seript in Pubiis: potdess

Cryptography Format: | 5/MIME Ed

[] Default Security Setting for this oryptographic message format
Default Security Setting for all cryptographic messages

[Seqﬂty].abeis... J [ New J [ Delete J |_EasswordT|

Certificates and Algorithms
Signing Certificate: |5ignan.|re Certificate | [ choose... |
B Mg |sHa1
Encryption Certificate: |Encry|:|ﬁnr- Certificate | [ choose... |
Encryption Algorithm: | 3pES ~

[¥]send these certificates with signed messages
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9. Click on Publish to GAL

g e, 1]
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10.Next, click “OK” on the notice prompt. A message will display when done
OK.

! 5 Microsoft Office Outlook is about to publish your default security certificates to the Global Address List.

Digital IDs {Certificates) =

—] Digital IDs or Certificates are documents that allow you to prove your
identity in electronic transactions.

[ publshto GAL... | [ ImportExport... | [ GetaDigtal ... |

. Click

11.You should be back on the Trust Center window. Click OK to save and close the
window.

Digital IDs (Certificates)

A Digital IDs or Certificates are documents that
identity in electronic transactions.

[ Publish to GAL... | [ impart/Export.

o IC
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Register your new CAC with AKO

1. Log in to AKO — www.us.army.mil — using your newly issued CAC.

2. Log into AKO with your new CAC. Click on My Account, Select CAC/Certification
Registration. If it is showing your new CAC Dates under Validation from and To, you're
good to go.

3. Otherwise you will need to log in with your AKO Name and PASSWORD. If you
don't know your password, you can change it now, under My Account, Change
Password. Log out.

4. Log back in with user name and password. Go back to My Account, CAC/
Certification Registration. Select Clear Registered Information. It should clear it.

5. Select Register. You can click away on a different tab and go back to CAC/
Certification Registration and it should be showing you your new certificates. You are
done with AKO, go ahead and log out.

Encryption Key Recovery for Encrypted Emails:

e Once you receive a new CAC, you need to recover your older certificates to
still be able to access old encrypted email.

1. Open Internet Explorer,

2. CA 33, 37, 39, 41, and 43 https://ara-5.csd.disa.mil

3. CA 34, 38, 40, 42, and 44 https://ara-6.csd.disa.mil

4. Choose Your CAC Identity Certificate (Non-Email) with the highest number

14



3. Enter PIN

Choose a digital certificate

L2l

Identification

The website you want to view requests identification.
_ Please choose a certificate.

4. Acknowledge the warning by clicking OK

Abited use anly, By wiing this 15
any device slached
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iy cemmunicatons on the 15 b puspese meludng. bt net
[T

prnedrateon besting, COMSED morstonng. netwk aperationd and
defenie. perionnel misconduct (M
[re EL ndd

KTy imatige &
any time. the USG
ey ampect g
0 dlska sored ory
this urvabe, e skpeet gy
and search,
el wsed fur any USG Thals

¥
ingludes securty
et [e-g., authentication and access condich] b pretect USG

ntrreiby- ot for

7 e privacy. : wiing
Ehis 5 does

et PR, LE o € g or

iratanng e the
cantent of prevleged comenunscations, or werk product, related o
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# provate
Sex User Ageeement for detals.

[ese)

Name Issuer it
AMSTA.LC.DAMI HE... DOD EMAIL CA-22
Misetich.Angela.L.13... DOD CA-21
£ DOD CA-26
MISETICH.AMGELA.L... DOD CA-19
MISETICH.AMGELA.L... DOD EMAIL CA-19 i
:"i-.—.-"—.. PR oom o o os | -
[ More Info... ] [V’lew Certificate... ]
f |
ActivClient Login 9| R
ActivClient
Please enter your PIN, |
|
oK Cancel |
[T ra—y —— — o ol
A You e seseing 4US UG Informataon |
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5. Click Recover for the old certificate

6. Click OK

7. Click DOWNLOAD. You will need this password later in the process

& Auto Key Recovery - Recaverable Key List - Windows Internet Explorer =[=] =

@‘U .v.|g https://ara-L.c3pki.chamb.disamil/e ~ ‘4,‘ X ‘|| Live Search 2 |
— - >

o IgAumKeyRamvaryRemmb\axeﬂ [ 1 G~ - @ v [} Page v £} Tools +

Common Name:
Organization Affiiation:
Not Before:

Not After:

Email

Tssuer:

Serial #

Common Name:
Organization Affiliation:
Not Before:

Not After:

Email

Issuer:

Serial #

Windows Internet Explorer

Clobalhet-Centri it TheWarfiohte!

gﬁ DEFENSE INFORMATION SYSTEMS AGENCY

Automated Key Recovery
[For Official Use Only]

The following Encryption Keys can be recovered:

MISETICH ANGELA L 1018845446
CONTRACTOR

2009-07-02 00:00-00 GMT
2010-09-30 23:59:59 GMT

pamela j mazure @us army mil

DOD EMAIL CA-19

0x0237352

MISETICH. ANGELA L.1018845446
CONTRACTOR

2009-07-02 00:00:00 GMT
2010-09-30 23:59:39 GMT

angie. misetich@us.army.mil

DOD EMAIL CA-19

0x023739A

Recover

!

Recover

(S |

only,

needed.

Iacknowledge thatIam the DoD subscriber for this escrowed key.
Iacknowledge that I am attempting to recover this key.
Per DOD FORM 2842, I agree to use this key for authorized purposes

to protect it from use by others, and to destroy it when no longer

[ ok

| | cancel

PO [@ Auto Key Recovery - Recovered Key 17} 2 - B

_ »
~ g=h v |-k Page » {(} Tools »

=3

:

g%i DEFENSE INFORMATION SYSTEMS AGENCY
GlobalNet-CentrasolitionsesThevvartighters Edde

Automaled Key Recovery

[For Official Use Only |

The Automated Key Recovery Agent has recovered your key.

To retrieve your key. select the following link:

MISETICH.ANGELA.I1..1018845446__ 0x0237352_ DOD_E_CA-

DOWNLOAD

19

Following is the one-time password you will need to restore vour key.

Please write it down since it will not be available again.

DREIYcuWr¥yPG63zxY

To restore your key to yvour Internet Explorer browser, perform the following steps:

m
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8. Click Open

x

Do you want to open or save this file?

Mame: ara_recovered_key.pl2

Type: Personal Information Exchange, 2,34 KB

From: ara-1.c3pki.chamb, disa.mil

Open Save

W always ask before opening this type of file

harm pour computer. If you da not trust the source, do not open or

@ while files from the Intermet can be uzeful, some files can potentially
zave this file. What's the rigk?

9. Click Next

ate Impnrt Wi zard x|

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists From your disk ta &
certificate store.

& certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used ko protect data or to establish secure network
connections. & certificate store is the system area where
certificates are kept,

To continue, click Mext,

= Back Cancel

10.Click Next

cate Import

File to Import
Specify the file you want o impork,

Eile name:
Internet File: tent. IESHLS

Mote: More than one certificate can be stored in a single file in the Following Formats:
Personal Information Exchange- PKCS #12 {.PFx,.P12)
Cryptographic Message Syntax Standard- PECS #7 Certificates {.P7E)

Microsoft Serialized Certificate Store (,SST)

< Back. I MNext = I Cancel
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11.Check both of the check boxes, enter the displayed earlier Password, and click
Next

Certificate Import Wizard X|

Password
To mainkain security, the private key was protected with a password,

Tvpe the passwaord for the private key,

Password:
I****************

[~ Enable strong private key proteckion. You wil be prompted every time the
private key is used by an application if vou enable this option.

[ Mark this key as exportable, This will dlow you to back up or transport your
kews at a later time,

< Back I hexk = I Cancel |

12.Ensure that Automatically select the certificate store based on the type of
certificate is selected and click Next

Cettificate Import Wizard x|

Certificate Store
Certificate stores are system areas where certificates are kept,

Windaws can aukomatically select a certificate skore, or you can specify a location For

% tyromatically seleck the certificate shore based on the type of certificake:

" Place all certificates in the following stare

Certificate store;

Browse, ., |

< Back I Mext = I Cancel

13.Click Finish



Certificate Import Wizard x|

Completing the Certificate Import
Wizard

‘fou have successfully completed the Certificate Import
wizard,

‘fou have specified the Following settings:

Certificate Store Selected  Automatically determined by b
Content PF:

File: Mame C\Documents and Settingsih
| I i

< Back I Finish I Cancel I

14.Click OK

x)

Importing a new private exchange key

An application iz creating a Protected item.

CryptadsPl Private Fey

Securty lewvel et bo Medium [ Set Security Level... ]

[ 1] ][ Cancel ][ Details... ]

15.Click OK

Certificate Import Wizard fg|

- ) The impart was successful,

16. Start at Step 7 for each certificate in the list.

17.0nce all the certificates are loaded, when accessing old encrypted email a dialog

box will appear, always select Grant Access.
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Encrypting Windows Files and Folders

1. Double click the Computer icon on your Desktop.

‘ Organize v | = Views = jl System properties

Favorite Links Mame Type

EI Documents Hard Disk Drives (1)
. Default ()
E Pictures
T —
[ &/-ﬂ.—.,—n,

3. If you don'’t see a folder named Encrypted, follow these steps to create it. On the
right pane, right click, from the pop-up menu select New>Folder

b

i.,\:)-rE] » Miiselich, Angie CTRUS USA » Documelitly

Organize =

warite Links Mame Date modified Type Size 1
. Certifications and Dev... 6/30/201011:17 AM  File Folder
Documents i
) | CyberLink i
Pictures . View 3
. Favorites
Music  forms Sort By »
Recently Changed .. Help Desk Group By »
Searches L NCT Stack By 3
Public . Personal Refrezh
. Publisher
| Snagit Customize This Folder...
./ Snaglt Catalog Paste
. Traini
raning . Paste Shortcut
. Troubleshooting_In
VPN Undo Delete Ctrl+Z
B8] Citrix: Fix.docx MNew » (@ [ Folder
ig_']Gcl'h‘ Lunch.docx . E Shortcut
i Inventory Spreadsh Properties

20



4. You will see a new folder has been created.

EE. » Misetich, Angie CTR US USA » De

Organize =

Favorite Links Name

Certifications and De
El Documents

. CyberLink
E Pictures :
| . Favorites
B Music |, forms
4 Recently Changed | Help Desk
E Searches i NCI

Public -"

5. Type the folder name Encrypted

| » Misetich, Angie CTRUSUSA » Documents »

‘ COrganize = iews -+ (B Open & E-mall E share
Eavoiite baiks Mame Date maodif
| Certifications and Dev... 6/30/20101
E| Documents ]
_ I CyberLink 372272010 ¢
E Pictures
- | Encrypted 8/13/20101

6. Right click the Encrypted folder. Select Properties from the popup menu.

Fi

.. Encrypts o
.. Favorite pen
.. forms S
" Help De Share...
. NCT
|| Persona k]  Scan for threats...
.. Training g9 WinZip »
. Trouble : )
Restore previous versions
VPN
iE'jl\'«ﬂzmnin Send To 4
W pisetich c
(B STAT146 ut
Copy
Create Shortcut
Delete
Rename
Properties




7. Select the Advanced button
W@i

[ |
| General |Sharir|g I Securty I Previous Versions | Customize| |

l ! Encrypted

Type: File Folder

Location: C:AUsershangie misetich\Documents
Size: 0 bytes

Size on disk: 0 bytes

Contains: 0 Files, 0 Folders

Created: Today. August 13, 2010, 16 minutes ago

||| Attributes: Read-only (Only applies to files in folder)
[C] Hidden

0K || Cancel Apply

8. Check the box to Encrypt contents to secure data. Then click OK, on the next
screen click OK.

i il E ool N
Advanced Attributes - u

—
Choose the settings you want for this folder.

When you dick OK or Apply on the Properties dialog, you will be
asked if you want the changes to affect all subfolders and files
as well,

Archive and Index attributes

[ Folder iz ready for archiving
Index this folder for faster searching

Compress or Encrypt attributes

[] Compress contents to save disk space
[¥]Encrypt contents to secure data: Details

[ Ok, J [ Cancel

22



9. Now you will see that your Encrypted folder is green. This means the folder is
encrypted and any files you place in the folder will also be encrypted.

!E ¥ Misetich, Angie CTR US USA » Documents »

Views ~ [B Open M E-mail E% Share

ks Marne Date modif
R— L Certifications and Dev...  6/30/20101

. CyberLink 3/22/2010 8
N |l Encrypted 8/13/20101
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