New CAC Procedure
Updated: 15 April 2019



Part 1

e Decrypt all encrypted files — THIS IS DONE BEFORE YOU RECEIVE YOUR NEW CAC. This process is done to the encrypted
folder that contains your encrypted documents. The reverse action will encrypt them once you have renewed your CAC. This
process also works the same way for individual files.

Step 1: Right click on your encrypted folder. Open the properties and then the advanced options.
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Step 2: Deselect the box, “Encrypt contents to secure data.” Click “OK”, click “Apply”, you will then be prompted with a “Confirm
Attributes Changes” dialogue box, and click “OK”. You have now un-encrypted your files.
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] EFS_Protected Properties >
EFS_Protected Properties *

You have chosen to make the following attribute changes:
Choose the settings you want for this folder,
L)
When you dick OK or Apply on the Properties dialog, you will be decrypt
asked if you want the changes to affect all subfolders and files
S Do you want to apply this change to this folder only, or do you want to
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Part 2

e After receiving your new CAC, confirm your CAC CA Number.

Step 1: Click the hidden icons tab. Locate the blue ActivClient Agent icon, right click and select open.
>

®100% ~

Advanced Diagnostics

218 PM e
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A 'm0

Step 2: Double click the “My Certificates” folder.

File Edit View Tools Help
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I % Tasks View a‘
nart Card Tasks . (] @
B3 Show my smart card info Smart Card y Personal

Info
ly Certificates Tasks

# View My Certificates
Import a certificate...
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Step 3: Double click each certificate, identify the CA number, and click OK. Check each one so you are sure of each certificates
number.

HAPMAN. e D S, ]

=010

v X | P = =
» [ 3 *
- " " "

D - Encryption - Authenticat...

CHAPMAN... HAPMAN... - CHAPMA...

General Details Certification Path

ng Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identity to a remote computer
* Protects e-mail messages
«2,16.040.1,101.2.1.11.42

¢ Smart Card Logon

Issued to: CHAPMAN. . wemgy). QI

Issued by: DOD va@

Valid from 9/26/2018 to 9/19/2021

Issuer Statement

——
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Part 3

e Delete your old certificates.

Step 1: Open internet explorer, go to the gear button aka internet options and open that. Then click on “Internet Options.”
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Step 2: Under “Internet Options”, open the “Content” tab and open the “Certificates.”

Next to your new CAC certificates, such as CA-49 for my example, you see the new expiration date in 2021. Identify the old
certificates such as CA-41. Select each old certificate and remove them. Do not remove your new certificates, the Communications

Server Certificate or the “DOD ID SW” Certificate for ActivClient. You have now cleared your old certificates.
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Part 4

e Recover your old Certificates.
Step 1: Determine which link you will use based on your CA number.

https://ara-5.csd.disa.mil/ara/ss Odd CA numbers

https://ara-6.csd.disa.mil/ara/ss Even CA numbers

Copy and paste the link into the browser and use your Authentication certificate when prompted.

Step 2: Select the “Recover” option.

The following Encryption Keys can be recovered:

Organization Affiliation: T

Not Valid Before: 2018-09-27 00:00:00 GMT
Not Valid After: 2021-09-19 23:59:59 GMT
Email: @@ chapman. ctr@mail.mil
Issuer: DOD EMAIL CA-49

Serial Number: 0x2D893

Key Usage: keyEncipherment
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https://ara-5.csd.disa.mil/ara/ss
https://ara-6.csd.disa.mil/ara/ss

Step 3: Select the Download option with your name listed. Click “Open” when prompted to open or save.

‘%‘ i .
.‘3 Automatic Key Recovery Agent K T

The Automated Key Recovery Agent has recovered your key.

To retrieve your key, click on the followirg-button

DOWNLOAD CHAPMAN..

e e e s S
Following is the one-time password you will need to restore your key.
Please write it down since it will not be available again.

qaX7!%AwahnPnn4?!G9B

How to use this key with Internet Explorer

How to use this key with Firefox

Return to Key List

q Do you want to open or save CHAPMAN.—‘—HZ from ara-5.csd.disa.mil? < Open ' Save |¥ Cancel X I
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Step 4: Click “Next” on both dialogue boxes as they appear.

File to Import
Welcome to the Certificate Import Wizard Spedfy the file you want to import,
Al o _ . . ) .
This wizard helps you copy certificates, certificate trust lists, and certificate revocation : ’
lists from your disk to a certificate store, — _
GIPR( HAPMAN.. o o o WIEl| | Brovse.. |
A certificate, which is issued by a certification authority, is a confirmation of your identity ; ] : ) ]
and contains information used to protect data or to establish secure network: Mote: More than one certificate can be stored in a single file in the following farmats:

connections, A certificate store is the system area where certificates are kept. )
P=rzanal Information Exchange- PKICS £12 { PFY, P132)

Store Location Cryptographic Message Syntax Standard- PKCS £7 Certificates (LP7E)
(®) Current User Microsoft Seriglized Certificate Store ( 55T)
() Local Machine

To continue, dick Next.

—— I MNext hl Cancel
—
| Ned™f | Cancel
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Step 5: Enter the password to recover your certificate. You can display the password to ensure you have typed it correctly, then click

“Next.”

UNCLASSIFIED // FOR OFFICIAL USE ONLY

\utomatic Key Recovery Agent L

The Automated Key Recovery Agent has recovered you

To retrieve vour key, click on the following button:

DOWNLOAD CHAPMAN..

Following is the one-tme password you will need to restore your key.
Please write it down since it will not be available again.

qaX7!%AwahnPnn4?!G9B

How to use this key with Internet Explorer

How to use this key with Firefox

Return to Key List

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

( )
Password

Import options:

[[JEnable strong private key protection. You will be prompted every time the
private keyis used by an application if you enable this option.

[IMark this key as exportable. This will allow you to back up or traxsport your
keys at a later time.

Protect private key using virtualized-based security(Non-exportable)

[MIndude all extended properties.

.’ Cancel |

T
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Step 6: Click “Next.” Nothing needs to be changed. Click “Finish.”

Certificate Store

Completing the Certificate Import Wizard
Certificate stores are system areas where certificates are kept.

The certificate will be imported after you dick Finish.
Windows can automatically select a certificate store, or you can specify a location for
the certificate.
o You have specified the following settings:
@® Automaticaly select the certificate store based on the type of certificate PSR e Automatically determined by the wizard
(OPlace all certificates in the following store Content PFX
Certificate st File Name 2\ Isers\ 4R #-hanman\AppNatay ncalMirrnsnft\Window
ertricate store;
| Browse... |
< >

| Finish I) Cancel
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Step 7: Click “Return to Key List.” You have successfully imported your certificate.

Now repeat the steps until you have recovered all of your certificates.

Following is the one-time password you will need to restore your key.
Please write it down since it will not be available again.

qgaX7!%AwahnPnn4?!G9B

How to use this key with Internet Explorer

How to use this key with Firefox

Return to Key List
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Publish your new certificates in outlook to the Gal.

Part 5

Step 1: Open Outlook, go to “File,” “Options,” select the “Trust Center” tab and then open “Trust Center.”

B & ¥ nbor - e ! sil.mil - Outlook
HOME SEND / RECEIVE FOLDER VIEW ADOBE PDF
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Inbox 1 All ENER @ Help keep your documents safe and your computer secure and healthy.

Unread Mail 1 47(| Mail

Deleted Items 25 U Calendar Protecting your privacy

Sent tems I:] People Microsoft cares about your privacy. For more information about how Microsoft Outlook helps to protect your privacy,

i please see the privacy statements,
. o Tasks
4 daniel.t.chapman.ctr@mail.mil U Show the Microsoft Qutlook privacy statement
N | Search

Inbox 1 d .

Drafts 1] Language Security & more

Sent ltems § Advanced Visit Office.com to learn more about protecting your privacy and security. P’

Deleted ltems 25 ¢l | Customize Ribbon Microsoft Trustworthy Computing

Conversation History 4
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4 Search Folders
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UNREAD: 1
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e W11 o
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The Trust Center contains security and privacy settings. These settings Felp keep your
computer secure. We recommend that you do not change these settings.

Qoo

| Cancel |

= O ENXY SSXY

5SS

sy —1

2 REMINDERS: 2

ONLINE WITH: MICROSOFT EXCHANGE
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Step 2: Select the “E-mail Security” tab on the left, then open “Settings.” Click “Delete” twice, deleting your ActivClient and E-mail
Certificate. Click “OK” to close the Security Settings box. Open “Settings.” again It will bring in your new certificates. Click “OK” to

close the Security Settings box.

Trust Center

Trusted Publishers
Privacy Options
( E-mail Secur'rty)
achment Handling
Automatic Download

Macro Settings

Programmatic Access

Encrypted e-mail

25 [] Encrypt contents and attachments for outgoing messages
[[] Add digital signature to cutgoing messages

Send clear text signed message when sendng signed messages

[] Request S/MIME receipt for all S/MIME signed messages

Default Setting: [ActivClient Certificates E]a Settings... ‘ )

Digital IDs (Certificates)

| Publishto GAL... | | Import/E

Read as Plain Text

Read all standard mail in plain text

Read all digitally signed mail in p!
Scriptin Folders

Allow script in shared folders

Allow script in Public Folders

Security Setting Preferences
Security Settings Name:

ActivClient Certificates vl

Cryptograpky Format:  S/MIME

IZ] Default Security Setting for this cryptographic message format
E Default Security Setting for all cryptographic messages

‘Securityl.abels...“ l New | r -Dﬁerte"

Certificates and Algorithms
Signing Certificate: | Signature - CHAPMAN ESSED. @8 | Choose... |

Hash Algorithm: SHAT v

Encryption Certificate: |Ch=CHAPIAL W WE® | Choose.. |

Encryption Algorithm: ! 3DES v l

Send these certificates with signed messages

[ ok || ane |

‘ oK ‘ ’ Cancel ‘
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Step 3: Click “Publish to GAL,” then click “OK” in the dialogue box. You have now published your new certificates to the Gal.

Trust Center

Trusted Publishers
Privacy Options
E-ma';l_Security
Attachment Handling
Automatic Download
Macro Settings

Programmatic Access

Encrypted e-mail

Rﬁ [] Encrypt contents and attachments for outgoing messages
[[] Add digital signature to outgoing messages
Send clear text signed messagz when sending signed messages

[] Request S/MIME receipt for all S/MIME signed messages

Default Setting: | My S/MIME Settings (dmmischapman.ctr@mail.mil) Settings...

Digital IDs (Certificates)

'
[ Publish to GAL... I ] Import/Export... | l Get a Digital ID...

Read as Plain Text

Microsoft Outlook is about to publish your default security certificates to the Global Address List.

[ ok ] | cancel
> 4

ificates are documeznts that allow you to prove your identity in electronic transactions.

1@) | Cancel
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Part 6
e Access AKO and enroll your new CAC. https://amid.us.army.mil/
Step 1: Ensure that your username and password are not expired. If it is, then change your password.

Last Password Change
Your last password change was on 17 May 2016
Your password will expire on 14 Dec 2018

Change Fassword  « gxample of an expired password. The current date is April 2019.

Step 2: Login to AKO with your username and password
Step 3: Select “My Account,” then click account information

Step 4: Click “CAC/Certificate Registration.”
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Step 4: Click “Clear Registered Information.” If you receive an error stating you are currently logged in with a CAC, then make sure
you log out of AKOQ, close all internet explorer browsers. Launch internet explorer and log in to AKO with your username and
password. Make sure you click the “Login” button, not “CAC/PKI Login” after entering your username and password.

If you are currently logged in with CAC, you must log out and log back in to AKO with your username and password before you can clear your CAC information.

Current Registered Information

Current Registered Information
Cert Type: DeoD CAC cerificates
Common Name: CHAPMAN. (SHIED WD MESasantss
Distinguished Name: CN=CHAPMANA’.,_AﬂOU=CONTF‘ACTOR,OU=PKI,OU=DOD,O=UAS, GOVERNMENT,C=US

Valid From: Thu Szp 27 00:00:00 GMT 2018

Valid To:  Sun Sep 19 23:59:59 GMT 2021

Serial Number: 2e901
Issuer: CN=DOD ID CA-49,0U=PKI,0U=DOD,0=U.S. GOVERNMENT,C=US

{Clear Registered Informati
\__/

e When done correctly you will receive the following message:

Your CAC information has been successfully cleared.

CAC/Certificate Registration

No CAC/Certificate is registered for your account. Follow the instructions below to register your CAC/Certificate.
If you do not know your CAC PIN or if you have locked out your CAC PIN (after three incomect tries), DO MOT CALL THE AKO HELP DESK. The AKO Help Desk cannot assist you if you have locked
your CAGC. Instead, you should contact your local help desk to determine the location of the nearest CAC PIN Reset (CPR) station. You should go to an ID Card Issuance Facility (your central
processing/badge office or Local Registration Authornty) to have your PIN reset only if a CPR station is unavailable.
If you have any other iszues, please visit the AKO CAC Resource Center
MNote: Registration with a non-CAC X.509 certificate may not provide access to all sites and services authenticated by AKO.
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Step 5: After clicking “Register,” you will be prompted for a certificate, use your authentication certificate, then enter your AKO

password into the dialogue box. Click, “Register My Certificate.”

m
m
[=]
m
m
m
=]
]
i
]
(=]

@ hitps://certreg.us.army.mil/suite/pages/cac/prereg

Register your CAC/Certificate

Enter vour AKO password below to register your CAC/Certificate with your AKO account.

AKO Password:

Register My Certificate

Click here for more help on registering your CAC.
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Success: Your certificate has been registered!

Please print this screen for your records.

AKO User ID: 4SS chapman@®

Certificate ID: CHAPMAN. M SRENNE pienSNNn
Date: Friday April 12, 2019

You have successfully registered your CAC information with AKO.

Congratulations — you are now ready to get back to work.
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