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Part 1 

• Decrypt all encrypted files – THIS IS DONE BEFORE YOU RECEIVE YOUR NEW CAC. This process is done to the encrypted
folder that contains your encrypted documents. The reverse action will encrypt them once you have renewed your CAC. This
process also works the same way for individual files.

Step 1: Right click on your encrypted folder. Open the properties and then the advanced options. 



Page 3 of 20 

Step 2: Deselect the box, “Encrypt contents to secure data.” Click “OK”, click “Apply”, you will then be prompted with a “Confirm 
Attributes Changes” dialogue box, and click “OK”.  You have now un-encrypted your files.  
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Part 2 

• After receiving your new CAC, confirm your CAC CA Number.

Step 1: Click the hidden icons tab. Locate the blue ActivClient Agent icon, right click and select open. 

Step 2: Double click the “My Certificates” folder. 
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Step 3: Double click each certificate, identify the CA number, and click OK. Check each one so you are sure of each certificates 
number. 
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Part 3 

• Delete your old certificates.

Step 1: Open internet explorer, go to the gear button aka internet options and open that. Then click on “Internet Options.” 
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Step 2: Under “Internet Options”, open the “Content” tab and open the “Certificates.” 

Next to your new CAC certificates, such as CA-49 for my example, you see the new expiration date in 2021. Identify the old 
certificates such as CA-41. Select each old certificate and remove them. Do not remove your new certificates, the Communications 
Server Certificate or the “DOD ID SW” Certificate for ActivClient. You have now cleared your old certificates. 
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Part 4 

• Recover your old Certificates.

Step 1: Determine which link you will use based on your CA number.  

https://ara-5.csd.disa.mil/ara/ss  Odd CA numbers 

https://ara-6.csd.disa.mil/ara/ss  Even CA numbers 

Copy and paste the link into the browser and use your Authentication certificate when prompted. 

Step 2: Select the “Recover” option. 

https://ara-5.csd.disa.mil/ara/ss
https://ara-6.csd.disa.mil/ara/ss
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Step 3: Select the Download option with your name listed. Click “Open” when prompted to open or save. 
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Step 4: Click “Next” on both dialogue boxes as they appear. 
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Step 5: Enter the password to recover your certificate. You can display the password to ensure you have typed it correctly, then click 
“Next.” 
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Step 6: Click “Next.” Nothing needs to be changed. Click “Finish.” 
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Step 7: Click “Return to Key List.” You have successfully imported your certificate. 

Now repeat the steps until you have recovered all of your certificates. 
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Part 5 
• Publish your new certificates in outlook to the Gal.

Step 1: Open Outlook, go to “File,” “Options,” select the “Trust Center” tab and then open “Trust Center.”
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Step 2: Select the “E-mail Security” tab on the left, then open “Settings.” Click “Delete” twice, deleting your ActivClient and E-mail 
Certificate. Click “OK” to close the Security Settings box. Open “Settings.” again It will bring in your new certificates. Click “OK” to 
close the Security Settings box.  
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Step 3: Click “Publish to GAL,” then click “OK” in the dialogue box. You have now published your new certificates to the Gal. 
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Part 6 

• Access AKO and enroll your new CAC.  https://www.ako1.us.army.mil/

Step 1: Ensure that your username and password are not expired. If it is, then change your password. 

* Example of an expired password. The current date is April 2019.

Step 2: Login to AKO with your username and password.  

Step 3: Select “My Account,” then open “CAC/Certificate Registration.” 
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Step 4: Click “Clear Registered Information.” If you receive an error stating you are currently logged in with a CAC, then make sure 
you log out of AKO, close all internet explorer browsers. Launch internet explorer and log in to AKO with your username and 
password. Make sure you click the “Login” button, not “CAC/PKI Login” after entering your username and password.  

• When done correctly you will receive the following message:
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Step 5: After clicking “Register,” you will be prompted for a certificate, use your authentication certificate, then enter your AKO 
password into the dialogue box. Click, “Register My Certificate.”  
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You have successfully registered your CAC information with AKO. 

Congratulations – you are now ready to get back to work. 


