




No Personal Electronic Devices Allowed

PED

Level

Encl 1



Specified Personal Electronic Devices Allowed

PED

Level



All Personal Electronic Devices Allowed

PED

Level



Risks

Smart Phones 

& 

Blackberries

• Stores and transmits relatively large amounts of data

• Camera can be used to photograph paper documents or computer screens.

• Can be used as a microphone to record or transmit conversations without 

the owner’s knowledge.

Tablets & 

Personal 

Computers

• Stores large amounts of data; can also transmit data.

• Camera can be used to photograph paper documents or computer screens.

• Can be hacked for use as a microphone and camera without the owner’s 

knowledge.

Smart Watches

• Stores data; can also transmit data.

• Camera can be used to photograph paper documents or computer screens.

• Can be used as a microphone to record or transmit conversations.

• Charging, uploading, and downloading use the same USB cable.

FitBit
• Stores data; transmits via Bluetooth or USB cable.

• Unclassified DAG2 ALARACT says risk is minimal if Bluetooth and USB 

interfaces are disabled.

For sixty years, intelligence services of our adversaries worked to sneak 

listening devices, transmission devices, and cameras into classified work 

spaces.

Today…

Comment: All “smart” devices are capable of staying connected full-time to the 

internet, via satellite, Wi-Fi, cable, etc. Therefore, these devices provide a means for 

our adversaries to hack into our network / systems 24/7 without warning.

RED presents a high risk in Collateral areas.

GREEN presents a low risk in Collateral areas. Encl 2
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