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Forward

This guide supports the Army Enterprise Service Desk (AESD) helpdesk to troubleshoot and
diagnose problems that users may have with Skype for Business Online or Client. This guide
offers recommended practices as a strategy to resolve the user’s problems. This document
supports the mission of “The Service Desk to provide a strategic central point of contact between
the Army IT users and the Army IT services being provided.”

Some of the content in this document was retrieved from the Microsoft support website for
Skype for Business 2015 at https://support.office.com/en-us/skype-for-business. Utilization of
the Skype for Business application is considered a government information system and as such,
is subject to monitoring and recording per AR 25-2 and DoDI 8500.01.

Back to Table of Contents
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Section 1 - Signing into Skype for Business

1.1 Sign into Local or Telework Personal Computer (PC)

The Army Enterprise Service Desk (AESD) uses the Single Sign-On (SSO) of the user to log
into local desktop PCs or remote teleworking PC’s. If you are unable to login with your SSO,
please contact AESD for assistance.

1.2 Verify installation of Skype for Business on PC
1. Navigate to Windows Symbol on Task Bar located on the bottom (most cases), left, right,
or top of the screen. ;

= O O € © m

2. Click on E to show Programs and Applications. Scroll down with mouse to “S” category
to find Skype for Business. If missing, contact your PC support team to install it.

PowerPoint 2016

Publisher 2016

QuickBooks

ReglSte Desktop

Seagate

Server Manager
Settings

Skype

Skype for Business 2016
Sticky Notes

Sway

1.3 Adding Exception Site List in JAVA

1. Open the “Control Panel” on your computer and then double-click the Java icon to
open the Java Control Panel or Programs and Click on JAVA - Configure JAVA.

2. Once in the JAVA Control Panel, select Security Tab
3. Add the 3 sites below to the Exception Site List
a. https://www.dmdc.osd.mil
b. https://pki.dmdc.osd.mil
c. https://idco.dmdc.osd.mil
4. Click Apply/OK Back to Table of Contents

9|Page
ATTAP-A018-1-A


https://www.dmdc.osd.mil/
https://pki.dmdc.osd.mil/
https://idco.dmdc.osd.mil/

1.4 Activating your PIV Certificate

1. Before accessing Skype for Business, you must first download your P1V certificate.
Go to: https://www.dmdc.osd.mil/self_service/
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Select CAC Login
and follow
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AN

More DS Logon Options

(Z)Heip Center ) (=i/+)

DS LOGON @&

Department of Defense
Self-Service

DS Logon Username @*e.q =

DS Logon Password

CAC @

Coemmen Access Card

Forgot DS Logon Username?

Forgot DS Logon P

==

Phishing Alert: We do not initiate contact with beneficiaries via email or telephone to request
private parsonal (Name, SSN, DOB) or sansitiva DS Logon account Information (usernamae,
password, challenge questions). If you think vou provided personal or account information in
response to a fraudulent email, website or phone call, be sure to change your password and
challenge questions immediately.

Back to Table of Contents
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4. From the “Home” page,
click Activate PIV
Certificate

Note that if you have
more than one CAC (i.e.
Civil Service and
Reserve), multiple CAC
information boxes will
display. Click the action
in the box associate with
the CAC that you want to
update.

RAPIDS Self-Service

CAC Maintenance

Email: john.r.doe.mil@mail.mil

Affiliation Agency/Department Card Expires :::;"."“"'“"
Active (DoD and Uniformed Army 2021)an13

Service)

End Dote 2021Janl3

Change CAC Email J@

Activate PIV certificate ]@

gptcations |@

Add PCC on UPN

)

Print F List @

——
[ [ ===

This can take several minutes.

Reading CAC for Activate PIV Certificate

To activate the PIV Authentication certificate, information must be read from your CAC.
The PIV Authentication certificate was added in support of FIPS 201. This certificate, in conjunction with the PIV End Point applet, allows access to federal websites which require PIV authentication.

Please do not refresh the screen or dlick the browser's back button.

(C1 =

UHITED STATES UNIF

&E

(SECTE

5. Click Proceed to continue activating the PIV Authentication
certificate associated with your CAC. Click Update CAC if
prompted. The progress of your task is displayed. Once IDCO
has completed process, the screen will notify you of successful

Contact DM || Accesibity/Section 508 | | USAgov | | Ne Fear Act ofice | | Privacy e Secuity otice

ATTAP-A018-1-A
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1.5 Signing into Skype for Business
Enter the email address from the Welcome letter/email for a new user of SfB in the proper
format. It should look something like first.last. mil@usa.army.mil. Be sure to use your
organization credentials, not your personal Skype Name or Microsoft account. Enter it in the
Sign-in address block.

Note: If you are signing into Skype for Business for the first time, enter your sign-in

address, click Sign In, enter your CAC PIN, and click Sign In again. Make sure that SfB
starts automatically when you log on to Windows (see 2.2 Personal to verify).

Sign in o~

Sign-in address:

1. Enter sign-in address in the
Sign-in address block

first.last. mil@usa.army.mil

Change
Use the sign-in address for your organization - not a Skype Name
or Microsoft account

Learn Maore

|

2. Enter CAC PIN in the Password:
Password block [
| Save my password
Delete my sign-in info
Need help signing in?
Signin as:
O Available -

3. Click Sign In. )___r

Make sure that SfB starts automatically when you log on to Windows (see 2.2 Personal to verify).

1.6 Verify Entries in Registry

Check for the following two registry keys entries on the user’s equipment.

REG ADD HKCU\SOFTWARE\Microsoft\Office\15.0\Common\Identity /v EnableADAL
/t REG_DWORD /d 1

REG ADD HKCU\SOFTWARE\Microsoft\Office\15.0\Common\Identity /v Version /t
REG_DWORD /d 1

If the entries are missing, use PowerShell to enter the following commands and then reboot.

#4{EnableADAL | REG_DWORD 0x00000001 (1)
ab|FederationProvider REG_SZ Global

o SchemeAwareCredStoreValueCache REG_DWORD 000000002 (2)
el Version REG_DWORD 0x00000001 (1)

Back to Table of Contents
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1.7 Check DLL File Version

The client version of Skype for Business requires DLL versions 15.0.4771.1001 and above for
Modern Auth. This applies to MSO.DLL, CSI.DLL, Lynce.exe, and ADAL.DLL requires
version 1.0.2016.624 and above.

The DLL files are located in the following.

MSO.DLL
C:\ Program Files <(x86) or (x64)>\Common Files\Microsoft Shared\OFFICE15 \MSO. DLL

CSI.DLL
C:\ Program Files <(x86) or (x64)>\Common Files\Microsoft Shared\OFFICE15\CSI.DLL

ADAL.DLL
C:\ Program Files <(x86) or (x64)>\Common Files\Microsoft Shared \OFFICE15\ADAL.
DLL

Lync.exe
C:\Program Files <(x86) or (x64)>\Microsoft Office\Officel5\lync.exe

e You can verify the version numbers of each file using Windows Explorer and hovering
your mouse over the file to display file details or by right-clicking the file, selecting
“properties” and then going to the “details” tab.

e If your file versions are above the minimal requirement, please consult your designated
IT Support Staff.

e |f the file versions ARE NOT above the minimum requirement, your designated 1T
Support Staff will need to push updated .DLL versions to the PC.

e You must reboot the equipment when the.DLL files are updated.

1.8 Running Repair on an Installed Copy of Skype

e Your IT Support staff must log in to equipment as an admin to complete this task.
e Open Control Panel and select “Programs and Features.”
e Select the Skype program and select “Repair.”

e Once completed, reboot the equipment.

Back to Table of Contents
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1.9 Check Communication with Port 49443

e Open Windows PowerShell and run the following command to check port 49443,

e Test-NetConnection -ComputerName sts.usa.army.mil -Port 49443

e You want to get a return of TRUE for “PingSucceeded” if you get a reply of FALSE, this
needs to be reported to AESD or your local NEC and they will act accordingly.

e Once AESD or your local NEC reports this issue is remediated, please go to section 1 and

try to sign back into skype.

EN Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rig

sts.usa.army.mil
ed

TSmOt
ARC0OVUL

ComputerName

RemoteAddress

RemotePort

InterfaceAlias : Ethernete
SourceAddress - e
PingSucceeded : False
PingReplyDetails (RTT) : © ms
TcpTestSucceeded : False

1.10 Resetting the Sign in password

If you recently changed your CAC PIN, you will need to enter your new CAC PIN in Skype for
Business. As a standard requirement for companies, employees must change passwords
periodically for security purposes.

1. Open the Skype for Business sign in screen.

Note: If you are stuck at "Contacting server and signing in," click Cancel Sign-In.

Back to Table of Contents
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@ Skype for Business - 0 X

Skype for Business

Sign in o~

Sign-in address:

| Kfirst.Iast.mil@usa.army.mii |

Use the sign-in address for your organization - not a Skype Mame
or Microsoft account

Learn More

2. Click on Delete my
Sign-in info * Delete my sign-in info

sign in as:

= :
& Available =

© Microsoft Corporation. All rights reserved.

Want us to forget this sign-in information?

We'll delete the Skype for Business sign-in and account infofor-

3. In the window that

appears, click Yes.
§ Ves No

Back to Table of Contents
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@ Skype for Business

Skype for Business

Sign in

Sign-in address:

L -

| [first.last. mil@usa.army.mil

or Microsoft account

Learn Mare

Sign in as:

@ Available -

4. Click Sign In.

b [

€ Microsoft Corporation. All rights reserved.

Use the sign-in address for your organization - not a Skype Mame

Sign in

Sign-in address:

| first.last. mil@usa.army.mil

Change

or Microsoft account

5. Under Password,
enter your CAC PIN.

Use the sign-in address for your organization - not a Skype Mame

Delete my sign-in info
MNeed help signing in?

Sign in as:

:J Available -

6. Click Sign In.

Learn More
Password:

FmERRR R
Save my password
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1.11 Checking Installed Version of Skype for Business

1. Open the Skype for Business main window, click the Options button % and select Help,
then About Skype for Business.

@ Skype for Business

What's happening today?

Quantum Dynamics
Available ¥
Set Your Location ¥

& 0 @ <~ File v

Meet Now
Tools »
Find someone Q
Help L Skype for Business Help
GROUPS STATUS RELATIONSHIPS NEW 8+ | v ShowMenuBar Privacy Statement
About Skype for Business
4 FAVORITES
P OTHER CONTACTS (1)

P QUANTUM DYNAMICS (1)

Back to Table of Contents

17|Page
ATTAP-A018-1-A



Section 2 - Checking Skype for Business Settings

2.1 General

In General options, the window allows setting up formatting for instant messages, help
Microsoft improve Skype for Business, help your support staff troubleshoot issues, and set
where Skype for Business is available from when closed.

Accessing the General options window:
1. In the Skype for Business main window, click the Options button % and select General.

Or click the arrow next to the Options button on the right 184~ and select Tools > Options.

@ Skype for Business. @ v {/

What's happening today?

. Eile 4
Quantum Dynamics

Available = Meet Now
Set Your Location ¥ il —

. Tools 4 Always on Top
-3 0 Eﬁ o- Help ' Recording Manager
Find someane Q Or Show Menu Bar Audio Deyice Settings
GROUPS STATUS RELATIONSHIPS MNEW 2 Video De\,’\-ge Settmgs
4 FAVORITES

Dial-in Conferencing Settings
I* OTHER CONTACTS (1)

Options
I QUANTUM DYNAMICS (1)

2. On the Options page, select General.

Skype for Business - Options b
Personal [] Reopen my conversations when 1 sign in
g("a""‘ms st Show call controls when Skype for Business is in the badkground
us
My Picture Help us improve
Phones
Alerts Skype for Business can send info to Microsoft, such as error logs, device configuration, and info about
™ how you use the app. This info helps us fix problems, and improve this and other Microsoft products.
1"’5_1"335 _a"d Seunds []5end Skype for Business Improvement Program info to Microsoft Learn More
io Device
Video Device Help your support team help you
File Saving
Recording Logging in Skype for Business: Full ~
Shype Meetings [ Alsa callect troubleshooting info using Windows Event logging Learn More
Application window

Minimize to the notification area instead of the task bar

—
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Conversation window preferences
The conversation window selections determine whether Skype for Business preserves your
conversation display between sessions and what happens when Skype for Business moves to
the background during an active conversation.

« If you want Skype for Business to remember which conversations are in the tabbed display
whenever you sign out and automatically redisplay those conversations the next time you sign
in, select Reopen my conversations when I sign in.

« To display shortcut call controls if your active Skype for Business meeting is moved to the
background, select Show call controls when Skype for Business is in the background.

Help improve Skype for Business

Selecting this option automatically sends error information to Microsoft specifically about
Skype for Business, such as error logs, device configuration, and info about how the
application is used. This information can help fix problems and improve the product.

« To contribute Skype for Business error information, select Send Skype for Business
Improvement Program info to Microsoft.

Set logging options to help your support team

System logs help to analyze problems. The organization's technical support team might
occasionally ask you to collect logs to help with troubleshooting. If they want you to collect log
information about Skype for Business, the Help your support team help you section is where
you can initiate log collections.

« To change the logging level, in the Logging in Skype for Business list, select Full creates a
log file that contains detailed information, Light (default) records summary information and
gathers info about specific errors, or Off. Ask your technical support person which to
choose.

« Sometimes Windows event logs can provide clues to issues with Skype for Business. To

turn Windows Event logging on, select Also collect troubleshooting info using Windows
Event logging.
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Set Application window

In Skype for Business, when you click the Close (X) button in the upper right corner of the
main window, Skype for Business keeps running so that you can receive alerts of incoming
calls or messages. By default, clicking the Close button minimizes Skype for Business to the
taskbar. However, you can choose to have the Skype for Business window minimized to the
notification area (located at the far right of the taskbar) instead of the taskbar by

selecting Minimize to the notification area instead of the taskbar.

Note: If you choose this option, it does not take effect until you exit and then open Skype
for Business. In the Skype for Business main window, click the Options menu, click File,
click Exit, and then sign back into Skype for Business.

2.2 Personal

The Personal options window in Skype for Business allows you to change your sign-in settings
to speed up the sign-in process, specify presence and calendar meeting information to display
to others in Skype for Business and tell Skype for Business how you want it to interact with
other Office programs.

1. In the Skype for Business main window, click the Options button % and select Personal.
Or click the arrow next to the Options button on the right %2 ™ and select Tools > Options.

To change the sign-in address
Under My account, in the Sign-in address box, type the name of your user account.

My account

Sign-n mm:Firsi.Iast.mil@usa.army.mil | Advanced...
B Automatically start the app when I log on to Windows

] Start the app in the foreground

Note: If your organization uses Office 365, do not change the Advanced setting, because
Office 365 requires Automatic configuration.

To automatically sign in and start Skype for Business
Under My account, select the Automatically start the app when I log on to Windows
checkbox.

Stop automatically sign-in and start Skype for Business
Under My account, clear the Automatically start the app when I log on to Windows
checkbox.

Start the app in the foreground
If you want the Skype for Business main window to open in front of other open windows when
it starts, select the Start the app in the foreground check box. If this option is not selected,
the Skype for Business icon appears in the Windows notification area (system tray) when
Skype for Business starts.
Back to Table of Contents
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Exchange and Outlook integration options
Select Sync contact info between Skype for Business and Exchange option to engage the
sync of contacts between the two applications.

Update my presence automatically show when you are in a meeting

Under Exchange and Outlook integration, select the Update my presence based on my
calendar information check box. To specify who can see this information, use the following
settings.

Exchange and Qutlook integration
Mote: Integration is controlled by your admin.

ync contact info between Skype for Business and Exchange
5 tact info bety Skype for B d Exch
~/]update my presence based on my calendar information
Update based lend formati
] Show meeting subject and location to contacts in my Workgroup privacy relationship
shy ti bject and location to contacts W lationshi

Show my Out of Office info to contacts in my Friends and Family, Werkgroup, and Colleagues
privacy relationships

Save IM conversations in my emai Conversation History folder

Save call logs in my email Canversation History folder

To show this information to contacts in your Workgroup

Select the Show meeting subject and location to contacts in my Workgroup privacy
relationship checkbox.

To show your Outlook Out of Office information to contacts

Select the Show my Out of Office information to contacts in my Friends and Family,
Workgroup, and Colleagues privacy relationships checkbox. Clear the check box to hide
your Out of Office information from all your contacts.

To save your conversation history or phone call history in Outlook

Under Exchange and Outlook integration, select Save IM conversations in my email
Conversation History folder checkbox allows storage of instant message history and phone
call history. Clearing checkbox disables this feature.

Exchange and Outlook integration
Note: Integration is controlled by your admin.

Sync contact info between Skype for Business and Exchange
[]Update my presence based on my calendar information
Show meeting subject and location to contacts in my Workgroup privacy relationship

Show my Out of Office info to contacts in my Friends and Family, Waorkgroup, and Colleagues
privacy relationships

Save IM conversations in my email Conversation History folder

save call logs in my email Conversation History folder

Location options

Use the options under Location to specify whether Skype for Business shares your current
location on your contact card and with other Office programs.
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Under Location, select the Share my location information with other programs I
use checkbox.

Note: If you choose this setting, all contacts (other than external contacts) can see your
location.

Location
Share my location info with other programs I use

Show picture options

Use the options under Show pictures to specify whether you want to see other peoples’
pictures.

Under Show pictures, select or clear the Show pictures of contacts check box. The default is
to show pictures. Pictures take more screen real estate, so if seeing more contacts in the list is
more important to you then clear this option.

Note: Clearing this box also means others cannot see pictures of you on Skype for
Business and you can not see pictures of senders and receivers in IMs and group
conversations.

Show pictures
Note: Clearing the box turns off all pictures in the app induding yours.

Show pictures of contacts

Advanced Connection Settings

The Advanced Connection Settings dialog box next to Sign-in address provides optional
configuration settings for Skype to connect to Skype for Business servers.

Important: Normally, you do not need to change your Skype for Business sign-in
settings. Do not choose manual configuration unless your support team tells you to and
provides detailed guidance on the correct values to use.
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1. In the Skype for Business main window, click Options %% and select Personal.

2. Under My account, select Advanced.

3.

In the Advanced Connection Settings dialog box, select one of the two methods:

General My account
Personal Sign-n address: first.last. mil@usa.army.mil Advanced...
Contacts List
Statuz Automatically start the app when Ilog on to Windows
| Iy Picture: | T STy i =l
Advanced Connection Settings X
Select the method you want to use to configure your connection settings.
(®) Automatic configuration
(O Manual configuration
rkaroup privacy relationship
d Family, Workgroup, and Colleagues
er
Cancel Help

Automatic configuration

Location

[ share my location info with other programs I use

Show pictures
Mote; Clearing the box turns off all pictures in the app induding yours,

Show pictures of contacts

Skype for Business Server automatically configure your connection settings.

Manual configuration

Caution: choose this if instructed by the support team and only if given the server names.

e Internal server name

type the FQDN (fully qualified domain name) of your Skype for Business Server.

External server name

Type the FQDN (fully qualified domain name) of your Skype for Business Server

or Edge Server.

ATTAP-A018-1-A
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2.3 Contacts Lists

In the Skype for Business main window, click Options %% and select Contacts List.
These options change the display of your contacts in the main window.

@ Skype for Business
What's happening today?
Quantum Dynamics

Available ¥
@ SetYour Location ¥

- 0 & -

Find someone Q
GROUPS STATUS RELATIONSHIPS NEW &

4 FAVORITES

youremail@microsoft.com - Presence unknown

I Rt =t

[ QUANTUM DYNAMICS ()

Display my contact with
Under Display my contacts with, select Contact name and picture (two lines) to see a
display in this format or select Contact name only (one line) to see contact list displayed in
this format.

Order my list

Under Order my list, select By name to display only the names of contacts or By availability
to display in availability groups.

Show this information

Under Show this information, select Contact name (instead of email address) to display
only the contacts name.

Select Contact status to display that status of the contact.

Select Shows contacts with away, offline and unknown presences in a separate group to
display in a different group than where it usually appears.

Select Favorites group to display this group.
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2.4 Status

In the Skype for Business main window, click Options %% and select Status.
These options change the display of your contacts in the main window.

General Status

Eersnnal ! Show me as Inactive when my computer has been ide for this many minutes: IE =
ontacts List

Change my status from Inactive to Away after this many minutes: @ :

My Picture

Phones OI want everyone to be able to see my presence regardless of system settings (averride default

Nets settings)

M @I want the system administrator to decide - currently everyone can see my presence but this

Ringtones and Sounds could change in the future

iuddin gev?ce Show me a5 Do Not Disturb when I present my desktop
ideo Device

File Savi

Hl:cofd\if:; []5haw me as Do Not Disturb when my monitor is duplicated

Skype Meetings

Show me Inactive or change my Status

Under Status, Show me as Inactive when my computer has been idle for the many
minutes is a time that changes yours to Inactive. To change the time, use the up or down
arrow next to the number. Idle is when you have not used the mouse or struck any keys on
the keyboard for a specified period.

Change my status from Inactive to Away after this many minutes is changed by using the
up or down arrow next to the number.

Select | want everyone to be able to see my presence regardless of system settings
(override default settings). This overrides settings by the system administrator.

Select | want the system administrator to decide — currently everyone can see my
presence, but this could change in the future. The system administrator has control over
your status setting.

Select Show me as Do Not Disturb when I present my desktop. This changes your status
when actively presenting during a Skype for Business session.

Select Show me as Do Not Disturb when my monitor is duplicated. If during the
presentation, you select to present using a monitor attached to your computer.
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2.5 My picture

In the Skype for Business main window, click Options %% and select My picture.
These options impact how your picture is displayed, adding or removing it on Skype for
Business.

Show or Hide My Picture

Under My picture, selecting Hide my picture prevents your picture from showing on contact
card and in the Preview window also.

Skype for Business - Optiens X
General My picture
Personal )
Contacts List O Hide my picture Preview
Status MNote: People will stil see your picture on the contact
My Picture card and outside of Skype for Business.
Phones
Alerts
IM _
Ringtones and Sounds ® show my picture
Audio Device Peaple will see your picture, If you change it, they
Video Device might not see the new one right away.
File Saving
Recording

Skype Meetings Edit or Remove Picture

Under My picture, selecting Show my picture allows people to see your picture if it is
loaded and visible in Outlook or Office 365. This shows your picture in the Preview window.

Click Edit or Remove Picture to upload a picture if | Editor Remove Picture |

If it is greyed out the POP and IMAP settings of the email address may be incorrect. Contact
the appropriate department that has the correct settings for email accounts.

Office 365 Outlook

Office 365 Outlook appears in a new window
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The picture option box to delete, change or upload
a photo appears. To remove a picture in place,
click Delete, then click Save to keep the current
selection. To change a photo or load a photo for
the first time click Upload photo and explore
your computer files to find a photo, then

click Save to keep the current selection.

Click Cancel to close photo edit remove picture
option box.

H Save

Uplead ph

il Delete

Q

X Cancel

To reopen the picture option box, Click Edit or Remove Picture to change, upload, or delete a

piCture | Edit or Remowe Picture ]

Or, from Outlook window click on the edit pen
to reopen the picture option box

#: | Office 365

(® Options
Shortcuts

4 geral

Outlook

My account

¢

2.6 Phones

In the Skype for Business main window, click Options “%* and select Phones.
These options allow you to change your phone number and how it is displayed in Skype for

Business.

IMPORTANT: If you want to change your phone number but cannot because it is

grayed out, it means your admin has set it for you and is blocking you from changing it.
Contact your admin (the person who gave you your account information) and ask them
for permissions to change your work phone number.

ATTAP-A018-1-A
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My phone numbers

1. Click the box for the type of number
you want to add or change and enter
the number.

Use only the digits 0123456789,
and no parentheses or hyphens.

When adding international numbers,
type the + sign, then the country
code followed by the local number.

3 Cancel Help

2. To make this number visible to contacts, select the Include in my contact card check
box next to the number.

Who can see my phone number?
Your phone numbers show up on your contact card and are visible to your Skype for Business
contacts based on the privacy relationship they have with you. Your number is visible as

follows:

e Work Phone is visible to all contacts except your External Contacts and Blocked
Contacts.

Note: Some companies do not allow you to clear the Include in my contact card checkbox
for your work phone.

e Mobile Phone is visible only to your Workgroup, Friends, and Family.
e Home Phone is visible only to your Friends and Family.

o Other Phone is visible only to your Friends and Family. Use this option to add or
modify additional numbers, like for a temporary office or an alternate cell phone.

Phone Integration

This option is grayed out and set by your administrator.
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Use a text telephone (TTY) device

The Text telephone (TTY) mode is used for text communication over a telephone line. ATTY
device must be connected to the computer to interpret the modified audio. Using TTY mode
in a conference call may also cause audio quality issues.

TTY mode is off by default. To turn it on:

1. Connecta TTY device to your computer.

Phone accessibility

Turn on TTY to use text to communicate over the phone line. To get this working, be sure to
connect to a TTY device.

2. Under Phone accessibility,
select Turn on TTY mode.

[ 7urn on TTY mode Learn More

3. Sign out of Skype for Business, and then sign in again.

2.7 Alerts

Skype for Business shows alerts in several situations such as when someone adds you to their
contacts list, or when someone initiates a conversation. The Skype for Business Alerts page
lets you decide when, where, and from whom you see alerts.

In the Skype for Business main window, click Options %% and select Alerts to display options
available.

Skype for Business - Options X

General

Skype Meetings

General alerts

Personal Tell me when someone adds me to his or her contact list
Contacts List
Status ‘Where should alerts appear?
My Ficture
Phanes Display: 1.Unknown Monitor on Generic PP Monitor ~
ﬁ Alerts
M Pasition: Lower-right corner (default) ~
Ringtones and Sounds
Audio Device
. "
Video Device \ihen nlw status is Do Mot Disturb
Fie Saving (_) Don't show alerts
Recording (C) Show only conversation alerts from people in my Workgroup privacy relationship

(®) Show all alerts, but only conversation alerts from people in my Workgroup privacy relationship

Contacts not using Skype for Business

Nate: People on your Contacts list will stil be able to contact you.
(7) Block all invites and communications

() Allow invites but black all other communications

(®) Allow anyone to contact me

Allow invites from domains my admin hasn't verified
(You'll only hear from people in these domains if they're on your Contacts list.)

Cancel

Help

ATTAP-A018-1-A
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General alerts

Select the Tell me when someone adds me to his or her contact list check box. Then, from
the Display and Position fields, specify on which monitor and where you want this alert to
appear.

General alerts
Tell me when someone adds me to his or her contact list

Where should alerts appear?
Display: 1.Unknown Monitor on Generic PnP Monitor ~

Position: Lower-right corner {default) -

When you select this setting, and someone adds you as a contact to their contacts list, in
addition to an alert, Skype for Business adds that person to a running list of people you might
consider adding to your own contacts list. You can review this list by clicking the New tab on
the contacts view of the Skype for Business main window. Look at the list of potential
contacts, decide whom to add to your own contacts list and can assign privacy relationships to
those new contacts.

s L U = -
-_— {:}
Find someone Q
GROUPS STATUS RELATIOMSHIPS MEWS a2+

People who've added you as a contact will show up here. Add them to
your Contacts list to make sure they can contact you and see when
you're around.

Clear the Tell me when someone adds me to his or her contact list checkbox if you do not
want an alert when someone adds you as a contact and do not want to automatically add
people to your contact list if they have added you to theirs.

By selecting this option, you do not see contacts on your New list. Anyone who adds you to
their list is automatically added to your contacts list and is assigned the same privacy
relationship of a colleague.

When my status is Do Not Disturb

Setting your status to Do Not Disturb reduces the number of interruptions you get. However,
you may still want to keep in touch with key contacts. You can make exceptions for contacts

to whom you have assigned the Workgroup relationship (typically your closest co-workers).

Under When my status is Do Not Disturb, select one of the following options:

e Click Don’t show alerts to hide all Skype for Business alerts so that you cannot be
interrupted.
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o Click Show only conversation alerts from people in my Workgroup privacy
relationship to see only conversation requests from Workgroup members and hide all
other alerts.

e Click Show all alerts, but only conversation alerts from people in my Workgroup
privacy relationship to see all alerts, but limit conversation requests to those sent by
Workgroup members.

Contacts not using Skype for Business

Skype for Business supports having Skype users as contacts (when the Skype user is signed in
with their Microsoft account) if your company is configured to support external contacts. For
details, contact your workplace technical support. To be alerted to all, some, or no Skype for
Business communications from Skype contacts, select the appropriate option under Contacts
not using Skype for Business.

2.8 IM (Instant Message)

The IM options window in Skype for Business is where you can apply settings for spell-
checking, changing fonts, and showing emoticons in your instant messages.

In the Skype for Business main window, click the Options button %5 and select IM.

General M

Personal Check spelling as I type
Contacts List (] Hide pictures in IM

Status ] )

Wy Picture When copying IMs:

Phones (®) Copy message, name and time
Hets (O Copy message orly
Ringtones and Sounds Show emoticons in messages
Audio Device (] Turn off emoticon animations
Video Device Enable tabbed conversations
File Saving []Make tab ine onl
Recording a s one line only

Skype Mestings Change Font...
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The IM options page allow you can choose the following options.

Check spelling as I type
Select this option if you want Skype for Business to flag misspelled words with a red
squiggly underline.

Hide pictures in IM
Select this option to show only your conversation in the IM window or tabbed panes, not
pictures.

When copying IMs
Choose whether you want to copy the message, name, and time, or to copy the
message only.

Show emoticons in messages

Select to show emoticons in instant messages. To display the typographical equivalents
instead of emoticons, clear the checkbox. The emoticons are animated by default. If that
is distracting, you can turn them off by clicking Turn off emoticon animations.

Enabled tabbed conversations

Select to enable tabbed conversations. This option lets you keep track of several IM
conversations at the same time. When you have more than one active conversation, you
see a tab for each one in the upper-left corner of the conversation window. Just click the
tabs to move back and forth among conversations. To limit the display of each tabbed
conversation to one line, select the Make tabs one line only checkbox.

Change Font
Click to change the default font size, style, and color of the instant messages you send.

To apply those font preferences to the instant messages you receive, select the Apply
settings to incoming messages check box.
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2.9 Ringtones and Sound

In the Skype for Business main window, click the Options button %} and select Ringtones
and Sounds. This option allows you to assign tones and sounds for different events that
happen.

Skype for Business - Options *
General Ringtones
Personal Click to hear each ringtone.
Contacts List
Status Calls to: Ringtone:
My Picture -

Duatone
InMation
LowKeyWave
L] PureTone

Ringtones and Sounds SilverMallets

Audio Device VintagePulse v
Video Device
File Saving Sounds
Recording

Skype Meetings

Phones
Alerts

[~/] Play sounds (induding ringtones for incoming calls and IM alerts)
Mute incoming IM alert sounds when viewing an IM conversation
Keep sounds to a minimum when my status is Busy
[~ keep sounds to a minimum when my status is Do Mot Disturb
Play music on hold

C:\Program Files\Microsoft Office\Office 16\Media\pe: Browse...

Sound Settings

Ringtones
You can assign different ringtones to different groups of people if you would like.

« Inthe Calls to box, select My work number, My team, People I manage calls for,
or My Response Group calls then select a ringtone. Make sure the volume on your

speakers is up so you can listen and decide if you enjoy that ringtone. Your selections are
saved when you click OK.

Sounds

By default, Skype for Business plays sounds with specific events. However, there may be
times when you do not want to hear sounds, like when your status is Do Not Disturb.

o To stop all Skype for Business sounds, clear the Play sounds in Skype for Business
(including ringtones for incoming alerts and IM alerts) check box.

e To hear Skype for Business sounds, select the Play sounds in Skype for Business
(including ringtones for incoming alerts and IM alerts) check box, then if you would
like you can mute the sounds if you are in an IM conversation, or if your status is Busy or
Do Not Disturb.

e Your organization may also give you the option to listen to specific music while you are
on hold during a phone call. Select Play music on hold if this option is available and you
would like to hear music while on hold. Then click the Browse button to navigate to the
music file you'd like to hear.

Back to Table of Contents

33|Page
ATTAP-A018-1-A



Set specific sounds

1.
2.
3.
4.

5.

2.10 Audio Device

Click the Sound Settings button.

In the Sound dialog box, click the Sounds tab.

Under Program Events, scroll down to Skype for Business.

Click on an event (like Call Ended, for example).

In the Sounds list, click a sound file. To hear it, click Test

In the Skype for Business main window, click the Options button £} and select Audio Device.
This option allows you to set up and use your computer’s built-in mic and speakers, a headset,
or another device for Skype for Business audio.

Important: If either the microphone or speakers are disabled, this error screen appears
when selecting the Audio Device option. Follow these troubleshooting steps to resolve the

problem. If you are unable to perform the following steps, contact your computer

administrator to assist.

Skype for Business - Options

General
Personal
Contacts List
Status

My Picture
Phones

Alerts

IM

Ringtones and Sounds
Audio Device
Video Device
File Saving
Recording
Skype Meetings

I
— If you have one already, try checking Windows Device Manager to make sure it's

We didn't find an audio device, which you need for calling

installed and working.
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Check Device Manager

1. Open Start H type Device Manager, and select Sound, video and game controllers,
select your sound card and open it.

2. Make sure the device is enabled. If it is not, Enable Device.
Each computer has a different name for audio devices such as a Basic Generic Audio Device.

File Action View Help

e @ EHEm P EXO

@ HP Trusvision HD
[ Computer
= Disk drives
I Display adapters
) DVD/CD-ROM drives
i Human Interface Devices
=3 IDE ATA/ATAPI controllers
32 Imaging devices Devicetype:  Sound, video and game cortrollers
Keyboards Manufacturer:  Microsoft
[1 Memory technology devices
@ Mice and other pointing devices
[ Monitors Tevice dats
& Network adapters [This devics is dissbled_ (Cods 22)
[ Portable Devices
@ Ports (COM & LPT) Cick Enable Device to enable this device

High Definition Audic Device Properties X
General Driver Details Events

';) High Defintion Audio Device

Location: Location 0 {intemal High Definition Audio Bus)

[0 Print queues
[ Processors

H Software devices

i Sound, video and game controllers
i Bose Color SoundLink Stereo Enable Device
1%, High Definition Audio Device

<

i Intel(R) Display Audic
&y Storage controllers
£ System devices

§ Universal Serial Bus controllers Cancel

If that did not work, try this:

1. Open Start,E then type Sound, |0 mereosae ¢ | then hit Enter.

2. Select the Playback tab s

2 Sound >

Playback Recording Sounds Communications

Select a playback device below to modify its settings:

( Headphones
i Bose Color SoundLink Stereo
&) Discor ted
Speakers
D High Definition Audio Device
&) Disabled

=T [ e oy o
3. Select Speakers and make sure they are Enabled ® Oonea

Configure Set Default Properties

o | [
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Check Sound to Enable Speakers

4. To Enable Speakers, highlight speakers, and right or left click to display options to
Enable.

@ Sound >

Playback Recording Sounds Communications

Select a playback device below to modify its settings:

Bose Color SoundLink Stereo

Headphones
Disconnected

Qs

DELL 2208Y izl
1 Intel(R) Dis Set as Default Device
@) Disabled

Set as Default Communication Device

5. Then Set Default Device. P Show Disabled Devices

\ ~*  Show Disconnected Devices
-

About Software MIDI Synthesizer
Properties
Configure Set Default Iv Properties 3

Esk Gu

j‘ Cancel Apply 5

6. Then click OK s=

9 Sound =

Playback Recording Sounds Communications

Select a playback device below to modify its settings:

r Headphones
= Bose Color Soundlink Stereo
() Disconnected

7. Speakers are Enabled and Set Default % Speakers

High Definition Audio Device
Default Device

as indicated by the green check in a circle. E'
DELL_ZZO?WFP o
) _-i :;tseal’l,JF‘{]eglsplay Audio
Configure Set Default |+ Properties
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Check Sound to Enable Microphone

8. Select the Recording tab. ? Sound X
—

Playback Recording Spunds  Communications

Select a recording device below to modify its settings:

Microphone
.$ High Definition Audio Device
a Disabled

10. Set Default. l Microphone

| High Definition Audio Device
a ¥ Mot plugged in

9. Check if the microphone is Enabled.

Configure Set Default Properties

Cancel Apply

Skype Audio Device Options

In the Skype for Business main window, click the Options button %5 and select Audio
Device.

1. Under Audio device, choose the device you want.

Audio device
Select the device you want to use for audio calls: Lg

Other Device
é?ﬂ] Microsoft LifeChat LX-3000 -
Customize your device
D:ﬂ:'il Sneaker

2. Click the green arrow next to Speaker to hear a sample tone and drag the slider if you
need to adjust the volume.

3. To test your Microphone volume, speak for a few seconds. The volume is optimal when
the progress bar reaches the middle of the test area. Drag the slider next to Microphone to
adjust the mic volume.

4. Click the green arrow button next to Ringer to hear a sample ring when you get a call and

drag the slider to adjust the ringer volume.
Back to Table of Contents
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5. If you have more than one audio device, you can choose to set both to ring when you get a
call. Under Secondary Ringer, select Also ring, and then select an additional device.
You can also select Unmute when my phone rings; automatically unmute your speakers
when you receive a Skype for Business call.

6. Select Allow stereo audio playback when available to make sure that the best audio
quality is available during a meeting.

7. Click OK.

Tip: You can select different devices for microphone and speakers under each section.
However, to avoid echoing, it is better to use the same device for both. If you must use

separate devices, minimize possible echoing by lowering your speaker's volume. If you do

not see your device in the list, make sure it is connected directly to your computer and

follow the instructions that came with the device to install it.

2.11 Video Device

In the Skype for Business main window, click the Options button *%* and select Video Device.
This option allows you to set up and use your computer’s camera to make a video call or share
your video in a meeting, but you do not need one to receive a video call or see other people’s

videos.

Important: If the video camera is disabled, this error screen appears when selecting the

Video Device option. Follow these troubleshooting steps to resolve the problem. If you

cannot perform the following steps, contact your computer administrator to assist.

Skype for Business - Options

General

Personal

Contacts List

Status

My Picture

Phones

Mlerts

IM

Ringtones and Sounds
Audio Device

File Saving
Reconding
Skype Meetings

I
—  If you have one already, try checking Windows Device Manager to make sure it's installed

We didn't detect a camera

and working.

Learn Mare

ATTAP-A018-1-A
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Check Device Manager

1. Open Start, E then type Device Manager, and select double click on Cameras select
your camera, and double-click to open options.

2. Make sure the device is enabled. Each computer has a different name for camera devices
such as a Basic Generic Video Device. If not, Enable Device.

File Action View Help
= @ E HE W X0
~ & CAAPA-LAPTOP

i Audio inputs and outputs

5 Batteries

| Biometric devices

) Bluetooth &) P Truevision HD
v @ Cameras -
@ HP Truevision HD
0 Computer Device type: Cameras
o Disk drives Mamdfacturer,  Microscht

HP Truevision HD Properties x

General Driver Detais Everts

[ Display adapters Location 0000.0014.0000.007.000.000.000.000.000
L DVD/CD-ROM drives

F# Human Interface Devices Device status

@ DE ATAATAPI controllers [This device is disabled. (Code 22)

35 Imaging devices

5 Keyboards Click Enable Device to enable this device

L1 Memory technology devices

@ Mice and other pointing devices
I Monitors

5 Metwork adapters

M Portable Devices Enable Davice
& Ports (COM & LPT)

=0 Print queues

[ Processors
B Software devices

~ i Sound, video and game controllers Cancel

2l Rnca Calar Snundl ink Staren

Skype Video Device Options

3
1. In the Skype for Business main window, click the Options button select Video
Device. You see what your camera sees in the window.

Skype for Business - Options ¥

[Genersl |  Videodevice
Personal Select the camera you want to use for video calls: Learn More

HP Truevision HD >

Phones Ll

2. If you have more than one i

Video Device

camera and want to switch, select it et
from the drop-down list.

Skype Meetings

Camera Settings

Video settings

3. For advanced settings like color e R —
balance, contrast, brightness, and
black-and-white mode and more

click the Camera Settings button.

oK Cancel Help

4. Click OK when done.
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Video Keeps Moving Around

If your video is moving around during a meeting, Skype for Business is trying to keep you in
the center of the sent video with the Crop and center my video in meetings feature that, by
default, is turned on.

1. If you want to disable this functionality, go to Options > Video Device settings.

2. Clear the Crop and center my video in meetings check box.

2.12 File Saving

Sometimes, during a Skype for Business meeting--either the presenter or another participant
may share a file (PowerPoint, Word, Publisher or others). You can specify a location to save
these files in one convenient place.

1. In the Skype for Business main window, click the Options button %% and select File
Saving.

2. Under File transfer, click Browse to select the folder that you want to save received files.

3. Click OK.

2.13 Recording

One of the neat things about Skype for Business is that you can record meetings. People who
may have missed the meeting can watch the recording later and are caught up. Alternatively,
an attendee can review the recording if, for example, she cannot recall one of her action items.
You can specify a location to save these files. Once you have set the location, future
recordings are saved to that same place.

Save your recorded meetings

1. Under Options, choose Recording, and then click Browse to select a folder that you want
to store recorded meeting files.

2. 'You can also select the image resolution (480p, 720P HD, or 1080P Full HD) --keeping in
mind that the higher the resolution, the larger the meeting recording file size will be.
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2.14 Skype Meetings

You can use the same audio selections with all your Skype for Business meetings or set up
Skype for Business to give you options every time you join. The latter is handy if you need to
use a different audio connection, depending on the meeting or location you join from.

Set Skype for Business Meeting options

1. Under When I join meetings, select Show IM automatically opens the IM pane. If you
want to see the participant list, select Show the participant list.

2. Under Meeting default, click the Change button if you want to use an app other than
Skype for Business for meetings, or if you want to use a different version of Skype for
meetings.

3. Under Joining conference calls, click the drop-down menu next to Join meeting audio
from, and do one of the following:

e To use computer audio and video (via your computer microphone and speakers or
a headset) for the meeting, select Skype for Business.

e To call into the meeting, if the meeting request includes a call-in number,
select Do not join audio, join the meeting, and then use a phone to call in.

e (Optional) If you join from different locations or devices and want to choose how
you connect to meetings each time you join, select the Before | join meetings,
ask me which audio device | want to use checkbox.

4. (Optional) Under Meeting reminders, by default, Don't show notifications when
Outlook is running is selected. To change that, clear the checkbox.

Note: You can have Skype for Business call you (and set up Skype for Business
meetings that include call-in details) only if dial-in conferencing is enabled for your
account. For more details, contact your workplace technical support.
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Section 3 — Using Skype for Business

3.1 Add a contact to list

In Skype for Business, you can add people to your Contacts list so that they are just a click
away. Every contact you add is assigned membership in one or more of your contact groups.

Add a contact who is in your organization
1. In the search box, type the person's name, IM address, or phone number. As you type, the

view automatically changes to My Contacts, which lets you search your organization's
address book.

GROUPS STATUIS RELATIOMNSHIPS MEWY -t

2. Right-click the person's picture
3. Click Add to Contacts List
4. Choose the contact group.

- 0 = o~
sq| x

hY COMTACTS SKYPE DNRECTORY

Add a contact who has a Skype account

Before adding contacts, who have Skype accounts, your administrator must enable the Skype
Directory option to search for your organization. If you do not see a Skype Directory tab,
then this option is not enabled.

sally x

WY CONTACTS SKYPE DIRECTORY
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1. In the search box, type the person's name, email address, IM address, or Skype phone
number.

GROUPS STATUS RELATIOMSHIPS MEW 3+

2. Asyou type, the view changes to My Contacts. Choose Skype Directory.

sally x

MY COMTACTS SKYPE DIRECTORY

3. Right-click the person's picture > Add to Contacts List > choose the contact group.

IMPORTANT: After you add the person to your contacts list, their status is Pending.
They are supposed to sign in to Skype and accept your request.

4. If you sent your Skype contact a request and they never receive it, ask them to send you a
request to chat. In these instances, that often establishes the connection.

Add an external contact (someone not in your organization or using Skype)

1. In Skype for Business, choose the contacts icons as shown below. Then choose Add a
contact not in my organization > Other.

o = G-

Fin-:l someone

GROUPS STATUIS RELATIOMSHIPS MEW

2. Type the person’'s email address. (If you do not know it, or they do not have one, you can
enter a placeholder email address, such as Your Name@army.mil, that you can change
to their real name later.)

3. Right-click the contact you just added, then choose See Contact Card.
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4. Choose Add.

annbeebe@gmail.com

A Presence unknown
™ O @ & Add

CONTACT

5. Now you can enter additional information for the person. If you entered a placeholder
email address, type the person's real name in the Name box. Choose Save.

IMPORTANT: If you get the Check Full Name box, choose OK. Otherwise, your
changes to the Name box are not saved.

Check Full Name >

Mame details

Title "
First Ann

Middle

Last Beebe

Suffix ~

Show this again when name is incomplete or unclear

3.2 Send and respond to Instant Message (IM)
Skype for Business instant messaging (IM) is an efficient way to connect with your contacts
in real time and on a moment’s notice. Less formal than email, faster than a phone call. Using
IM is ideal for speed, convenience, and ease of use.

Send IM to one person

Locate the person you want to send an instant message by locating them in search or your
Contacts list. You can also find them in your conversation history.

1. Locate the search box on your Skype for Business contacts page, just below
the Contacts tab.

44|Page
ATTAP-A018-1-A



Back to Table of Contents

an B @ e
Find someone or dial a number Q

Type the name of the person you want to contact at

2. Click in the search box and type the group name you want to search.

3. Hover over their picture in the Contacts list and click the o button on the quick launch
bar.

4. Type your message at the bottom of the conversation window.
5. Press Enter on your keyboard to send the message. You will see next to each instant
message a picture of the person who sent it. This works for both one-to-one conversations

and conferences.

6. (Optional) Add others to the conversation by dragging their contact listing from your
Contacts list into the conversation window.

Note: Skype for Business breaks long messages into sections and provides recipients the
option to read all the text at one time. This message is now called a story and allows the
recipient to give it a title.

Send an instant message to several people at once
To start an IM conversation with multiple contacts, do the following:

1. If the people you want to send the instant message to appear as adjacent contacts in your
Contacts list, press and hold the Shift key while you click each person.

2. Then, click the o button next to the last contact you select, type your message at the
bottom of the conversation window, and press Enter.

3. If the people you want to send the instant message to appear in the list as contacts who are
not adjacent, press and hold the Ctrl key while you click each contact.

4. Then, click the o button next to the last contact you select, type your message at the
bottom of the conversation window, and press Enter.
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Send an instant message to a group

There are several ways to send an IM to a group. You can search the company directory for
distribution lists or Office 365 Groups and send the IM to everyone in those groups. You can
also send an IM to a group of contacts in your contacts list.

1.

4.

5.

Search for a group and send the IM. Find the search box on your Skype for Business
contacts page, just below the Contacts tab.

S 0 @ o-

Find someone or dial a number Q

Type the name of the group you want to contact &t

Click in the search box and type the group name you want to search.

Hover over the group picture in the Contacts list and click the o button on the quick
launch bar.

Type your message at the bottom of the conversation window.

Press Enter on your keyboard to send the message.

Send an IM to one of your contact list groups

1.

2.

3.

4.

Right-click the group name in your Contacts list
Click Send an IM.
Type your message at the bottom of the conversation window.

Press Enter on your keyboard to send the message.

Respond to an incoming message alert

When someone starts a new IM conversation with you, an alert pops up on your screen.
To see the message, click on Accept in the photo area.

To respond back, type in the conversation window, then press Enter on your keyboard.

To reject the message, click Ignore in the photo area. If you use Outlook, the message

goes to your Outlook conversation history inbox (see section 2.2 personal).
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3.3 Make and receive calls

Skype for Business automatically detects your devices, such as a headset, mic, speakers, and
cameras. Before you make a call, check your that you have an audio device connected to your
computer. It is recommended to check your audio and video devices before joining a meeting
or making a call (see section 2.10 to check audio).

Important: When your admin set up Skype for Business, they determined whom you could
communicate with using Skype for Business. By default, you can communicate with other Skype
for Business users in your business. However, depending on your setup, you may not be able to
use Skype for Business to communicate with people in another business or other Skype users. Ask
your admin if you have questions.

To make a Call

To call a contact using Skype for Business, click on the contact’s avatar/picture and select the
phone button.

Note: To call CONUS/US numbers, dial the 10-digit number; to call DSN numbers, put a 94 before the 10-
digit number; to call international numbers, dial 011, then country code, then the 10-digit number.

Then choose one of the following options for the call:

a. Work: to call the contact at a work number
b. New Number: to enter a different number to call that person Skype for Business
c. Skype call: to call a contact on Skype for Business
d. Voicemalil: to call the contact’s voicemail

e Select the Video button to add video to a Skype for Business call.

e Select the IM button to send an instant messaging to a Skype for Business call.

e Select the Participants button to invite other contacts to join the call.

After the call connects, use the mic button at the bottom of the window to mute/unmute

yourself o , and the handset button to end the call = .

Use the other call controls as appropriate:

Select the Call Controls button E for the following options:

Hold to place a call on hold.

Transfer to another number or person.

Devices to switch to a different device.

Dial pad to interact with an automated phone system,
such as entering a code when you call your voicemail or
calling the office reception desk.

Speaker volume to adjust the sound. Slide the pointer up and down for volume or select
the speaker icon at the top of the volume control to mute your speaker.
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Call Forward Options

1. Open the Options window, by

clicking on the gear cog in the upper right |} ™'
corner of the primary interface screen. O g
Sed. Turn off cal forwantie

Calls will Fiog you 8¢ work and ot e forwarded

2. Select Call Forwarding. P e T

19551212

Aoty Calty vl be forwar 0ed mmmediately and not g your work number
~ +

St ancoundy rig:

Cals vl g you 88 work nd 450 g Bnather JAONE Or Derson

3. Make the applicable choice of:
a. Turn off call forwarding.
b. Forward my calls to: (phone number).
c. Simultaneously ring: (phone number).

Tour Curent Ol formar Sng wings.

Cads wil be forwarded drectly to Moble G

These semngs wil apply: A of B Bove

4. Click OK to save.

Note: To forward a call, use
simultaneously ring to another
person, or a number that is not yours.
Select, the New Number or Contact
option and manually enter the

number or search for the contact in | IS

e

the Edit Phone Number dialog box.

Use the Dial Pad

If your Skype for Business account has Enterprise Voice enabled, you can use the dial pad to
call a phone number from Skype for Business.

Note: If you do not see the dial pad, your organization does not have the correct licenses.
Contact your technical support team.

1. From the main Skype for Business screen, click the Dial Pad icon.

The Dial Pad appears just below the icon.
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2. Enter a phone number in one of the following ways:
o Select the number buttons on the Dial Pad.
e Type the number on your keyboard.
e Cut and Paste the number from the clipboard.
3. Select Call.

After the call connects, use the mic button at the bottom of the window to mute/unmute
yourself, and the handset button to end the call.

Receive a call

When a contact calls you, a notification pop up appears on your screen. To answer the call,
select Accept.

If you do not wish to accept the call, select Decline to dismiss the call and send it to
voicemail, if available.

3.4 Cannot see video from other participants

Choose the Participant icon. Next to the participants sending video, there is a blue camera
icon.

‘a* 2 Participants

If an icon is shaded, (meaning it is unavailable), that participant cannot send video, or if two
vertical bars are shown, then there is video capability, but the participant is not using it.

Note: If an audio-only call, all camera icons are shaded until one participant starts
sending video.
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Other participants cannot see my video

In the Skype for Business main window, click the Options button %5 and select Video
Device. This option allows you to set up and use your computer’s camera to make a video call
or share your video in a meeting, but you do not need one to receive a video call or see other
people’s videos. Refer to section 2.11 video device to diagnose the problem.

3.5 Cannot Hear Participants

If you cannot hear the other participant at all, or cannot hear them very well, there might be
something wrong with your playback device (speakers or headphones) or settings.

In the Skype for Business main window, click the Options button %% and select Audio
Device. This option allows you to set up and use your computer’s built-in mic and speakers, a
headset, or another device with Skype for Business. Refer to section 2.10 audio device to
diagnose the problem.

Background noise

If you hear background noise in a conference call, choose the Participants button, and then
look at the microphone icon for each participant.

‘&~ 2 Participants

The icons indicate activity, and if the background noise matches a non-presenter, then ask that
participant to mute their microphone. If you are a presenter, you can mute the participant
yourself.

3.6 Connection Problems
Troubleshoot connection issues in Skype for Business
Are you having problems with your Skype for Business calls? An Internet connection is the

most likely culprit. A poor Internet connection can cause low-quality audio and video, delays,
and dropped calls. During a call, the signal strength indicator is displayed.

2 Participants
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Depending on the severity of the problem, the icon can be white (good quality), yellow (quality
is satisfactory but could be better), or red (quality is weak).

0 Your connection is good
Clicking on the indicator m
R .. . If your network connection cannot support good quality
provldes addltlonal |nf0rmat|0n_ audio or video, this indicator will provide you with a set

of recornmendations.

If you have a slow connection, the following tips might help.
e Improve your signal.

If possible, use an Ethernet cable to plug in your computer directly into the modem or
router. If you are using a Wi-Fi connection, try moving closer to the router to get a better
signal.

e Close other programs.

File-sharing applications, streaming audio or video or even just having a web browser
open are all things that eat up bandwidth. Closing them frees up bandwidth so that Skype
for Business can use it. If you are using Windows 7 or a newer release of Windows, you
can use the Task Manager to see everything that is running on your PC and the percent of
usage of CPU, Memory, Disk, and Network for each program.

e Check your speed.
For a high-quality video call, both you and the other participant need to have enough
bandwidth. Do a speed test online (type speed test into your search engine and pick the
top few) or ask your Internet Service Provider (ISP) to test your download and upload
speed for you. Check the result against the speed your ISP is supposed to be providing. If
you often have a slow Internet connection, ask your ISP to take care of it.

o Update your hardware.

If your computer, modem, or router is old, then everything seems to be running slow even
with a fast connection. It might be worth upgrading your hardware if all else fails.

e Check with the other participant.

Remember, even if everything is okay at your end, the other participant might have a
problem with their connection.
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3.7 Attach a File

Sometimes you need to provide a handout or file to your meeting participants, such as a copy
of the presentation you are sharing or a document that they need to review.

Attach a file while in the meeting
1. Pause on the presentation (monitor) icon and click Add Attachments.
2. Browse to the file you want to make available for download and click Open.

3. Click Manage Attachments > Permissions to choose who can download the file or
remove it.

4. Meeting participants can then download the file from the presentation menu on
the Manage Attachments> More option.

Preload attachments for a Skype for Business meeting

Preloading your meeting attachments in advance gives you time to focus on your meeting
when your participants join.

1. Set up a Skype for a meeting in Outlook, as you typically would do.

2. On the Insert tab, in the Include section, click Attach File or Outlook Item, and then
select the attachments you want to add.

H S

File Meeting

Attach OutlookBusiness Signature
Filev |tem W Card~ X

Include

3. A response message shows that the meeting files are attached to the meeting invitation.

~Attached

- Budget spreadsheetxisx _ Budget plan.docx
ﬂ" 11KB | 15KB

4. You can also attach a file that is in the cloud, such as in OneDrive for Business. However,
the file is not loaded from the cloud location until the meeting starts.
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Note: At this time, you cannot present a PowerPoint file from the cloud. You can open
the file and then share your screen.

5. That is it. Just double-check the information and click Send.

Note: You can add meeting attachments any time before the meeting by updating the
original meeting invitation and sending the update.

View the attachments in the meeting

The attachments you included in your Skype for Business meeting invitation show up in the
meeting window automatically when the first participant joins the meeting.

1. In the meeting window, people can see there are meeting attachments by the notification
in the yellow band and by the orange dot next to the Present button.

2. To retrieve the meeting attachments, click the Present button, and then select Manage
Content.

Share your Desktop...
Share a Window...
Share PowerPoint Files...
Add Attachments...

Shared Notes...

My Notes

More...

Manage Content (2)

3. To view the meeting files, click the Open the file button.
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Content

Budget spreadsheet.xdsx

@ System

Everyone can download

ONONON®,

Budget plan docx

@ s

Everyone can download

ONONONEC,

You can also do other things with the attachments on this page.

Click  Todo this

—
=.
(%2}

Download the meeting attachment.

Change who can download the meeting attachment (everyone, presenters, organizer).
By default, only the organizer and presenters have automatic access to the content. If

you have participants outside of your organization, make sure to change this to
everyone.

©

Remove the meeting attachment from the meeting.

More options, such as save as and rename the meeting attachment.

@ ©

Note: You cannot save as or rename cloud attachments. Renaming a file is temporary and
does not change the calendar attachment file name. Also, if the meeting restarts after
renaming a file, it is not retained, and the original name is restored.
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3.8 Setup Skype Meeting in Outlook
You can use Outlook or Office 365 Web App to schedule a Skype for Business meeting. If
your account is configured for dial-in conferencing, the Skype for Business meeting request
automatically includes the call-in information (phone number and conference ID).
Schedule a Skype for Business meeting using Outlook

1. Open Outlook and go to your calendar.

2. On the Home tab, select New Skype Meeting. If you do not see this option, then refer to
section 1.2 Verify installation of Skype for Business on PC.

(&

Mew Skype
Meetin

3. Set up the meeting as you typically would:

« Inthe To box, type the email address of each person you are inviting, separated
by semicolons. Alternatively, click on To for global distribution list and more.

o Inthe Subject box, type a name for the meeting.
« If your organizations have designated rooms for meeting, select Room Finder, in
the Options section on the Meeting tab, and then find a room, or in

the Location box, type in a meeting location (a conference room number).

Note: Rooms are set up by your systems administrator.

Room
Finder

e Select a start time and end time.

4. To look at a time that works for everyone, select Scheduling Assistant, in
the Show section on the Meeting tab.

2

Scheduling
Assistant
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5. In the meeting body area, type in an agenda or any other message. Be careful not to
change any of the Skype for Business meeting information. The body area will contain a
link to Join Skype Meeting, and if assigned by the administrator, a Join by Phone
number will appear with Conference ID to dial in to hear just the audio of the meeting.

—= Join Skype Meeting

Trouble Joining? Try Skype Web App

loin by Phone
Toll-free number: +1 (E00) 900-1000,,123456#8
Toll number: 123456789, 1234568

Eind a local number

Conference ID: 123456

Help

6. In the Skype Meeting section on the Meeting tab, select Meeting Options, and then
select the appropriate options. If you have a meeting with people outside your company,

or you are scheduling a huge event, change the meeting options before sending the invites
to your meeting.

Skype Meeting

7. (Optional) Preload your meeting attachments from Insert tab.

8. Double-check the information before selecting Send.

Set up an online meeting using Office 365

1. Use a browser that supports the full version of Office 365 Web App.

2. Have a username and a password from an organization that has a business or
enterprise subscription to Office 365.

3. In the Office 365 portal, select Outlook to open the Calendar app.
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Good morning
Apps LT
@ oy, (W [ [ | [ |
[ | | [ [
Documents
4. On the calendar page, select New > Calendar event.
® New v  [H Add cal

Calendar event
Paoll for a time to meet

Email message

5. Onthe Set up an appointment page, select Add Skype meeting.

Office 365 Outlook

M save [ Discard [ Attach

6 Add Skype meeting% Visibility

6. Fill in the meeting title, location (if you have in-person attendees), and the start and end

times.

Set up an appointment

Online meeting

Thu 10/5/2017 | 200 P

ATTAP-A018-1-A

2:30 PM [ 30 minutes ) -
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7. Choose the people to attend, add the agenda or other meeting information, add
attachments, and then select Send.

3.9 Join Skype for Business Meeting

Join a Skype for Business meeting from a Windows PC

1. In your meeting request, click Join Skype Meeting.

— Join Skype Meeting

Trouble Joining? Try Skype Web App

Join by Phone
Toll-free number: +1 (800) 900-1000,,123456%

Toll number: 123456789,,123456#

Find a local number

Conference ID: 123456

Help

2. The Meetings tab allow viewing of current, future and joining meetings. To join a
meeting, click on the Meetings tab, and then right-click a Skype meeting to join.

2 0 = |m o-

TODAY

3:00 Ad Campaign Kick-off
P Ends 400 P [CDQRIH 108

5:30 Stay Late and Draw
PM  Ends 8:30 PM

3. The microphone automatically mutes when joining a meeting. To unmute your mic, find

y4
the mic button, . and click it. When it looks like this o , people in the meeting

can hear you. Unmute your speakers also.

4. If you need to switch to a different audio device, click the Call Controls button E :
and then click Devices.
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> 0

Resume Transfer Devices

<)

5. The Switch Devices box shows your available audio devices, with the current one
selected. Choose a different one if you would like.

Switch your device

(=]

PC Mic and Speakers

Audio quality depends on the network and the devices used.

Best quality - Use a wired network connection and switch off wireless on your
computer.

If you must use a wireless connection, make sure you have a strong signal and
use a high-quality headset for better audio.
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3.10 Record and Playback a Skype for Business Meeting

When you record a Skype for Business meeting, you capture audio, video, instant messaging
(IM), screen sharing, PowerPoint slides, whiteboard activity, and polling. Any of the
presenters can record a meeting and save it on their computers.

1. Click the More Options button and choose Start Recording. If the recording option is
dimmed, your audio might not be connected. Click the microphone icon to connect audio,
and then try again. If still having problems refer to section 2.10 Audio Devices.

Start Recording \

Manage Recordings
IM Text Display Size
Change Font...

High Priority

Meeting Entry Info
Skype Meeting Options
End Meeting

Global Helpdesk

Skype for Business Help

3. To see if others are recording, point to the red recording button.
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4. When done, click Stop Recording.

A i recardings have stopped.

5. Skype for Business automatically saves the recording in an MP4 format that plays in
Windows Media Player. You can exit the meeting while processing the recording.

Play and share a recording

After a recording process has completed, you can access it to play or send to others. Skype for
Business displays a message when the recording is ready.

e Click on the alert to open the Recording Manager or,
e Open the Recording Manager while in a meeting or,

e From the Skype for Business main window, click on down arrow, select Tools,
then Recording Manager.

@ Skype for Business

What's happening today?

Busy *
®  <etvourlocation ™

- 0 & -
File ¥

Find someone Meet Now

GROUPS  STATUS  RELATIONSHIPS  NEW Yools ' Always on Top

Help ’ Recording Manager
4 FAVORITES §25anzg
Show Menu Bar

Audio Device Settings

In the Recording Manager
1. Click to highlight a recording, and then click Play on the right side of the window.

2. Renaming or deleting of recording are done here.
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3. To share your recording, click Browse to locate it, and then copy the file. Paste on a
shared location, such as OneDrive or an internal SharePoint site. If you cannot post the
recording, check to make sure you have enough space on the page.

3.11 Present Your Screen

You can show your entire desktop or just a program to everyone in a Skype for Business
meeting, call, or instant messaging (IM) conversation. You must be a presenter on a Skype
for Business meeting to share your screen. If the option is grayed out, ask one of the
presenters to give you control.

Present Desktop

Click on Present Desktop to switch between multiple programs or work on multiple files
from various programs.

Caution: Sharing your desktop allows everyone in the meeting to see all programs, files, and
notifications on the desktop. If you have any confidential information that you do not want
people to see, close those windows or use Present Programs instead.

Present Programs

It is used to present specific programs or files only on your computer. To share one or more
programs or files, click Present Programs, and then select the specific program or file to
share.

Share your screen or program

1. At the bottom of the conversation window, click the Present (monitor) @utton.

2. Choose one of the following:

To share the content on your desktop, click Present Desktop.
3. On the sharing toolbar, on top of the screen, use any of these options:
e Click Stop Presenting when done sharing your screen.
e Click Give Control to share control of your desktop or program with the participants.
e Click the pin to hide the toolbar and have more space. To un-hide the toolbar, move

your mouse to the top of the screen. When the sharing toolbar appears, use any of the
controls you need or click the pin again to keep the toolbar visible.
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Note: While presenting in Skype for Business, the status changes to Presenting

( =l ), and you do not receive instant messages or calls. You can change this setting in
the Status options window.

If you want a meeting attendee to share their screen, give them presenter access so that they
can use the controls.

Share primary, secondary or all monitors

If you have more than one monitor, they all display on the Present Desktop tab, and you
can choose which one to share. When sharing All Monitors, the sharing toolbar opens on the
primary monitor only. If you have only one monitor, the Present Desktop tab does not
appear.

Presenting a PowerPoint slide show in a multiple monitors scenario

This feature allows you to take advantage of multiple monitors while presenting a PowerPoint
slideshow. Or if you are in a conference room and want to display the slideshow using a
projector or a large screen device, then present to the secondary monitor. Your PowerPoint
slideshow appears on the big screen for the people in the room and on the presentation stage
for the people on Skype for Business. Also, on your laptop, you see the presenter view that
shows the current slide, your presenter notes, and a preview of the next slide--visible to only
you.

If you are presenting a PowerPoint slideshow from your office, and you have multiple
monitors, you can present to your secondary monitor and still see your presenter notes view
on your primary monitor.

@ Presenting in a conference room...

Your primary monitor The secondary monitor is Skype meeting attendees
shows presenter notes the presentation slideshow
and the next slide projected or shown on a

large screen device @
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Your primary monitor Your secondary monitor
shows presenter notes shows the slideshow that

and the next slide attendees see @

The instructions are the same for both scenarios:

1. Outside of Skype for Business, open your PowerPoint deck on your primary monitor (or
laptop if you are in a conference room).

2. Choose the Slideshow tab, and then click From Beginning. The attendee view of your
deck appears on your secondary monitor (or the projector if you are in a conference
room). Your presenter view appears on your primary monitor.

3. From Skype for Business, click the Present icon, then choose Present Desktop.

4. In the Present Desktop dialog, click the secondary monitor—or whichever monitor is
displaying the attendee view of your PowerPoint deck.

Give and take control of a presentation

If you want another meeting participant to change a file, help you present, or demonstrate
something, you can grant control to that person. You will both be in control of the sharing,
and you can take back control anytime.

1. On the sharing toolbar, click Give Control.

2. Select the name of the person you want to give control.
Skype for Business sends a notification to that person to let them know you are sharing
control.

3. To take control back, click Give Control again, and then click Take Back Control.

Tip: You can automatically allow people to take control of your sharing session at any
time, by clicking Give Control Automatically on the sharing toolbar. We recommend you
choose this option only in small and casual meetings. To take back automatic permission,
click Give Control, and clear the Give Control Automatically check box.
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3.12 Find a Conversation Log

Skype for Business lets you find a previous conversation by browsing your conversation
history or by searching for your past conversations with a specific person.

Find a previous conversation with a specific person

1. Open Skype for Business, and in your contacts list, right-click the person whose previous
conversation you want to view.

2. Click Find Previous Conversations.

Send an IM

Ca »

Start a Video Ca

Send an Email Message

Schedule a Meeting

Copy

Find Previous Conversations [/\\\r
Outlook opens and displays that contact’s conversations with you in the Conversation
History folder. To track down the specific conversation, enter a term or terms that would

have come up in the conversation you are looking for, in the search box at the top of the
Outlook window.

Browse your conversation history
To see a complete listing of your incoming and outgoing instant messages and meetings,

including ones you might have missed:
Open Skype for Business, and, above the search box, click the Conversations tab.

All your conversations appear in chronological order, with the most recent at the top. Phone
calls you have had also appear on the conversations list.

If you want to narrow the list, click one of the other two tabs in the conversations window:
e Missed List your missed conversations only.

o Calls List your phone calls only.
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3.13 Persistent Chat (Chat Rooms) (SIPR & European Only)

Persistent chat is the Skype for Business (SfB) version of a chat room. Persistent chat allows
you to create or join a topic-specific chat room that all conversations posted are displayed
when accessed. A benefit of persistent chat eliminates constant notifications for every
message until you are actively in the open chat room. Also, seeing the chat room’s entire
conversation history eliminates the repetition of information. If you see the Chat Rooms tab
in the Skype for Business main window, persistent chat is set up in your organization.

o © = = o
= EEE = 4
l na sC eone J o0 [ 213l a LIT q
FOLLONWED: MEMMEER OF HEWVY ﬂ

In a chat room, messages about a specific topic are shared with other chat room participants in
real-time and saved over time. If you are authorized, you can create chat rooms, participate in
chat room conversations, view and search chat room history, and monitor conversations in the
rooms that interest you — all without leaving the SfB main window. The ability to have a
recording of all the IM’s is great for brainstorming and other communications.

Chat Room Privacy Settings

Every chat room has a privacy setting, which determines who can participate in it:

e Open rooms — Anyone can find (via search), read, write in (“post to”) and follow. No
membership is required (or accepted).

¢ Closed rooms — Non-members can find closed rooms (via search) and see a list of members,
but only members can follow, read, or post to these rooms. This is the default privacy

setting.

e Secret rooms — Non-members can’t find secret rooms, learn who has membership in them,
follow, read in, or post to them.
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Find and Enter a Chat Room

e & W %R

C ?n?:m’l

1. In the SfB main window, click the Chat Rooms tab.
NAME SKILL CHAT ROOMS
2. In the search box, type a room name or keyword(s). @
Relevant rooms appear in the search results. k

Contoso Project

3. Enter the chat room by pointing to the Chat Room

icon and then clicking the Open button.

Create a Chat Room

If you’ve been granted authorization to do so by your server administrator, you can create and
manage your chat rooms. _

1. In the SfB main window, in the chat room view, click the Add a Room button then

click Create a Chat Room on the drop-down list.

2. In the My Rooms dialog box, click Create a New Room, then type a name in the Room
Name box.

3. In the Description box, explain the purpose of your chat room.
4. Select a privacy setting for your room from the three options (Open, Closed, Secret).

5. If your support team has provided access to web apps, select one or more to add in your
room.

6. Type the name of anyone you want to serve as a co-manager for this room and type the
names of those you want to make members of the room. (They will be notified of membership
by SfB.)

7. Click Create.

Create a Topic Feeds to Track Activity

You can set up topic feeds to alert you when new are messages posted in the
chat rooms you’re following:
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1. On the Chat rooms view of the SfB main
window, click the Add a Room button, @
then click Create a New Topic Feed. 0 |

2. Give your topic feed a name. Follow 2 Room
3. Tell SfB whose posts you want to follow '
and provide keywords to find the discussions Create a Chat Boom.,
you want to keep track of, then click OK. ~ .
Create a New Topic Feed..
Your topic feeds appear on the Chat rooms -

|
view of the SfB main window along with the dearch Room History...
rooms you are connected with. The number
next to a topic feed shows the number of new Chat Room Options..

messages that include the keyword(s) you
assigned to that topic feed.

See Participants in a Chat Room

Once you enter a chat room, the picture header on the chat room window gives a glimpse of
participants. Each person’s presence status is also shown, as a color bar. Point to a photo to
bring up the Quick SfB menu. From there, you can start a conversation or display the person’s
contact card.

Is that why the secondary schools are adopting it?

Read Chat Rooms Messages
To browse chat history

Open the chat room and read the message directly above the text input area. This is the most
recent message. Scroll up to read previous messages.
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To find messages about a specific topic

1. Open a chat room and click the Search icon. *
2. Under What rooms do you want to search? Click the room name(s).
3. In the text box, type the word or words you want to search.

4. If you’re searching for more than one word, click the Options button, and then select
whether you want to search for the exact phrase.

Post a message to a chat room

Posting a message in a chat room is much like sending an instant message.

The message posts immediately. However, unlike an IM, a chat room message

becomes part of the chat history for current and future participants to see.

1. Open the chat room you want to post in.

2. Type your message in the text input area in the chat room window.

3. Press the Enter key on your keyboard to send your message.

Follow a Chat Room

Following a chat room involves having SfB automatically notify you there’s activity in a
room you want to follow. It’s a simple way to stay current on your rooms without having to
check them for new messages regularly.

You can define the type of notification you get by changing the settings on the Options >
Persistent Chat window.

To follow a room s " o
contoso software X

1. In the SfB main window, click the Chat Rooms tab.

NAME  SKILL  CHAT ROOMS

Contoso Software in Education

2. Type a search term to find the room you want to follow.

3. Right-click the listing for that room and click Soian
Follow this Room.
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Use Custom Notifications

By default, you’ll get messages about the chat rooms you follow based on the
settings in the Persistent Chat Options window. However, you can also customize the alerts
for a specific room.

1. Right-click the listing for the room, and then click Change Notification
Settings.

2. On the dialog box, select Customize settings.

3. Choose the alert options you want, and click OK

3.14 Using Polling

Polling is a great way to get people involved and interacting with your Skype for Business
(SfB) meeting and find out what they think about the ideas or create additional dialogue to a

meeting. You can create multiple polling windows before starting a SFB meeting or create it
during a meeting.

Create a Poll during a meeting

1. In the meeting window, click the Present Content button @

Conversation (1 Participant]

1 Participant all 1:58

Looks like you're the only
one on the call.

. . Back to Table of Contents
2. Click More, and then click Poll.
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What would you like to start?

Z

Whiteboard Poll

3. Inthe Create a Poll window, type your question and the answer choices and then
click Create. The poll page opens in the meeting and results are shown to everyone as the
participants select an option.

Create a Poll

Pall narme:
|Pol|

Question:

Choices:
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4. Click Poll Actions to manage the poll, such as open, close, edit, show, or hide results.

Corwersation (1 Participant)

5) 1 Participiint Stop Sharing

® | don't want t{vote

Poll Actions -

Pollis open | Results are hidden from attendees

5. When you are finished, click Stop Presenting at the top of the meeting room.

6. To delete a poll page, click the Present button, click Manage Content, and then click
to Remove.

Content

Pall

Me

Other presenters can download

SHONONO,

7. To hide a poll page, click on the display button.
8. To change who can download the poll, click on the lock button. I

9. To rename or see properties of a poll page, click on three dots button.
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Back to Table of Contents

3.15 Using the Whiteboard

The whiteboard is a blank page that allows you and other meeting participants to type notes,
draw objects, or import images. When the session is over, you have the option to save the
whiteboard data from the meeting.

Using whiteboard as a presenter

1. In the meeting window, click the Present Content button @

2. Click More, and then click Whiteboard.

What would you like to start?

Whiteboard

3. A blank whiteboard opens on the meeting stage on everyone’s screen.

SN s
4

Bl <
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4. The annotation toolset opens automatically on the right side of the whiteboard.

5. Click any of the tools to annotate on the whiteboard, such as pointer tool, pefgck o Table of Contents
highlighter, eraser, and so on. The whiteboard automatically closes if you switch to another
presenting option but will be available if you want to open it later in the meeting. Just click
Present > Manage Content to reaccess the whiteboard.

Use the annotation tools

Use the tools along the side of the whiteboard to visually focus on the page or brainstorm
with the participants. Many people can work on the whiteboard at the same time, but each
tool can be used only by one person at a time.
o Laser Pointer A virtual laser pointer. Click and drag the pointer across the page. A
_| blue circle appears in the meeting indicating your name.
o Select and Type Selects an area to type. You can change font, size, and color by
. | clicking the arrow next to the Select and Type to open the menu.
« Pen Draws freehand. Click and start writing or drawing in black, or click the down
arrow next to the button, and then select another color.
« Highlighter Highlights a specific area of the current slide.
o Eraser Removes specific annotation you choose.
~ = e Stamp Inserts a stamp on the page: Arrow, Check, or X. Choose an option from
the menu, then click on the whiteboard to stamp.
- | o Shape Draws shapes such as lines, arrows, and squares. Click the down arrow next
to the button to select another shape or color.
« Insert Picture Inserts an image on the slide from your computer.
 Delete Selected Annotations Removes the annotations that you’ve selected.
o More Options Provides options to select the annotation, undo, redo, copy, cut, paste,
paste an image, Save As, and Send to OneNote.

N

4

=]

Move or Delete drawings

You can select, then move or delete any of the drawings on the whiteboard.
Move objects

Click the Select and Type button, and then click one or multiple drawings that you want to
move. A selection rectangle appears around the selected objects.

Drag the rectangle to a new position.

Note: For typed text, point to the bar at the top of the text box before you begin
dragging it.

Delete an object
Click the Select and Type button, and then select the drawing that you want to delete.
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Press Delete on your keyboard.

Who added or changed content? Back to Table of Contents
To see who added or changed content on the whiteboard, do one of the following:

For non-text items on the whiteboard, hold the mouse pointer over the drawing to see
“Created by” and “Last modified by” information.

For text, point to the text, and then hold the mouse over the solid rectangle that appears
above the text when you point at it.

Manage your whiteboard

1. Click the Present button, and then click Manage Content.

2. Click the Permissions menu, and then choose who can download the whiteboard to
their computer:
e Organizer Only the person who scheduled the meeting can download.
e Presenters Any of the presenters in the meeting can download.
e [Everyone Anyone in the meeting can download.

3. Click the More button, and then choose an option: Save As, Send to OneNote, or
Rename.

3.16 Using Question and Answer (Q&A)

The Q&A (question-and-answer) feature in Skype for Business provides a structured
environment for answering questions during a meeting. This feature is especially helpful in
large meetings where a presenter can answer questions, while someone else is presenting
meeting content. Keep in mind that attendees can ask questions, but only presenters can
answer.

Start the Q&A session as the presenter

Any of the presenters in a meeting can start the Q&A session and reply to questions. If you
are attending a meeting and are not a presenter.

1. In the meeting window, click the Present Content button @

2. Click More, and then click Q&A

What would you like to start?

Back to Tal?%ol‘ ?pr&e@tse
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If no other content is presented, the content stage opens and displays the Q&A session for
all participants. If other content is active, the Q&A tab displays as a new tab next to the
Presentation tab at the bottom of the Q&A window.

The meeting IM automatically turns off until you stop the Q&A session.

Welcome to Q & A

Meeting IM is off. Turn it back on anytime.

Tip: Attendees can only ask questions, Make everyone an attendee so that
you're the only one who can answer.

StopQ&A

3. When a question is submitted, any of the presenters can click Answer and type a reply.
Then press Enter on the keyboard to post the answer.

Anahita Bahram 4:45 PM

Do we have a new tool for documenting data?

A rcwrar
Answer

If you are presenting content when a question is submitted, you will see a notification
about the new question. You can click the Q&A tab at any time to answer the question and
then go back to the Presentation tab to continue your presentation.

4. If you start typing an answer and change your mind, click Cancel and answer later, or
allow another presenter to answer the question.

5. When a question has been asked, you will see an All tab and an Unanswered tab at the
top of the Q&A window. Click the Unanswered tab to filter for the questions that have not

been answered. Back to Table of Contents
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6. At the end of the session, click Stop Q&A. When Skype for Business asks if you want
to enable 1M, click Allow All Meeting IM, or click X on the notification if you want to
keep the IM off.

0 The Q & A is closed, You can allow meeting IM now, | Allow All Meeting IM x

7. If you want a record of the Q&A session, click Save As, type a name and save the file
on your computer. Q&A is saved in Notepad and contains the questions, answers, time
stamps and the names of attendees and presenters who participated.

Participate in the Q&A session as an attendee
When the Q&A session is shared by a presenter, all the meeting attendees can view and

ask questions. Keep in mind that you can switch between the Q&A and Presentation tabs
at any time during the meeting.

Stop Q& A

Presentation Q&A

1. Type a question in the Ask a question box.
2.When the question is answered, you’ll see the response below your question.
3. If you only want to see your questions, click the My Questions tab.

4.To have a local copy of the questions and answers, click Save as, and select a location on
your computer.
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3.17 Skype for Business Conference Call

You can quickly start a group call to work on a subject that requires immediate attention. Add
sharing to make it an impromptu meeting that provides all the features of a scheduled meeting,
including shared PowerPoint slides, whiteboard collaboration, and desktop sharing.

Start an SfB Conference Call

Make sure your contacts are available by checking their present status first. Then follow
the steps below to invite them to the conference call.

GROUPS STATLS RELATIOMNSHIPS NEW

@ Skype for Business @ - O x
Eile Meet Now Tooks Help
Livinlhed_reim
i Martha Johnston
J Availlabile =
@ Set Your Location -
&2 © = -
Q,
e

P FAVORITES

4 PETER FTE (2710}

Contact is

PRl Py iy Eileen !.Onl:] In.a meeting
i - {) dZ. T
9 Dominique Livingston - Available
" e
(-]

Kirby Jarman - Available

1. In the Skype for Business main window, in your Contacts list, hold down the Ctrl key
and click the names of your contacts to select them for your meeting.

2. Right-click the selection and click Start a Conference Call.

3. Click Skype Call.

Your contacts then receive a notification and can accept or decline your request for the
conference call.

Add more people to the SfB Conference Call
If you need to add more people to your conference call, you can drag their names into the

meeting from your Contacts list. Alternatively, add them by using the people menu:
1. In the conversation window, in the Participants pane, click Invite More People.

2. Select someone from the list, and then click OK. Skype for Business calls the person

for you and adds them to the meeting.
Back to Table of Contents
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3.18 PSTN Conferencing and Calling (CONUS & European Theater Only)

Public Switch Telephone Network (PSTN) Conferencing lets you dial into the meeting with
your phone by calling a specific number. The PSTN Conferencing feature is an add-on
telephone service and when combined with Skype for Business Cloud PBX, becomes your
phone system. Providing a conference call number is essential if you have poor internet
connections and need a clear voice for your meeting.

In Office 365’s Skype for Business Online, PSTN Conferencing is an add-on as a per-user
licensing basis. In Skype for Business 2015 Server, the feature is called “Dial-In
Conferencing,” and requires a Mediation Server and a PSTN Gateway to work. The Mediation
Server is required for Enterprise Voice, and a PSTN Gateway translates signals between
Enterprise Voice and a PSTN or PBX. If you want to call out, you’d need both.

PSTN calling is another feature that provides employees in your business with a primary phone
number to receive and make phone calls outside of your organization. There is a difference
between PSTN conferencing, a service/feature used for joining a meeting and PSTN Calling, a
feature used for making/receiving a phone call like a Private Branch Exchange (PBX).

Make a PSTN Call
See section 3.3 make and receive calls or click on this link

Start a PSTN Conference Call

The following is a step by step process to add PSTN conferencing to a Skype meeting
using Outlook Web Access (OWA) and the Outlook desktop client.

Outlook Web App Process (type outlook web app in your web browser to find)

1. Open your outlook calendar and select the day from the month you would like for the
Skype meeting.
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> August 2017 ¥

Back to [rable of Contents

2. Right-click the day of the meeting and select “New.”

3. Enter the details of the meeting including the name of the meeting, location, start date
and time and meeting stop date and time. All day and Private are options as well. Other
controls for the meeting can be set too like Repeats if the meeting will be a regularly

scheduled meeting along Witmhe meeting. Additional notes about the
=1 Sawe il Discard attac =) Skype meesting ~ Charm ~ Categorize B}
Details

Skype test mecating

Vg 8y 2201 - 30 AR -

Al d rrate
Mewar - Calendar
15 minustes - Busy -
m 2 B r o U A AT S A & > L

meeting can be entered into the text box below the details.
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4. To Add the Skype option to the meeting click on the tab at the top labeled “Skype
Meeting” and then “Add Skype Meeting.”

= Save il Discard Attach £5) Skype meeting ¥ Charm VvV Categorize Vv 3

Ada Skype meetiog (SN

Details

Skype test meeting

5. The Conference Phone number and the conference ID will auto-populate in the text box
of Outlook. This is part of having the license. Note: The Conference ID will differ from

meeting to meeting.

H save Il Discard y  Attach E) Skype meeting ™ Charm Categorize L4

Details

Skyp= test meeting

Online meeting

Wed B/2/2017 - 2200 A
wWed BS2,2017 - 2:30 AM -
ol dany Private
PlEwar - Cab=ndar i
15 manutas - Busy -
[al & B I W Aa oA A A i — =

Join online meeting
Join by Phone _
+1984444T034 (Dial-in Number) English (United States) _

Find a local number _

Conference ID: 41703376 _
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6. To add attendees to the Skype meetings easily done through the “People” field. The
Attendees last name, first name, email or parts thereof will search names of attendees you
want to add to the meeting.

People ﬂ'é Scheduling assistant

+ ==

7. Hit the “Send” button to send out the invite to the meeting.

X
Send — Attach &) Skype meeting ¥  Charm ¥  Categorize v

Details

L

Online meeating

8. Finally, we see our meeting appear in the outlook calendar.

Al Laberale ¥ 1 omeing crming

< > August 2007 ¥ Dy Wore meek W

Caberide

. Nessy pin s ondly hress te N Weeesay A
. Stype 4ot rveetng
P NN e
Vayyal Magyey LM U el .
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Outlook Client on the Desktop

The following will be a step by step process to add PSTN conferencing to a Skype session. The

outlook client is slightly different from the web app.

1. While in the Outlook Calendar tab select the “New Skype Meeting” tab.

o Camrde - Grage e Chmnde Duire - Swambies

i« —— T P T
i ill - / - QO &
PRE s Bl sooar | Cyw Tiwdw Lot wr AMA Sieve
M o - ek -

p

* August 2017 Waskimghon, 0.5, -

In the “To” field add the email of those you want to attend the Skype meeting. Fill in the

rest of the details for date and time. The Phone number and Conference ID will auto-
populate for the skype meeting. Hit the send button to complete the meeting.

Untitied - Meeting

Format Text Review Help

© vou haven't sent this meeting invitation yet
Next to ancther appointment on your calendar

From v awymanEqdyncorp.com (1

Q Tell me what you want to do

x == h S Scheduli S(_
= ng
Delete Copy to My (== Join Skype Meeting Online
Calendar Meeting Options Meeting
Actions Show Skype Meeting TeamViewer

>
o
Cancel Z.,
Invitation &« ~
Attendees

Options Tags

To.. 1
Send -

Skype Meeting

Mon 3/12/2018 3:00 PM

e

Mon 31272018 3:30PM

- Join Skype Meeting
Trouble Joining? Try Skype Web App

Join by Phone: +19872345678 (Dial-in Number)
Conference ID: 8761234
Heip
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Appendices
Appendix 1 — Abbreviations

AESD - Army Enterprise Service Desk
FQDN — Fully Qualified Domain Name
IM — Instant Message

IMAP — Internet Message Access Protocol
PC — Personal Computer

PBX — Private Branch Exchange

POP — Post Office Protocol

PSTN — Public Switch Telephone Network
SfB — Skype for Business

SSO - Single Sign-On

US SCSS — Unified Capabilities Soft Client Subscription Service

ATTAP-A018-1-A
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Appendix 2 — UC SCSS Concept of Operations

m
8

IM/Chat

(&

Video Caling

San Antonio, TX NOC

Level 1 UC SCSS Support

Initial Incident Handling, Resolution, Escalation &
Dispositioning

Level 1 NOC Monitoring

Alert Management

= atar

Level 2 UC SCSS Support
Dedicated UC Problem Resolution with UC Service
Owner/Senvice Manager

Level 2 System Management
Team
Deploying, Configuring, Troubleshooting, & Patching

= arar

ng & Management

Enablement Feedback Loop
Automation Feedback Loop

Level 3 UC SCSS Support
Dedicated Solution Experts.

= atex

Level 3 UC SCSS Engineering

Architecture, Design, Complex Troubleshooting

Ayxajdwo) uolInjosay Suiseadu

End User Support

Auxa|dwo) g uonezijeldads Suiseaou|

= arar

Infrastructure Mon

SOC Tier 1

Monttoring, Opening Tickets, Closing False Positives, and Basic Investigation & Mtigation

= arar

23ds Suiseasou|

SOC Tier 2

Incident Response Team, Complex mitigation, Recommended Changes

= aar

SOC Tier 3

Advanced Incident Response Team, Prevention, Forensics, Threat hunting

= arer

Emerging Threat Feedback Loop

Auxa|dwo) 13 uone:

Active/Active 24x7 Security Operations Center
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Appendix 3 - NOC Incident Management Process

NOC Incident Management Process ATET
April 2018
Q = "
S T = Incident is Incident is Incident is Incident is
= = = eporte a reported via reported via Reported via IM/ Reported via
% 8 S Phone call Portal Chat System Alert
>
]
<53
(=)
@ Create ticket and/ 5 AESD follows own
o= or ensure all IS:‘t !‘gca'?:’t Sea‘r%r.%?ggj;o" AESD Can process to resolve and
S — information in UF; e e resolve? close incident. End of
1 ticket is correct gency gory Process.
pers ~—
L =
==
B
= Transfer ticket to
i NOC General
= Work queue
<<
B st o Transfer to
g‘/elwmk End User correct resolver.
2
——— [EETS End of NOC
Proc
- Transfer to SOC. Notify SOC Shift Potential Potential Notify SOC Shift Transfer to SOC.
End of NOC Lead of incoming Security Security M4 L ead of incoming End of NOC
Process. security incident Incident?, Incident? security incident Process.
<
=
[«
=
> Refer to UC Refer to UC
S e Is this an S
(S Operations escalation? escalation? Operations
Escalation Guide 2 2 Escalation Guide
= for requirements for requirements
Assign ticket to Assign ticket to
available SMT available L3 UC
Engineer Technician
O
Follow UC SCSS
Operations (PEmEm Is there a Perform
d : Can Vendor Can NOC investigation to I, 5
Escalation Guide g Nle e = oo kno_wn dlag_no_sls of the
to determine . solution?, incident
- resolution steps
— resolution steps
=
]
D
—
= Transfer to
o Engage vendor
o gl vl
=4 and determine L”'E":"g‘o'f ';"”O"g”‘ Execute
1%%) resolution steps. P resolution steps
rocess.
o
—
(&)
>
Close Ticket. - Verify the issue is
o ot Mo User satisfied completely Issue
= < ith resolution2 resolved to user Resolved?
- satisfaction
o
Follow UC SCSS
= Perform g
(e (s deie & investigation to can NOC Can Another Can Vendor CREEIRNS
= of the known = = s B2 Escalation Guide
determine Resolve? Jeam Resolve Resolve? -
solution? e Sees to determine
@ B resolution steps
=
= Transfer to
D S rres Engage vendor
g Execute CERG: e S S Ne
resolution steps oS i
S P s, resolution steps.
=
P
=
<
%) Verify the issue is o Close Ticket.
Issue completely User satisfied
Yes . Ye End of NOC
Resolved? resolved to user with resolution?
. . Process.
satisfaction
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