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Cyber Security Infrastructure Engineer – Req. # R1900695 
  
Join our team of cyber pioneers with expertise and decades of experience defending 
and protecting some of the nation’s most valuable resources—ICF.  Through 
implementation of effective cybersecurity solutions, ICF supports security awareness, 
readiness, resilience and response to cyber incidents.  Our extensive customer base 
has benefited from the leading-edge work our security engineers and data scientists 
perform in maintaining and advancing situational awareness of the current cyber threat 
landscape.   
  
Job Description: 
  
  
As the Cyber Security Infrastructure Engineer you will be responsible for information 
technology security devices in a 24 X 7 X 365 environment and you will be responsible 
for monitoring, configuration changes, accounts, and software updates for client IT 
security devices.  The Cyber Security Infrastructure Engineer must be able to 
analyze, troubleshoot, and remediate issues with various IT security devices and 
you will work closely with network operations analysts, information assurance 
engineers, and system administrators to ensure the availability and security of the 
network.       
 

  
Key Responsibilities: 

 Responsible for all operations and maintenance for IT security devices. 
 Creation of technically detailed reports on, device status, change management, 

and hardware/software upgrades, and maintains project plans 
 Analyze and evaluate anomalous network and system activity.  
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 Analyze vulnerability reports and apply appropriate patches and STIGs 
 Assist in troubleshooting and problem solving a wide variety of client issues.  

Basic Qualifications: 

 Must have a current and active DOD Secret clearance.  
 Bachelor's Degree in Computer Science or related technical discipline, or the 

equivalent combination of education, professional training, or work experience.  
 Must have a DOD 8570 Compliance IAT I certification; Security +CE, CCNA 

Security, CISSP or GCIH 
 Must be able to obtain Certified Ethical Hacker (CEH) certification within 6 

months of hire 
 Minimum of three (3) years network operations experience.  
 Experience in one or more following technologies: Firewalls, Data Loss 

Prevention, VPN, Intrusion Detection/Prevention, Network Scanning and 
Compliance, Network Access control, and Advanced Persistent Threat 
Prevention.  

 Experience in performing infrastructure support at an enterprise level. 
 Experience in IT security device management. 
 Ability to demonstrate strong knowledge of computer security concepts.  
 Demonstrated ability to document processes and procedures. 

Preferred Skills/Experience: 

 Check Point Certified Security Expert (CCSE). 
 Certified Information Systems Security Professional (CISSP). 
 Network Operations Center (NOC) experience. 
 Security Operations Center (SOC) experience.  
 Prior experience with Check Point Firewalls, Blue Coat Secure Web Gateway, 

Source Fire IDS/IPS, Symantec DLP, Nessus, Juniper SSL-VPN, Fore Scout and 
Netwitness 

 Experience with change control policy and procedures. 
 An understanding of DOD information assurance policy and regulations.    

Professional Skills/Required Skills: 

 Excellent written and verbal communication skills.  
 Excellent problem solving skills.   

  
ICF offers an excellent benefits package, an award winning talent development 
program, and fosters a highly skilled, energized and empowered workforce.  
  
ICF is an equal opportunity employer that values diversity at all levels. (EOE – 
Minorities/Females/ Protected Veterans Status/Disability Status/Sexual 
Orientation/Gender Identity) 



  
Working at ICF  
Working at ICF means applying a passion for meaningful work with intellectual rigor to 
help solve the leading issues of our day. Smart, compassionate, innovative, committed, 
ICF employees tackle unprecedented challenges to benefit people, businesses, and 
governments around the globe. We believe in collaboration, mutual respect, open 
communication, and opportunity for growth. ICF—together for tomorrow. 
  
About ICF  
ICF (NASDAQ:ICFI) is a global consulting and technology services provider with more 

than 5,000 professionals focused on making big things possible for our clients. We are 

business analysts, policy specialists, technologists, researchers, digital strategists, 

social scientists and creatives. Since 1969, government and commercial clients have 

worked with ICF to overcome their toughest challenges on issues that matter profoundly 

to their success. Come engage with us at icf.com. 
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