OPERATIONS
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DENY THE ADVERSARY

LEARN MORE
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Often, the information that is used against
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Visit www.IOSS.gov
Contact us at ioss@radium.ncsc.mil
Or call us at 443.479.4677

www.IOSS.gov

5 STEPS TO PROTECT —

IDENTIFY CRITICAL
INFORMATION

Our people, information, and mission:
THINK:

THINK:

What information do you need to protect?
Why do you want to protect it?

ANALYZE
THREAT

What information is of value to an adversary?
PROTECT:
IDENTIFY
CRITICAL
INFORMATION

APPLY
COUNTERMEASURES

ASSESS
RISK

Current and future operations

Is the risk great enough to do something
about the threat?
How will the loss of critical information
affect your operations?
What is the cost of losing critical
information?

Travel itineraries

APPLY
COUNTERMEASURES

Operations planning information
ASSESS
RISK

ANALYZE
VULNERABILITIES

User names and passwords
Addresses and phone lists
Budget information
Building plans
VIP/distinguished visitor schedules

Who wants your critical information?
Is there more than one adversary?
Why does the adversary want your critical
information and what is their objective?
Do they have the capability to get your
critical information?
What methods or techniques can they use
to get your critical information?

How can you stop the adversary from
getting your critical information?
Can you use the same countermeasure(s)
for many operations or do you need to
develop unique countermeasures?
PROTECT:

ANALYZE
THREAT
THINK:

THINK:

ANALYZE
VULNERABILITIES
THINK:
How can the adversary get your information?
How is it protected or not protected?
PROTECT:
Lack of training and awareness

Training and awareness
Cross shred sensitive documents
Encrypt email
Limit web page access
Use caution when having conversations
in public areas
Install software patches and updates

Predictable patterns and procedures
Critical information posted on the internet
or discarded in the trash
Non-secure communications

THINK. PROTECT. OPSEC.

