Enclosure: USAG-FB CRITICAL INFORMATION LIST (CIL)

1. The Critical Information List (CIL) includes specific facts about friendly intentions,
capabilities, and activities needed by adversaries to plan and act effectively against
friendly mission accomplishment. Critical information is susceptible to collection by
adversaries through indicators (friendly detectable actions and open-source information
that can be interpreted or pieced together by an adversary to derive critical information),
and vulnerabilities (conditions in which friendly actions provide OPSEC indicators that
may be obtained and accurately evaluated by an adversary in time to provide a basis for
effective adversary decision making).

2. The USAG-FBVA Critical Information List (CIL) is:

a. Information regarding deployment/redeployment of personnel and assets to
support real-world missions (i.e. overseas contingency operations).

b. Travel Itineraries of employees and distinguished visitors.

c. Information pertaining to access control, physical security, and protection of
installations and critical assets (e.g., personnel, facilities, equipment, or information).

d. Telephonic rosters, addresses and other contact information for employees
Personal Identifiable Information (PII).

e. Emergency Response Capabilities.

f. Special Equipment Capabilities and Limitations.



