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Reporting a Personally Identifiable Information (PII)
Incident

All Army Cammands (ACOM), Army Service Component Commands (ASCC), Direct Reporting Units {(DRU), Army
Staff, Program Executive Offices (PEO), and Army activitles are required to easure all suspected or actual foss,
theR, or compromise of P11 regardless of physical o efectronic form Is reported In accordance with the following

procedures.

1. Report the Incident immediately to your first fine supervisor, your Privacy Official, and If eyber-related to
your Information Technology division as well.

Note:
a, ¥ the actual or suspected Incident Involves PII occurs as a result of a contractor's actlons, the
contractormust alse notify the Contracting Officer Representative immediately.
b. If the Incident Invofves a Govermment-authorized ceedit card, the issulng bank should be notified
Immedlately,

2. Report ali cyber-related Incidents involving the actual or suspected breach/compromise of PII within one
hour of discovery to the Unlted States Computer Emergency Readiness Team (US-CERT) by completing

and submitting the US-CERT report at hitRs:/vwwny us-cert, goviforms/renort,

The notification to US-CERT regarding an clectronic breach should include as much information as possible,
however, reporting should nat be delayed to galn additional Information. See US:

Incidant Notification Guldelines for reporting requirements, The US-CERT report format provides the user
with varlous drop-down answer options and the abfiity to sklp scctions to Identify areas that do not apply to

non-technical breaches.

Note: Make sure you record the US-CERT number assipned to the breach. You wik need this to complete
section 1d of the Breach of Personally Identiffable Informatlon (P11) Report via PATS,

3. Report both electronlc and physical retated Incldents to the Army Privacy Office (APO) within 29 hours of
discovery by completing the Breach of Personally Identifiable Information (P11} Report via PATS.

When completing the Breach of Personaily Identiflable Information {P1I} Report In PATS do not Include
any P11, such 25 names of Indlviduals, Reportatle information Includes:

Date of breach, date discovered, and date reported to United States Computer Emergency
Readiness Team (US-CERT)

US-CERT number and Comnonent Internat Tracking Number [§f anplicable)

Component and Office Name
Point of contact Information Including name, duty phone, and office mailing address
Narrative description of breach (up to 150 words) inciuding:
The partles involved In the breach (do not use names of Individuals)
The medIa used such as emall, Info-shasing, paper records, or equipment
Type of breach: loss, theft, or compromise
Immediate steps taken to contain the breach
Mitigating actions taken (up ta 150 words) including:
\Whether the breach wae Intentional or Inadventent
Any lessons ieamed
Number of indlviduals affected (including numbers of Soldiers, civillans, and contractars Involved)
The type of PII compromised such as S&N, PHI, and financlal Information
Any additlonal Information as Indlcated on the form
If computer accessis not available, PII Incldants can be reported to a 24/7 Army ¢oll free number at 1-868-~
606-9580 or US-CERT at (888) 282-0870 which Is alse monitored 24/7.

4. For additional reporting regulrements, consult with your Privacy Qffidal and foHow your activity’s guldance
for reparting Pl} Incidents.

5. Submit updates to APO through PATS. Also submit updates to US-CERT, your Privacy Official and
appropriate individual{s} within your Actlvity as Information becomes avaliable, Note: US-CERT requires
that any updates to the Initial report are to be provided via email to soc@us-cert.,gov and the assigned US-
CERT number must be referenced {n the subject line,

APO Wi report the Incident te OPCLTO within 24 hours upon belng notified that a loss, theft, or compromisc has
occurred, When an Incident Includes an 2ctual or suspected compromise of Personal Health Information (PHI),
ARO wili also report the Incident to the Defense Health Agency (DMA) Privacy Offtce within 24 hours of discovery.

WHAT HAPPENS AFTER A SUSPECTED OR ACTUAL BREACH HAS BEEN REPORTED?
See Bisk Determination

Encl - Pli Breach Reporting Procedures from RMDA Website
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