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DEPARTMENT OF THE ARMY
UNITED STATES ARMY GARRISON BAVARIA

UNIT 28130
APO AE 09114-8130

MEMORANDUM FOR All USAG Bavaria Military and Civilian Personnel

SUBJECT: USAG Bavaria Policy Memorandum #13, Privacy Act Procedures

1. References.

a. AR 25-22, The Army Privacy Program and Civil Liberties Program

b. DoD 5400.11-R, Department of Defense Privacy Program

2. It is everyone's responsibility to ensure that our privacy practices and procedures are
followed. The Privacy Act promotes, and safeguards Personally Identifiable Information
(P11) maintained by a system of records. The collection, storage, use, maintenance,
processing, dissemination, and disclosure of personal information must comply with the
Privacy Act of 1974 (5 U.S.C. § 552a).

3. This policy applies to all military, civilian, host nation, and contractor personnel
assigned to and/or under the operational control of the Garrison Commander.

4. Garrison personnel must collect only the minimum amount of P11 that is legally
authorized and necessary to support their operations. The records must be maintained
in an authorized system of records and disposed of in accordance with the Army
Records Information Management System (ARIMS). Personal information must be
timely, accurate, complete, and relevant to the collection purpose. Additional
requirements for collecting P11 may include Privacy Impact Assessment (PlA), privacy
policy or notice, privacy act statement, and System of Record Notice (SORN).

5. We must ensure the security and confidentiality of information and records, protect
against possible threats or hazards and permit access only to authorized persons. All
records (paper and electronic) will be protected as prescribed in DOD Regulation
5400.1 1-R (DOD Privacy Program) and AR 25-22 (The Army Privacy Program).

6. In accordance with AR 25-22, supervisors must ensure new personnel receive initial
duty-specific privacy act training. All Army personnel must complete annual refresher
training. The online Privacy and Civil Liberties Initial/Annual Course and Specialized
Training Course can be accessed through the Army Training Information System
(https://learn .atis.army.mil/).
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7. P11 breaches (lost, stolen or compromised P11) must be reported to the chain of
command and the Garrison privacy official immediately. The enclosed printout from the
RMDA website describes all additional reporting requirements.

8. Teleworker and remote workers will implement appropriate physical, administrative,
and technical safeguards lAW with this Policy Memorandum to protect the security and
confidentiality of P11.

9. Disciplinary Action. Individuals who repeatedly mishandle P11 or violate their
responsibilities to ensure the protection of P11 will be subjected to administrative,
punitive, or disciplinary action, or could also result in civil and criminal action.

10. Individuals who perceive an alleged violation or want to file a complaint should
contact the Garrison Privacy Official.

11. POC is the Garrison Privacy Official, Christine Nunez, 526-4465, or email
christine.a.nunez4.lnarmy.mil.

End. STEPHEN C. FLANAGAN
COL, SF
Commanding
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j Reporting a Personally Identifiable Information (P11)

-

) Incident
Safeguarding p Ad Army Commands (ACOM), Anny Service Component Commands (ASCC), Direct Reporting UnitS (01W), Army

Staff, Program Executive Offices (P80), and Army activities are required to ensure all suspected or actual less,
Protective Mossuros theft, or compromise of P11 regardleSs of physical or electronic forte Is reported In accordance with the following

procedures.
PSI Drcaci,cs I

1. Report the Incident immediately to your first line supervisor, your Privacy Official, and If cyber-reiated to
Report a PU 7nc1dcn1 ) yourlnformatlonTechnotegydivision SC Woll.

P50 0rach ReportIng Note
Process Flowchsrt

. If the actual or suspected Incident involves PSI occurs as a result of a contractor's actIons, the
Privacy Act Tracking contraOtermust also notify the Contracting Otficerftepresentative immediately.
System (PATS)
- ---------.-_- b. U the incident involves a Govornment-suthorized credit card, the Issuing bank should be notified

Risk oetcrnrination ) immediately.

2. Report all cybxr'noialed Incidents Involving the actual or suspected breach/compromise of P11 wfthln one
HctiflctrCn$ hour of discovery to the United States Computer Emergency Readiness Team (US-CERT) by completing

Post-sncldtfll Acilviiy and submitting the US'CERT report at httoer//www.uecert.oovIforrns/reoort.

-- ------ - . 'The notification to US -CERT regarding an electronic breach Should Include as much information as possible,
Resourccs J however, reporting should riot be delayed to gain additional Information. Soc M'fI Egikrel

Incident Notification Guidiine5 for reporting requirements. The US-CERT report format provides the user
DetiPhiiri5 with various drop.down answer options and the ability to skip sections to identify areas that do net apply to

non.technlcai breaches.

________________________ Motel Make sure you record the US-CERT number assigned to the breach. You wit need this to complete

GuitiOncO } section Id ot the Breach of Personally Identifiable Information (P11) Report via EeJ.

1 3. Report both electronic and physical related Incidents to the Anfly Privacy Office (MO) wIthin 24 hours of
Potni of Conlaci ) discovery by completing the Breach of PersonSily Identifiable Information (P11) Report via

When completing the Breach of Porsenoiiy Identillabie information (P11) Report in PATS do not Include
any F!], such as names of individuals. Reportable Information inciudes

Date of brgach, date discovered, and date reported to United States Computer Emergency
Readiness Team (US.CERT)

US-CSRT numher and Comnonent Internal Trackino Number lii anniiethiv

Component and Office Name

Point of contact information includIng name, duty phone, and office mailing address

Nrretlve description of breach (up to 150 words) including:

The parties Involved in the breach (do net use names of individuals)

The mediS used such as emll, Info-sharing, paper records, or equipment

Type of breach: loss, theft, or compromise

ImmediOte steps taken to contain the breach

Mitigating actions taken (up to 150 words) including:

Whcthr the breach was intentional or inadvertent

My lessons learned

Number of individuals affected (Including numbers of Soldiers, civilians, and contractors lnvolvtd)

The type of PU compromised such as SSN, PHI, and financial information

Any additional information as Indicated on tho form

If computer access is not available, PSI incidents can be reported too 24/7 Army toil free number at 1-065-
606-9580 or US-CERT at (888) 282-0870 Which Is also monitored 24/7.

4. For additional reporting requirements, consult with your Privacy Official and follow your activIty's guidance
for reporting PSI Incidents.

S. Submit updates to APO through PATS. Also submit updates to US-CCitT, your Privacy Oflicisi and
appropriate Individual(s) within your Activity as informatIon becomes svoliatti. Note: US-CCitT requires
that sny updates to (ho inltlai report ore to be provided vi email to soc@us'cert.gov and the assigned US-

CERT number must be referenced in the subject fine,

APO will report the Incident to DPCLTD within 24 hours upon being notified that a loss, theft, or compromise has
occurred. When an incident includes an actual or suspected compromise of Personal Health Information (PHI),
APO will also report the incident to the Defense Health Agency (DMA) Privacy Office within 24 hours of discovery.

WHAT HAPPENS AFTER A SUSPECTED OR ACTUAL BREACH HAS BEEN REPORTED?

Lee Risk petenlsination

End - P11 Breach Reporting Procedures from RMDA Website




