Foreign Travel Report (FTR) Cover Sheet and Instructions
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PRIVACY ACT STATEMENT
DATA REQUIRED BY THE PRIVACY ACT OF 1974

AUTHORITY: 5 USC Section 301.

PRINCIPLE PURPOSE(S): This information will be used by leadership, the USAG Ansbach AT Division, and the Garrison Security
Management Office (SMO) to track individual foreign travel and fulfill JTR requirements per AR 380-67, AR 380-5, AR 525-13 and AR 381-12.

ROUTINE USES: Ensure that adequate contact can be established and accountability maintained in the event of an emergency.

REQUIRED/DESIRED DISCLOSURE: Last Name, First Name, Telephone Numbers, Emergency Contact Information, Destination
and Training / Briefing dates.

EFFECT ON INDIVIDUAL NOT PROVIDING INFORMATION: If information is not provided, the individual jeopardizes his / her
possibility of notification or assistance in the event of an emergency; additionally failure to report foreign travel may adversely affect Security
Clearance determinations.
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¢ Garrison Military, DA Civilian personnel, and NAF staff members are required to fill out page 2
of the FTR, sign and turn it in to the local Supervisor prior to 'any' travel outside of the borders
of Germany. The Supervisor will verify applicable training / certs, then date and digitally sign
the FTR prior to tapping the "EMAIL" box next to their signature.

¢ (** NOTE **) Garrison Contractors, report all Foreign Travels to your company FSO.

¢ Click on the 'PAPERCLIP' found on the sidebar of this pdf in order to access the:
Defensive Travel Brief; OCONUS Travel Checklist; the DoD directed, and Foreign Clearance
Guide (FCG) mandated 'Report of Foreign Travel' ONLY for those holding an SCI clearance.

¢ It is the responsibility of the traveler and the to meet all travel requirements, including training
and necessary approvals prior to submitting the FTR.

¢ Please ensure page 2 of the form is completely filled out prior to submission.

Please read both the Traveler’s Briefing Statement and the Traveler’s Certification. Signify your
understanding of the requirements by signing and dating the form.

¢ Travelers going to countries with an elevated risk / threat profile must obtain a tailored country
briefing prior to travel. These briefings should be given by qualified counterintelligence personnel
from the Ansbach Field Office, Army Counterintelligence phone: +49-980-283-2308.

¢ Upon return from travel, fill out the Debriefing Questionnaire on page 3 of the FTR and submit it
to the Garrison Security Office: usarmy.ansbach.id-europe.list.dptms-s2@army.mil

¢ Individuals who answer YES to any of the questions, must be formally debriefed by security or
counterintelligence personnel.

SAFE TRAVELS




Foreign Travel Report & Training/Briefing Verification

Traveler’s Personal Information

Full Name

Section/Organization: Work Phone #

Travel Details

Country, City Date Visited Departure Date (From)

Country, City Date Visited Return Date (To)

Country, City Date Visited Purpose of Travel

Emergency Contact Name Number of Travelers

Emergency Contact Phone # Traveler's Cell Phone #

Foreign Travel Briefing/Training Admin Requirements Date Completed

Antiterrorism Level 1 Training <https://jkodirect.jten.mil/pdf/atl1/launch.htmi>

Foreign Clearance Guide (FCG) <https://www.fcg.pentagon.mil/fcg.cfm>

APACS Registration & Clearance Request (if reqd by FCG) khttps://apacs.milcloud.mil/apacs/> |

Smart Traveler Enrollment Program (STEP) <https://step.state.gov/step/>

Country Specific Information <http://travel.state.gov/content/passports/english/country.html>

Warnings, Alerts & Cautions <http://travel.state.gov/content/passports/english/alertswarnings.html>

Antiterrorism Pocket Card <http://jko.jten.mil/.../CICS 5260 Pocket Card.pdf>

FO I’e | g n T I’ave I B r | efi n g State m e nt Defensive Tactics Video: https://www.dvidshub.net/video/509170/expect-unexpected-defensive-tactics-safe-trip-abroad

* Know the rules of the countries through which you are traveling. Pay close attention to duty requirements, currency laws, bans on importation,
customs declarations, etc.

* Do not carry any letters/packages on behalf of any third party.

 Carry only essential items of identification. Do not bring government access badges, building passes, or other official paperwork.

« Your hotel room may be searched sometime during your stay. Do not leave any official items or papers unattended in your room.

* Assume your personal electronic devices (laptops, tablets, smart phones) will be compromised. Ensure no sensitive information is present on these
devices, and upon your return conduct a virus check prior to installing onto your home network.

* Beware of overly friendly guides, interpreters, waitresses, hotel clerks, etc., who's intentions may go beyond being friendly.

* Do not discuss official business outside of U.S. government controlled areas.

* Never attempt to photograph military personnel or installations or other restricted/controlled areas. When in doubt, ask an official.

« If you suspect you are under surveillance, it is best to ignore it. Do not try to evade or lose surveillance agents. Report surveillance to the Embassy
or Consulate security office.

» Avoid moral indiscretions or illegal activity, which could lead to compromise or blackmail. Carefully avoid any situation which would provide a
foreign service with the means to exert coercion or blackmail.

* The Department of State, Bureau of Consular Affairs webpage, http://www.usembassy.gov, provides links to all U.S. Embassies,Consulates &
Diplomatic Missions. Consider printing Embassy emergency contact information prior to your departure to avoid not being able to access it online.

Traveler’s Certification

| certify that | have received the necessary pre-travel training and have attained all required pre-travel approvals. | understand my responsibilities as
a Service Member or DoD employee traveling to a foreign country and | have taken steps to minimize my vulnerability. | understand the above foreign
travel briefing statement, as well as my reporting responsibilities related to suspicious encounters or anything that may be considered a TARP incident.

Signature Date (*) Supervisors, after
verifying training
Supervisor's Verification* & digitally signing this document,

Click the Email box below to Forward

Signature Date Email

If required for travel
by Local Policy or FCG:

Commander’s / 0-6 Approval

January 2022


http://www.usembassy.gov
https://jko.jten.mil/courses/atl1/courseFiles/resources/Antiterrorism_Electronic_Library/CJCS_5260_Pocket_Card.pdf
https://apacs.milcloud.mil/apacs/
https://jko.jten.mil/courses/atl1/courseFiles/resources/Antiterrorism_Electronic_Library/CJCS_5260_Pocket_Card.pdf
https://jkodirect.jten.mil/pdf/atl1/launch.html
https://www.dvidshub.net/video/509170/expect-unexpected-defensive-tactics-safe-trip-abroad

Foreign Travel Debriefing Questionnaire — To be completed upon your return

Yes / No

O O
O O

ON®
ON®
ON®
ON®
ON®
ON®)
O O

Were any problems encountered at the time of the arrival or departure from the foreign country or were you detained or
arrested at any time during your stay?

Did you have any unusual experiences while traveling (to include harassment, suspected surveillance, unusual customs

inspection, searches of hotel room or trash, listening devices found, telephone monitoring, suspicious requests to
exchange currency, etc.)?

Were any probing inquiries made about your job, duties, studies, and / or company or organization?

Did you experience any blatant indication of possible approach / efforts to compromise by a Foreign Intelligence Service?
Did you meet any foreign national who requested future contact?

Have you been officially debriefed by any other agency / organization?

Were you a victim of a criminal act or did you witness any acts that may be considered criminal or terrorist related?

Did you lose / misplace any official materials?

Did you take any personal pictures of foreign government military installations or equipment?

PLEASE SIGN BELOW AND RETURN THIS PAGE TO YOUR SECURITY MANAGER.

IF YOU ANSWERED “YES” TO ANY OF THE ABOVE QUESTIONS, YOU MUST BE FORMALLY DEBRIEFED.

Traveler’s Signature Date

SECURITY OFFICE ACKNOWLEDGEMENT:

Security Signature Date

POST-TRAVEL SECURITY INVERVIEW CONDUCTED BY:

Debriefer’s Signature Date
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Going Somewhere?

Your Defensive Guide to Foreign Travel

USAG Ansbach Security





Overview

 Official / Unofficial Foreign Travel

Pre-Travel Requirements / Advisories

General Traveler Awareness

Post-Travel

Travel links





Foreign Travel?

« Living and working in and for America
affords us all a wonderful opportunity to
travel throughout the world.

« Foreign Travel is defined as any travel to
another country. This includes our close
border states of Canada and Mexico, or
if stationed abroad, countries bordering
your assigned host nation.

* For U.S. Citizens working and stationed
abroad, travel to / from the United States
iIs NOT considered foreign travel -- but,
depending on local policies, a foreign
travel request may be required for
accountability and situation awareness.






" t Q Official / Unofficial Travel

Official Travel - What does it mean to you?

*  Travel abroad sponsored by or on behalf of a DoD component. Performed by DoD and / or DoD-sponsored
personnel. PSC/TDY.

* DoD employees / sponsored personnel are bound by federal regulations to complete and follow
mandatory travel requirements for foreign travel. The DoD’s Foreign Clearance Guide (FCG) is provided
to ensure you understand and fulfill specific requirements for the areas and countries you Vvisit.

Unofficial Travel
*  Personal travel not sponsored by or conducted on behalf of the DoD. LEAVE / Pass / Weekend travel.

 As aDoD employee, you are advised by the DoD's FCG, theater COCOM commander, and local
guidance in requesting and executing personal foreign travel. Most travel guidance will include:

— Possible restrictions and advisories

— Possible higher approval authority for leave/pass
— Mandatory reporting requirements

— Mandatory review of current advisories

Your Supervisor, the Installation’s Anti-Terrorism Officer (ATO), and the Garrison Security Division
are here to help you, and should always be a part of foreign travel plans.





Plan your Travel

No matter where you go, always plan your travel well
ahead of time.

Know your destination and prepare early for unique travel requirements.

Check with your ATO or Garrison Security Office for any DoD travel restrictions
or updates. If you have a security clearance, your Security Manager must
report your foreign travels to the DoD Central Adjudication Facility

Ensure your Passport is up-to-date and any VISA requirements are met ahead
of time.

Ensure your TDY/Leave is approved prior to finalizing any travel
arrangements.

Complete a Foreign Travel Report & submit it to the Garrison Security Office.

Keep your supervisors and chain of command informed with the specifics of
your travel.

— Dates
— Locations
— Contact Information

The individual traveler is responsibe to ensure any / all requirements
for Official Travel are met or completed prior to the trip!





Before you leave...

Complete a Foreign Travel Report and turn it in to your
Supervisor with a copy to your Security Specialist.

Check these vital websites for things you might need!

« Official Travel? Check the Foreign Clearance Guide

for mandatory requirements:
e https://www.fcg.pentagon.mil/

« AT Level 1 Training up to date?
 https://jkodirect.jten.mil/pdf/atll/launch.html

« Department of State Foreign Travel advisories?

e  http://travel.state.gov/content/passports/english/alertswarnings.html
Register in the Smart Traveler Enrollment Program

Smart Traveler
: Enrollment
Program




https://www.fcg.pentagon.mil/

http://jko.jten.mil/courses/atl1/launch.html

http://travel.state.gov/content/passports/english/alertswarnings.html

http://www.travel.state.gov/travel/tips/registration/registration_4789.html



Before you leave... (ont)

* Double check your itinerary and provide a copy to a
friend or supervisor.

« Have photocopies of your passport / visas with you,
keep a copy at home and provide one to a friend or
supervisor.

« Confirm all travel / lodging reservations.

» Review your personal checklist
* Is it complete?
* Do you need to add anything?
* Do you need help? Ask!
« Don't forget to take it with you!
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When you go...

* Practice OPSEC in everything you do!
« Know your travel routes and where you're going!
* Find means to communicate as you travel.
« Make personal safety a priority:
« Seek safe routes
« Carry minimal ID and Money
« Be mindful of your surroundings at all times.

« Be familiar with police, emergency services while
traveling.

DON'T STAND OUT -- BLEND IN!!





While you’re there...

Learn about your accommodations:
— Safety plan
— Communication needs
— On site services
Know where you are and where you're going next.
Make sure you have a means to communicate.
Take safety seriously:
— Always practice good OPSEC
— Keep valuables (including PII / work related documents)
locked in your hotel
— Be familiar with local police and emergency services
— Know daily travel routes and stay on time
Avoid large crowds.
Watch your surroundings.
Keep to yourself / group and follow your travel plan.





While you’re there...(cont)

Take note of anything you feel is strange, or out of place.

If you find yourself in an uncomfortable situation, or lost in your
travels:

— Use trusted / marked services

— Clearly communicate your needs

— Find additional help if needed

— Report suspicious happenings to local authorities / Embassy officials

Casually steer conversations with strangers away from personal
details about yourself, your employer, or specifics about your job
or travels.

Keep your conversations light, and try to take note of anyone
pushing for details.

Move with confidence and purpose. If you look lost,you’ll look out
of place. Without knowing it, your actions alone could make you
a target!

Be SAFE and have a good time!





When you return...

Mandatory travel debriefing may be required based on the type and
location of your travel. See your Security Specialist for info.

Report any suspicious activity you encountered on your travels to
CID, your Anti-Terrorism Officer or the Security Specialist:

Type of Activity
Persons involved
Information gained
Times and locations

Report any suspicious foreign contact to Security:

Type of contact

Personal description

Information the contact was trying to obtain
Times and locations

For official travel, ensure you liquidate your travel claim / expenses
within 5 working days of your return.

Start now in planning your next trip!





tﬂ Travel Links...

U.S. Department of State Travel Homepage:
http://travel.state.qgov/content/passports/english.html

The Central Intelligence Agency — World Factbook:
https://www.cia.qov/library/publications/the-world-factbook/index.html

European Union Travel Homepage:
http://europa.eu/eu-life/travel-tourism/index en.htm

International Association for Medical Assistance to Travelers:
http://www.iamat.org/index.cfm

U.S. Centers for Disease Control Travel Homepage:
http://wwwnc.cdc.gov/travel/default.aspx




http://travel.state.gov/content/passports/english.html

http://travel.state.gov/travel/cis_pa_tw/cis_pa_tw_1168.html

https://www.cia.gov/library/publications/the-world-factbook/index.html

https://www.cia.gov/library/publications/the-world-factbook/index.html

https://www.cia.gov/library/publications/the-world-factbook/index.html

https://www.cia.gov/library/publications/the-world-factbook/index.html

https://www.cia.gov/library/publications/the-world-factbook/index.html

http://europa.eu/eu-life/travel-tourism/index_en.htm

http://europa.eu/eu-life/travel-tourism/index_en.htm

http://europa.eu/eu-life/travel-tourism/index_en.htm

http://europa.eu/eu-life/travel-tourism/index_en.htm

http://europa.eu/eu-life/travel-tourism/index_en.htm

http://www.iamat.org/index.cfm

http://wwwnc.cdc.gov/travel/default.aspx



Questions?

U.S.ARMY ||

USAG Ansbach — Security Division
Security Manager
DSN 314-587-1525/26 or 06111-43-1525/26
alonzo.t.edwards.civ@army.mil
dennis.l.mathis.civ@army.mil





Certificate of Completion

This is to certify that |,

(type/print name)

have completed the USAG Ansbach
Defensive Foreign Travel Briefing.

Signature Date

(Print, sign, date and provide a copy, along with a completed / signed Foreign Travel Report
to your immediate supervisor or to the Physical Security Office)





All web links

DoD Foreign Clearance Guide:

* https://www.fcg.pentagon.mil/

AT Level 1 Training:

®* https://jkodirect.jten.mil/pdf/atll/launch.html

Department of State International Travel Webpage:

» http://travel.state.gov/content/travel/english.html
* https://step.state.gov/step/ (Register in the Smart Traveler Enrollment Program)

CIA World Factbook Homepage:

» https://www.cia.gov/library/publications/the-world-factbook/index.html

European Union Travel Homepage:
* http://europa.eu/eu-life/travel-tourism/index en.htm

International Association for Medical Assistance to

Travelers:
* http://www.iamat.org/index.cfm

U.S. Centers for Disease Control Travel Homepage:
* http://wwwnc.cdc.gov/travel/default.aspx




https://www.fcg.pentagon.mil/

http://jko.jten.mil/courses/atl1/launch.html

http://travel.state.gov/content/travel/english.html

https://step.state.gov/step/

https://www.cia.gov/library/publications/the-world-factbook/index.html

https://www.cia.gov/library/publications/the-world-factbook/index.html

https://www.cia.gov/library/publications/the-world-factbook/index.html

https://www.cia.gov/library/publications/the-world-factbook/index.html

https://www.cia.gov/library/publications/the-world-factbook/index.html

http://europa.eu/eu-life/travel-tourism/index_en.htm

http://europa.eu/eu-life/travel-tourism/index_en.htm

http://europa.eu/eu-life/travel-tourism/index_en.htm

http://europa.eu/eu-life/travel-tourism/index_en.htm

http://europa.eu/eu-life/travel-tourism/index_en.htm

http://www.iamat.org/index.cfm

http://wwwnc.cdc.gov/travel/default.aspx
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USAG ANSBACH SECURITY
OCONUS Travel Checklist

Based on:

Country Specific FCG Requirements

FPCON Level:

Threat Level:

Required Documentation Highlighted Below

. Foreign Travel Application

No Remarks / Status
Fwd Printed Copy / Date Completed

Yes

(Mandatory for all staff)

(Mandatory for all staff)
(click here, or see link below)

AT Level 1 Awareness Trng

. STEP Application

(Mandatory for all staff)
(click here, or see link below)

IR

if applicable)

. "Approved" APACS Application {s08 retumed APACS)

ol

(if applicable)

. Approved Country Clearance (see retumed Apacs)

[o2]

(if applicable)

. Approved Theater Clearance (sce retumed aacs)

. Travel Tracker / Individual AT Plan **; .ppicabie)

8.

Approved Emergency Plan of Action g appicabie)

9.

SERE Traini NJ (it applicable)

10.

I SO P R EP (if applicable)

11.

Passport / V|Sa (if applicable scan / copy of picture page / Visa)

12.

Theater Specific Training r appiicabie)

13.

Human Rights Awareness Training g appicabie)

14.

Cmdr Approval Memorandum g appiicabie)

15.

Medical Assessment & Requirements

**Note: To allow adequate time for the processing of OCONUS Leave, USAG Ansbach Service

Members must begin processing their leave through their Chain of Command 30 days in

advance of leave...

Travel Links

Electronic Foreign Clearance Guide: https://www.fcg.pentagon.mil/fcg.cfm

( see Section IV - Personnel Entry Requirements for Leave Travel )

Travel- Department of State (STEP): https://step.state.qgov/step/

Alert and Warning: http://travel.state.qov/content/passports/en/alertswarnings.html

APACS: https://apacs.milcloud.mil/

Travel Tracker / Individual Anti-Terrorism Plan (TT/IATP): https://iatp.pacom.mil/
SERE 100.2: https://jkodirect.jten.mil/ (Course US1329)
AT Level-l: https://jkodirect.jten.mil/pdf/ati1/launch.html (Course JS-US007)

CUI (when filled in)




https://iatp.pacom.mil/travel_requirements

https://www.fcg.pentagon.mil/fcg.cfm

https://step.state.gov/step/

http://travel.state.gov/content/passports/en/alertswarnings.html

https://apacs.milcloud.mil/apacs/login.jsp

https://step.state.gov/step/

https://iatp.pacom.mil/

https://apacs.milcloud.mil/apacs/

https://jkodirect.jten.mil/html/COI.xhtml?course_prefix=J3T&course_number=A-US1329

https://jkodirect.jten.mil/html/COI.xhtml?course_prefix=JS&course_number=-US007

https://jkodirect.jten.mil/pdf/atl1/launch.html

https://jkodirect.jten.mil/html/COI.xhtml?course_prefix=J3T&course_number=A-US1329

https://www.fcg.pentagon.mil/static/2016_08_ISOPREP_Completion_Instructions.pdf

EdwardsAT

Highlight



https://step.state.gov/step/
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Please walt...

If this message is not eventually replaced by the proper contents of the document, your PDF
viewer may not be able to display this type of document.

Y ou can upgrade to the latest version of Adobe Reader for Windows®, Mac, or Linux® by
visiting http://www.adobe.com/go/reader_downl oad.

For more assistance with Adobe Reader visit http://www.adobe.com/go/acrreader.

Windows s either aregistered trademark or atrademark of Microsoft Corporation in the United States and/or other countries. Mac is a trademark
of AppleInc., registered in the United States and other countries. Linux is the registered trademark of Linus Torvaldsin the U.S. and other

countries.
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